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Introduction

Many audit clients, including government and semi-governmental agencies, make extensive use of Information Technology (IT) to automate and to assist their operations.  The use of IT can bring enormous business benefits.  However, IT also introduces new risks to control and accountability, and adds a new twist to these traditional audit concerns.  Supreme Audit Institutions (SAIs) must be able to recognise and respond to such risks.  This needs special skills, brought together under the umbrella of `IT audit’.

This IT audit curriculum aims to describe the main competencies and skills which auditors will need if they are to be able to provide a proper audit response to their clients’ computerisation.   IT audit includes both the auditing of IT systems and the use of microcomputer tools in auditing client data.  IT audit does not include the use of computers to automate general audit processes.  The focus is on the IT audit tasks which auditors can be expected to carry out, but does not attempt to prescribe in detail the training needed to accomplish those tasks.

The curriculum stops short of  providing a precise training specification because to do so would force the content to be too specific: a detailed training specification for any one SAI would need to be based upon the computer hardware or software likely to be encountered by the auditors, and on the particular audit approach adopted by the SAI.  By avoiding this level of detail, the curriculum seeks to be general enough to cater for all members of INTOSAI.

SAIs will want to use the curriculum to develop, commission or obtain specific training courses and materials.  Likely sources for such materials and advice on IT audit training include the Information Systems Audit and Control Association, the INTOSAI  Development Initiative, other SAIs with experience in IT audit, and commercial providers such as major accounting firms.  The INTOSAI Standing Committee on EDP Audit has developed training courseware for the Level 1 and Level 2 skills identified in this curriculum, separately for financial attest and performance audits. 

Skill Levels

The curriculum recognises that it is neither feasible nor desirable to require all auditors to have a deep knowledge of IT and of IT audit.  The curriculum is therefore based on three levels of IT audits skills:

	Level 1:

the generalist
	The `ordinary’ auditor, who is familiar with the issues and methods of IT audit, can undertake simple IT audit tasks, and can use IT audit specialists to serve general audit objectives.



	Level 2:

the IT auditor
	The auditor who has chosen to specialise in IT audit, skilled at undertaking most IT audits, except those in highly specialised areas of IT.



	Level 3:

the expert IT auditor
	The auditor who, through length of experience, has become very familiar with IT and IT audit issues, and can undertake or supervise audit tasks including highly specialised ones.


In practice, SAIs choose to organise their IT audit function along different lines, and allocate the different tasks of IT audit between generalists and specialists in a way which best suits their circumstances: for example, an SAI might prefer to have all IT audit tasks carried out by specialists.  In practice, too, the difference between Levels 2 and 3 will be one of depth of experience and breadth of  knowledge - the expert IT auditor will be able to carry out the same tasks as the IT auditor, but across a wider range of hardware and software systems.

Qualifications

In drawing up the curriculum we have been mindful of the main IT audit professional qualification which has world-wide recognition: the Certified Information Systems Auditor (CISA) programme offered by the Information Systems Audit and Control Association (formerly the EDP Auditors Association).  In this curriculum Skill Level 2 corresponds broadly to the CISA standard.

Scope Of the Curriculum

The curriculum aims to specify the main tasks of IT audit in seven different areas which should encompass the range of IT audit tasks any SAI might face.  The following section, Getting Started, illustrates a choice suitable for an SAI which is just getting started in IT audit.  The seven areas are:

· planning an IT audit

· assessing controls in IT systems

· computer-assisted audit techniques (CAATs), including microcomputer tools

· auditing IT systems under development or procurement

· undertaking performance audits of IT systems and functions 

· special assignments

· reviewing and reporting the results of an IT audit.

However, individual SAIs may, through their statutory role or choice of audit approach, not undertake some tasks or place less emphasis on others.  In effect, the curriculum provides a menu from which each SAI can choose.

The following schedules, one for each area, describe the main tasks and link them to the three levels of competence discussed earlier.

Getting Started

The curriculum aims to be comprehensive in its coverage of IT audit skills.  However some SAIs will be starting out on the development of their IT audit - they may have few in-house skills and fairly unsophisticated client systems to deal with.  As a result, they may not need or wish to deploy the full range of skills covered by this curriculum.  This section therefore highlights a subset of the curriculum which SAIs should concentrate on when setting up an IT audit function for the first time.  Three major areas of the curriculum should be regarded as key.  They are:

· Documenting and reviewing the strategic framework within which client IT systems are developed and managed - in order to scope the client’s use of IT and identify systems of audit interest. 

· Documenting and reviewing computer controls within key computer applications - in order to ensure availability and integrity of client’s accounting data.

· Identifying the potential use of CAATs, and writing and running simple microcomputer based CAATs - in order to help analyse and verify client’s computerised information.

In the schedules that follow, the key tasks that make up the three major areas of the three major areas of the curriculum are emphasised with a key symbol: 




IT Audit Curriculum

Planning An IT Audit 

	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor

	Define audit objectives
	(
	
	

	Understand level at which it becomes appropriate to call in specialist IT help
	(
	
	

	Identify IT audit tasks/projects
	(
	(
	(

	Advise generalist auditor/ audit management on skills mix necessary for particular IT audit projects
	
	(
	(

	Allocate IT audit tasks/projects
	(
	(
	(

	Schedule audit and IT resources
	(
	(
	(

	Understand and adhere to an appropriate code of IT ethics (such as Isaac’s)
	
	(
	(


Assessing controls in IT systems

	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor

	

 General

	Understand review objectives
	(
	(
	(

	Identify organisation’s functional structure and major IT systems
	(
	(
	(

	Understand the management issues relevant to areas of existing and developing application systems and infrastructure (e.g. operating systems, access control, database)
	(
	(
	(

	Evaluate organisation’s IT strategy and policies
	(
	(
	(

	Build and run corroborative tests
	(
	(
	(

	Operating Systems

	Identify and understand the operating system(s)
	
	(
	(

	Design and run audit programme to test the adequacy of level of control over systems software/ environmental control programmes
	
	(
	(

	Communications

	Identify, understand and document local and wide area networks.
	(
	(
	(

	Be aware of communications security issues.
	(
	(
	(

	Testing communications controls.
	
	(
	(

	Evaluating communications controls.
	
	(
	(


Assessing controls in IT systems (cont.)

	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor

	Databases

	Understand database concepts, if necessary backed up by hands-on experience in the use of databases.
	(
	(
	(

	Understand the issues relating to data management and data integrity from both a technical and management point of view.
	(
	(
	(

	Identify and understand the database(s) used.
	
	(
	(

	Design and run audits that address the control issues relating to data management both from an organisational and technical perspective.
	
	(
	(

	Design and run audit of DBMS/data dictionary product.
	
	(
	(

	

 Continuity Planning

	Determine whether an IT contingency plan exists and evaluate the risk analysis, if any, conducted by the organisation.
	(
	(
	(

	Identify the areas that should be covered by an IT contingency plan and understand how it should link with a business recovery strategy.
	(
	(
	(

	Evaluate contingency plan it if has been tested.
	
	(
	(

	Verify contingency plan effectiveness by review of results of testing.
	
	(
	(

	Evaluate the adequacy of off-site storage.
	
	(
	(

	Evaluate ability and training of staff to respond to emergencies.
	
	(
	(

	Be familiar with technologies used in an IT contingency plan (e.g. backup, hot/cold sites, comms switching).
	
	
	(


Assessing controls in IT systems (cont.)

	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor

	Operations

	Identify and understand significant functions and tasks within the operational area.
	(
	(
	(

	Evaluate functional procedures.
	
	(
	(

	Test controls to determine compliance with standards.
	
	(
	(

	Assess the control environment.
	
	(
	(

	Be familiar with technologies for automation of IT operations.
	
	
	(

	  

  Change Control

	Evaluate program change control standards and procedures.
	
	(
	(

	Test change control procedures.
	(
	(
	(

	Evaluate change control process against control objective.
	
	(
	(

	Determine adequacy of production library security to ensure the integrity of the production resources by identifying and testing existing controls. 
	
	(
	(

	

 Security  environment

	Be aware of IT security issues.
	(
	(
	(

	Evaluate security environment against appropriate standards.
	
	(
	(


Assessing controls in IT systems (cont.)

	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor

	Understand how client’s specific security product(s) function.
	
	(
	(

	Test system security (operation/application).
	
	
	(

	

 Logical Access Control

	Understand main methods of logical access control in IT systems.
	(
	(
	(

	Evaluate controls over logical access paths into the system.
	
	(
	(

	Test controls.
	
	(
	(

	Evaluate access control environment to see if objectives met.
	
	(
	(

	

 Physical Security

	Understand main methods and objectives of physical security.
	
	
	

	Determine adequacy of physical security and environmental controls.
	
	
	

	Test controls.
	
	
	

	Evaluate physical security environment to see if objectives met.
	
	
	

	

 Application Systems

	Identify and document application systems and their transaction flows.
	(
	(
	(

	Identify and document application controls and assess their strengths and weakness.
	(
	(
	(

	Test controls.
	
	(
	(

	Evaluate control environment to see if audit objectives met.
	
	(
	(


Computer Assisted Audit Techniques (CAATs)

(including microcomputer tools)

	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor

	

Understand potential for use of CAATs
	(
	(
	(

	

Identify scope for using the client system for CAATs
	(
	(
	(

	

Identify extraction points and obtain data from client systems
	(
	(
	

	

Apply commercially available software (e.g. IDEA, ACL) to provide totalling, sampling and interrogation of client files.
	(
	(
	(

	

Reconcile client data to ensure completeness.
	(
	(
	

	Write specifications for CAATs.
	
	(
	(

	Advise auditors on best use of CAATs to support audit sampling, totalling and interrogation.
	
	(
	(

	Write and run complex CAATs using a variety of tools, including clients’ systems.
	
	(
	(

	Manipulate and download raw data to prepare it for audit software.
	
	
	(

	Design, programme and document specialist software for data downloading and analysis.
	
	
	

	Test client’s complete programmes.
	
	
	

	 

 Evaluate CAAT outputs and consider impact on overall audit evidence.
	(
	(
	(


IT systems under development or procurement

	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor

	General

	Understand IT systems file cycle.
	(
	(
	(

	Understand systems development, acquisition and maintenance methodology.
	
	(
	(

	Review methodology to see that it includes appropriate development procedures and controls.
	
	(
	(

	Test methodology against organisation’s standards.
	
	(
	(

	Test change control procedures against appropriate standards.
	
	(
	(

	Evaluate systems development, acquisition and maintenance controls to see that control objectives met.
	
	(
	(

	Change Control

	Evaluate program change control standards and procedures.
	
	(
	(

	Test change control procedures.
	(
	(
	(

	Evaluate change control process against control objective.
	
	(
	(

	Determine adequacy of production library security to ensure the integrity of the production resources by identifying and testing existing controls.
	
	(
	(

	Application Under Development/Acquisition

	Identify controls required in the system under development.
	
	(
	(

	Determine and rank major risks and exposures.
	
	(
	(

	Identify controls to mitigate risks and exposures.
	
	(
	(


IT systems under development or procurement (cont.)

	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor

	Advise project team regarding design of system and implementation of controls.
	
	(
	(

	Evaluate and report to management on the adequacy of controls incorporated in the system under development at the end of each phase of the development life cycle.
	
	(
	(

	Systems Development Technology

	Understand the control implications of the technology used in developing systems (e.g. CASE).
	
	(
	(

	Provide management with a risk assessment of the use of new technology for developing systems.
	
	
	(

	Evaluate risk assessment of the use of new technology for developing systems and report to management.
	
	(
	(


Performance Audits of IT Systems and Functions

	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor

	Be aware of and understand the potential business risks where IT is an important component, in particular in the areas of:

IT systems lifecycle

· procurement or development

· maintenance and operations

Management of IT operations

· strategy and planning

· use of IT resources

Impact of IT

· impact on programme or organisation effectiveness

social effects of IT
	(
	(
	(

	Document the client’s systems and IT infrastructure, especially with regard to their maturity, current IT spend on equipment and manpower, the IT control environment and the business context.
	(
	(
	(

	Review cost/benefit analysis. 
	
	(
	(

	Review client’s return on investment in IT.
	
	(
	(

	Review the use of IT, to identify IT-related risks to economy, efficiency and effectiveness and the scope for further investigation.
	(
	(
	(

	Produce an audit plan selecting and prioritising potential risks in essential areas, and identify skills/ expertise needed to undertake audit studies.
	
	(
	(

	Report on the performance of IT in the client organisation (possibly as part of a multi-disciplinary team).
	
	(
	(

	Advise audit team and management of the performance implications of IT technologies and strategies.
	
	
	(


Special Assignments

	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor

	Identify IT audit training needs and review needs analysis.
	(
	(
	(

	Develop and deliver IT awareness training.
	
	(
	(

	Develop and present formal and ad hoc training in IT audit.
	
	(
	(

	Contribute to development of IT audit methodology.
	
	(
	(

	Identify trends in technology.
	
	
	(

	Offer detailed advise on leading edge technologies and their audit implications.
	
	
	


Reviewing and Reporting the Results of an IT Audit

	
	Level 1

Generalist
	Level 2

IT Auditor
	Level 3

Expert IT Auditor

	Review of IT audit report.
	
	(
	(

	Report to audit team management.
	(
	(
	(

	Report to client management and follow up observations.
	(
	(
	(
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