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1. Introduction

1.1 Aims and Objectives

This course is intended as an introduction to Computer Assisted Audit Techniques (CAATs). Its aim is to give auditors an understanding of the CAAT tools that are available to them and when and where to use them.

This course is not tool-specific and does not cover development of CAATs. However, it will be supplemented by additional tool-specific material, which could be:

· Either full-fledged training modules, which could either be off-the-shelf packages, or developed specifically by the EDP Committee; and/or

· Detailed case studies contributed by different SAIs. While such studies will not be as generic as training modules, they will provide valuable guidance to SAIs by giving a flavour of real-world experiences in different environments. These case studies could be tool-specific and/or audit area-specific.

Though program validation using CAATs is touched upon briefly, the focus of this training module is primarily on CAATs used for data analysis. Data downloading, which is an important phase in the use of CAATs by the IT auditor, is dealt with in a separate training module, and is not covered in this module.

At the end of the course, the delegate should understand:

· the role of CAATS: ways in which CAATS can contribute to the audit process;

· types of CAATS: the distinction between CAATs oriented towards program validation and data analysis, and commonly used CAATs of both types, along with some key issues relevant to data analysis;

· conditions for using CAATs: the conditions favouring use of CAATs, as well as an outlined approach to introduction of CAATs in an SAI;

· organising the CAATs function: the different choices available, and the relevant issues to be considered while choosing one or the other;

· data access: the methods of accessing client data, and their pros and cons;

· a phased approach to using CAATs, with details of the different phases;

· issues relating to data selection;

· common tools for data analysis;

· some key issues related to data downloading; and…..

· issues relating to designing and documenting CAATs.
1.2 The Role of CAATs
Computer Assisted Audit Techniques or CAATs may be defined as computer-based tools that can be used to improve the effectiveness and efficiency of the audit process; an alternative definition is “techniques employed by auditors that use the computer as a tool for gathering and analysing audit data”. This training module does not cover tools used only for administration, but only those tools that are used to conduct audit more effectively.

It must be noted that the use of CAATs does not change the audit objectives, but changes are only called for in the audit methodologies. In many, if not most, of today’s information processing environments, audit evidence is either not available on paper, or else the paper version is a copy derived from (and hence less reliable than) the electronic data. Hence, the auditor has to perforce rely on CAATs to collect sufficient, relevant and reliable evidence.

The initial use of electronic data processing by auditee agencies was met by auditors treating the IT system as a black box, and conducting ‘audit around the computer.’ Subsequently over the years, auditors (including SAIs) have leveraged the availability of auditee data in electronic format to ‘audit through the computer’ using CAATs. This trend has resulted in benefits, not just in the execution of audits but also at the planning stage. Although the initial focus of CAATs was in financial and compliance auditing, in line with the changing nature and focus of SAI auditing CAATs are increasingly used to good effect in performance and investigative auditing.

At the audit planning stage, the focus is on improving audit effectiveness:

· Significant / material trends and patterns are more clearly visible, resulting in a tighter focus on the ensuing audit activities, whether manual or computerised; 

· The availability of auditee data in electronic format gives the auditor the ability to play around with the data in ‘free-form’, before commencing the audit proper. The importance of this activity cannot be underestimated, especially for performance and forensic/ investigative audits.

During audit execution, the emphasis is generally on audit efficiency:

· Better audit coverage – wider as well as deeper;

· Savings in time and cost;

· More complex audit interrogations and better analytical capability;

· Greater opportunities to develop newer and more innovative approaches to audit.

2. The Types of CAATS

2.1 Program v files interrogation

CAATS can be split into two discrete areas of operation:

· Program validation; and

· Data analysis.

Broadly, program-oriented CAATs focus on verification of different processes in programs, which could theoretically - though hardly in practice - extend to a complete verification of programs. On the other hand, data-oriented CAATs ignore the programs used to generate the data, and focus exclusively on data analysis. This does not necessarily mean that data analysis CAATs are exclusively for substantive testing, with program-oriented CAATs for systems based auditing. While program validation would generally be useful only for compliance audit or at best financial attest audits, data analysis could be used in Performance audits and Investigative audits also. 

In fact, analysis of data can often be used very effectively to assess the actual effectiveness of controls, instead of relying on analysis of programs (which is only one aspect of IT control).In general, use of program-based CAATs requires a relatively high level of technical expertise, with specific knowledge and skills relevant to the auditee’s technical architecture. This may not always be a feasible option for many SAIs, especially those with no or few expert IT auditors (corresponding to Level 3 of the skill set described in the INTOSAI IT Audit Curriculum).

Also, while program analysis would generally be useful only for compliance or at best financial attest audits, data analysis can be used quite effectively in performance and investigative audits as well. In many such situations therefore, data analysis using CAATs would therefore be not only more feasible but would also cover a wider area.

2.2 CAATs for Program Analysis

These can be grouped into the following categories:

	Examining Data Flows
	· Snapshot

· Tracing

· Mapping

	Verifying Data and File Integrity
	· Parallel Simulation

· Test Generators and Integrated Test Facilities

	Embedded Audit Modules
	· System Control Audit Review File (SCARF)

· Sample Audit Review File (SARF)

	Other Tools
	· Source Code Review

· Program Library Analysis

· Code Comparison

· User Log Analysis


2.3 Examining data flows

Snapshot - is a utility that allows the auditor to freeze a program at a given point. It is then possible to check on the values of a transaction and the processing that has been going on as the program was running. The snapshot is quick and relatively easy to use although it has a limited function and is specific. A good example of a snapshot would be a line of code in a program that produced a halt and output the value of a particular variable. Another example is the debug facility available with many development tools, which enables the program to be executed in systematic mode; the values of different elements of data can be checked at every step.
Tracing - this involves the generation of a complete audit trail to trace transactions through processing. By performing a trace, it is possible to see how each line of code has an effect on any data being processed or the program itself. If a program is not totalling transactions correctly, a trace can highlight where the error is occurring. The main advantage of a trace is that an auditor can see program stages that may ordinarily occur very quickly. The disadvantages of tracing are that the auditor needs knowledge of programming and that tracing functions will vary from package to package.
Mapping – this involves monitoring the execution of the program to ascertain statistical information e.g. program code not executed, the number of times certain lines were executed etc. The auditor can use mapping to highlight redundant code or code used for fraudulent purposes.
2.4 Verifying data and file integrity

Parallel Simulation - This is a useful tool enabling the auditor to re-perform all or part of the application being tested. Parallel simulation involves the creation of an independent set of code that simulates the function of the area being tested. The results can be compared to those produced by the application itself. This is a good way to prove the accuracy of calculations and processing procedures within the system without affecting the system itself. The auditor will need a good knowledge of the system and programming experience.
Test Data Generators and Integrated Test Facilities – This allows the production of test data to the auditor’s specification. This is a very good way to prove that the application being tested is processing data correctly. The auditor will need a good knowledge of the application and must be sure that the data produced will not affect the “live” data in the system. While integrated test facilities are produced by the application itself, test generators produce records outside of the application software. Results of such tests may need to be removed from final reports as totals may be affected. Also, it is often difficult to anticipate all combinations of test data required to test the application controls.

2.5
The Embedded Audit Module

This is useful when the auditor does not require all of the data produced by the clients’ application. The embedded module is used to extract information meeting specified criteria for further testing by the auditor. Embedded audit modules can also be used to perform functions during the running of an application for example, deleting test information set up by the auditor to prove the validity of the system.

Advantages of the Embedded Audit Module are threefold:

· The auditor can receive a file for interrogation that contains only the pertinent information for the audit;

· Test records can be deleted from the application in order not to effect the results/totals from any calculations;

· Data that is volatile (changes as the program proceeds or is effected/altered by later stages of the program) can be extracted at a predetermined point in the format required by the auditor.

Disadvantages arise in three areas:

· The auditor needs a detailed knowledge of the system and programming skills if he/she is going to write the module;

· If the module is to be written by the audited body on behalf of the auditor, the specifications need to be accurate and easy to follow as it is quite often the case that a client department will need to schedule program changes, thus causing delays in obtaining the audit information;

· The auditor will need to have in place certain assurances that the file from which audit data or sampling information is being extracted is a complete file. An Embedded Audit Module written on the behalf of the auditor is, in a way allowing the client department to perform interrogations that are usually the responsibility of the auditor.
Two specific implementations of the Embedded Audit Module approach are the System Control Audit Review File (SCARF) and the Sample Audit Review File (SARF):
· The SCARF method involves the incorporation of auditor-determined reasonableness tests into the application programs, and copying transactions falling outside the expected range into a separate file for later review by the auditors.

· The SARF method is similar to the SCARF method, except for random selection of transactions rather than transactions failing reasonableness tests.

2.6
Other tools

Source Code Reviews: the auditor attempts to review sections of the source code program. It is generally impracticable to do a complete review of the source code; the auditor usually focuses his attention on a few selected sections of interest to him e.g. calculation of amounts; key logic points.

Program Library Analysis: this analysis provides records of changes made to the program software allowing the auditor to identify any potential problems in case of unexpected changes in output.
Code Comparison: this allows the auditor to either compare the source or object code of an application to that of a secure master copy. The auditor is also often interested in finding out whether the compiled program (object code) actually being used corresponds to the master version of the source code. This will highlight any fraudulent changes or errors and ensure that the current version of the software is being used.
User Log Analysis Software: this allows the identification of unauthorised entry attempts and password violation. Most systems keep a log of user entries and attempted log-ons. This file is often a simple text file, which can be linked easily to a file interrogation program or can be interrogated using an in-house program.

2.7
CAATs for Data Analysis

The other use for CAATs is to analyse auditee data. This is the predominant approach because of its ease of use. A variety of audit software and SQL querying tools are available for data analysis, generally designed for use on PC-systems. These tools are suitable for compliance, performance and forensic / investigative audits as well as for financial audits. 
Common data analysis techniques include the following:

Totalling: is used to prove completeness and reconciliation to the stated account; 

Stratification: gives the auditor a more complete picture of the range of values within the file, allowing a more educated approach to interrogations and quickly highlighting potential problems within the file;

Data mining: is used to provide comparisons and trends, which indicate areas for further analysis and testing;
Sampling: enables the auditor to extract a representative selection of transactions from the file for audit testing; 

Exception reporting: involves the selection of records and extraction of data meeting or violating specified criteria for further analysis;

Duplicate record checks: allows the identification errors in payments or possible fraudulent activity;

Ageing: shows a pattern of payments throughout a period. The period between receipt and payment of transactions can be monitored. This is a useful tool for a Value for Money audit (e.g. is a payment system working to full effect?);

Gap detection: highlights missing numbers in sequences. A useful tool in highlighting missing transactions or fraudulent activity;

Reperformance of Calculations: can be used to prove the accuracy of formulae used when preparing the data. The input data could be reprocessed to prove the functioning of controls and accuracy of the process e.g. the financial statements like balance sheet and the profit & loss account can be generated from the transactions and compared with the printed version.

2.8
Data Analysis – Issues

There are potential risks arising from the auditor’s reliance on the results of data analysis for his audit conclusions. These risks are affected by the following factors:

· Is the auditor relying exclusively on the data analysis for his audit findings? Or is the auditor supplementing CAATs with non-computer based audit tests to provide corroborative evidence? Has the auditor cross-verified the data analysis results (or at least a sample thereof) by vouching the paper documents?

· Has the auditor conducted a controls review of the IT system to assess the reliability of the data entered into or processed by the system? Has the auditor verified the integrity of downloaded data by reconciliation with control or summary totals?

· How well does the auditor understand the auditee’s IT system, and more importantly the data? Has this knowledge been verified by reference to the auditee’s documentation or discussions with auditee personnel?

· How well does the auditor know the CAAT tool? What is the extent of training received by the auditor and the extent of his experience in using the tool?

· Is there a formal quality assurance methodology for data analysis ? The typical components of such a methodology should cover (a) supervision and review; and (b) peer review.

3. Considerations for use of CAATs for Data Analysis

3.1 When to use CAATs for Data Analysis

While the use of CAATs for data analysis can bring several benefits to the SAI, it is recommended that a formal cost-benefit analysis be conducted for the use of CAATs in a specific audit environment. This analysis may often only be a qualitative assessment; nevertheless, it helps to set the tone for more realistic expectations of the benefits and costs involved. 

The main cost is the cost of resources involved in setting up the CAAT; this covers the resources involved in 

· gaining an understanding of the IT system;

· deciding the CAAT tool to be used and the mode of data access/transfer; and

· downloading the data, and conducting a download verification/reconciliation.

This cost is in the nature of a fixed cost, which is broadly independent of the volume and extent of data interrogation. 

Some of the important factors, which weigh in favour of use of CAATs, are as follows:

· Repetitive use of CAATs for future audits, which is an important consideration for SAIs which generally have long-term audit relationships with their clients (unlike private auditing firms);

· High-priority nature of the audit, or audit areas identified as high risk;

· Computerisation of core business operations of the auditee organisation (as opposed to merely administrative areas like finance, personnel, inventory etc.), possibly with real-time or online transaction processing;

· The corresponding non-computer based audit techniques are impractical or involve high costs.

3.2 When to use CAATs for Program Analysis

Important factors influencing the use of CAATs for program analysis include the following:

· The application is mission-critical; and

· Data analysis cannot be relied upon to provide assurance as to the adequacy and effectiveness of controls.

4. Introducing CAATs in an SAI
Many, especially smaller SAIs and those with limited financial and/or human resources, continue to rely on manual auditing techniques for most or all of their work. Where CAATs are to be adopted, a planned, systematic and phased approach to their introduction is required:

· starting with use of computer-based tools for ancillary activities, such as audit planning, management and reporting, as well as office automation;

· through a pilot project using CAATs for data extraction and analysis;

· followed by use in selected audits; and………
· culminating in use of CAATs in all audits and their integration into the regular audit methodology.

The major factors to be considered include the following:

· obtaining top management commitment and support;

· user training;

· a quality assurance methodology; and…..
· funding, covering both direct and indirect costs.

5. Organising the CAATs Function

An SAI might organise their CAATs function in several ways; this is important, as CAATs have multiple functional capabilities as described in Section 3:

· setting up a specialist CAATs group to download client data, develop and run the CAATs on the auditor’s behalf;

· train the line auditors to perform the above tasks independently;

· combine the above approaches but impose a division of responsibilities - a specialist CAATs support group to download client data, with the auditor being responsible for running the CAATs. Responsibility for CAATs development could rest with either the CAATs specialist group, the auditor, or both;

· line auditors handle simple CAAT-based audits, with specialists handling or supporting audits requiring the use of more complex CAATs.

Some of the important factors to be considered by the SAI in this regard are:

· which is the critical constraint, domain knowledge of data or technical knowledge of the IT system and the CAATs tool?

· present and future volume and extent of CAATs usage;
· is the task one-off? If it is likely to be used repetitively, it might be cost effective for line audit staff to run the CAATs;
· the complexity of the CAAT tool e.g. the extent to which programming / coding is required;

· the availability of CAAT skills within the SAI and the scope for outsourcing the CAATs specialist support function, either fully or in part.
When responsibilities are divided between the CAATs group and the line auditor, the following issues should be considered:

· liaison with the auditee, especially its IT Department with particular focus on data downloading and manipulation and obtaining the necessary data documentation;

· co-ordination between the CAATs group and the line auditor to ensure the CAAT meets the line auditor’s requirements;

· management and archiving of the downloaded data, and co-ordinated documentation of the CAAT implementation.

6.
Data Access

Broadly, there are two ways in which the auditor can use CAATs to analyse client data:
· run the CAAT on the auditee’s IT system, either directly from an auditee PC/terminal or by connecting the auditor’s computer to the auditee’s network;

· download the data onto the auditor’s IT system and run the CAAT from the auditor’s computer. 

Each of the above approaches has its pros and cons.

Installing the CAAT software on the auditee’s IT system may be impractical due to differences in technical platforms etc. Often, instead of installing the SAI’s CAAT software, the auditor may use the existing tools on the auditee system.

The auditor would need to be familiar with the tools available on a wide variety of client IT environments. Furthermore, running CAATs on an auditee’s system carries the potential risks of disruption of the auditee’s systems, with potential implications for both performance and data integrity (there is a possibility that auditee data may inadvertently be modified or deleted). This problem is also present in the approach involving data connectivity between the auditor’s computer and the auditee’s IT system. However, from another perspective, data integrity as far as running the CAAT is assured, as the CAAT is being run directly on the auditee’s live data.

The most commonly adopted approach is to downloading data onto the auditor’s IT system, which is generally PC-based. The auditor only needs to be familiar with the audit software running on a PC, which is generally user-friendly; also, there is no possibility of negative impact on the auditee’s processing facilities. However, the process for transfer of data in a format suitable for interrogation by the auditor is often complex and tedious. Occasionally, it is possible that the audit interrogations cannot be performed efficiently using downloaded data, due to the auditor’s limited processing facilities. Also, a Quality Assurance check on the download process is needed to ensure that data integrity has been preserved. In scenarios, where data download is not feasible or practical, despite their limitations the other approaches may have to be resorted to.
7.
Use of CAATs – A Phased Approach

The systematic planning and management of CAATs for an audit generally involves a phased approach:

	Planning Phase (often takes longer than implementation)
	· Decision on use of CAATs

· Scope the CAAT; estimate resources / time

· Data Selection

· Choice of tool

	
	(

	Implementation Phase
	· Data Downloading

· Design, test and run CAATs

· CAAT Documentation

· Post Review


8. Data Selection

The CAAT must be clearly related to the audit objective(s) and the temptation to capture excessive or irrelevant data avoided. However, it might sometimes be easier to download all auditee tables or fields in tables where a more selective approach would require more time and resources.

In general, a more selective approach to data selection is required for financial and compliance audit, whereas the auditor tends to “mine” the data for trends during a performance or investigative audit.

As far as possible, the auditor should choose data in the form closest to the original transactions (transaction or primary files / tables rather than summaries or secondary files / tables) in order to keep data processing to a minimum.

While “legacy” systems generally store data in a “flat-file” format, modern systems generally store data in the form of a Relational Data Base Management System (RDBMS). Unlike a flat-file system, where the individual files are “free-standing” and can be downloaded independently for analysis, an RDBMS stores data in the form of inter-related tables. In order to conduct a proper analysis, the auditor often needs to select several data tables that together meet his overall requirements.

In order to select the required data, the auditor needs to gain a thorough understanding of the data available in the auditee’s IT system from a business rather than a technical perspective. This understanding can be achieved from two sources; the system documentation relevant to the data structure and discussions with auditee staff (in particular the IT Department and the ‘System Owner’). Another source is earlier system reviews by auditors.

9.
Data Analysis Tools

These can be categorised as follows:

· general-purpose audit software;
· SQL and SQL-based tools;
· Microsoft Access; and……
· other tools, such as spreadsheets.
9.1 General-Purpose Audit Software
These are ready-made software packages developed specifically for auditors to use in a wide variety of technical environments. The two leading general-purpose audit packages are IDEA (Interactive Data Extraction and Analysis) and ACL (Audit Command Language), both of which are available as Windows-based packages. These packages include the following functionality:

· sampling: covering planning, sample selection and analysis; several sampling schemes (attribute / variable / Monetary Unit Sampling), sample stratification and sample selection schemes (Random, Systematic) are supported;

· sequence checking, gap detection and duplicate transactions;
· totalling;

· file comparison;

· exception reporting;
· recalculation and computations.
Both packages are capable of importing data from and exporting data into a wide variety of formats.

Other general-purpose audit software tools include:

· Prospector: falls between file downloading and file interrogation tools;

· CA- Panaudit Plus: operates on either PC or mainframe based systems.

9.2 SQL and SQL- based tools
SQL (Structured Query Language – pronounced “sequel”) is a widely used language for defining and manipulating data stored in Relational Data Base Management Systems (RDBMS). Several national and international organisations, notably the American National Standards Institute (ANSI) and the International Standards Organisation (ISO) have defined and published SQL standards, which are followed by RDBMS products and even desktop database products like Microsoft Access.

From an auditor’s point of view, SQL is a relatively easy tool to interrogate RDMBS based applications with the following main benefits:

· unlike conventional programming languages, where the procedure by which data has to be specified, SQL is a “non-procedure oriented” language. The auditor can issue a simple SELECT statement specifying the data required as well as the conditions to be met, without setting up complex programming loops to retrieve individual records from different data tables;
· the SQL standard is adhered to almost fully by all RDBMS product vendors (who include additional, proprietary enhancements to the SQL standards in their products), including desktop products such as Microsoft Access. Therefore,  by using standard SQL the auditor does not need to know the intricacies of different RDBMS products and can run the same SQL-based queries on all platforms;
· furthermore, popular RDBMS products like Oracle or Microsoft SQL Server offer sophisticated but user-friendly SQL-based tools. These provide easy to use graphical interfaces for creating and running queries and “drag-and-drop” facilities for adding tables, creating relationships, selecting the required columns and specifying conditions. These features broadly correspond to the query designer features in popular desktop databases, such as Microsoft Access;
· the auditor has the option to create and run SQL queries directly on the auditee’s relational databases where difficulty is encountered downloading data. Alternatively, the auditor can run queries on a front-end tool, such as Microsoft Access, loaded on the PC after connecting it to the auditee’s RDBMS.

Use of SQL tools provides auditors greater flexibility than existing audit/querying modules or generalised audit software. Auditors often don’t know specifically what data they are looking for when they begin an audit. SQL tools enable them to obtain the “lie of the land” by analysing the data in a variety of ways. In addition, the tools do not confine the auditor to a particular data set. In the past, since the download process was so cumbersome, auditors were confined to analysing data that was extracted for them to use with traditional audit software. SQL gives auditors the freedom to return to a database as often as they want. With an SQL-based query tool, the auditor has access to the whole system. If he finds that the original query doesn’t provide what he needs, he simply writes a new one.

However, the use of SQL queries on the auditee’s IT system, either directly or indirectly using network connectivity, must be handled with extreme caution. SQL is an extremely powerful language, and a single line of code can be used to process millions of records together. There is thus a potential for incorrect or badly designed queries to put enormous performance workload on the auditee’s IT system, even to the point of completely disrupting the normal IT operations of the auditee. Furthermore, there is also scope for inadvertent alteration or deletion of auditee data through wrongly written auditee queries; this could still happen despite the auditee’s efforts to grant only read access to the auditor. Therefore, the preferred option is to run SQL queries against data downloaded onto the auditor’s IT system. Another option is to run these queries against a backup/standby or development facility of the auditee, containing a copy of the data that may be a few hours or days old.

SQL is not always the best choice in all situations. Many public agencies have data stored in legacy systems, where the auditor needs to extract and download data using general-purpose audit software. Moreover, SQL tools lack certain audit and financial routines that are built into general-purpose audit software, such as gap detection, statistical sampling, etc. Thus, the auditor often needs to use a combination of SQL and general-purpose software tools.

9.3 The SQL ‘SELECT’ Statement

The main SQL statement - and often the only one! - is SELECT. The following is an example of a simple SQL SELECT statement:

SELECT Product_Code, Product_Description, Product_Rate, Product_Quantity FROM Products WHERE Product_Rate > 10

This can be broken down into the following:

· The Products table: from which the data is being ‘selected’, which is specified using the ‘FROM’ clause;

· The fields: Product_Code, Product_Description, Product_Rate and Product_Quantity in the Products table, which are of interest to the auditor; and….
· The condition that selects only data records where the Product_Rate is greater than 10. This is specified using the ‘WHERE’ clause.

Every SQL query of interest to the auditor will be modelled on the same pattern. There are a number of options and clauses that can be used to create complex queries. These offer the auditor the option to create, run and fine-tune SQL queries to meet audit requirements directly on the auditee’s relational databases:
· instead of selecting data from a single table, as in the above example, data can be selected from a number of tables. In such a situation, the relationship between the different tables has to be indicated in the form of ‘JOINS’ that specify the related fields and the form of relationship;
· the auditor can perform calculations by specifying ‘calculated fields’ (e.g. Product Value, the product of Product_Rate and Product_Quantity) in the SELECT Statement. There is also the option to select summarised values such as totals, averages, count of records, maximum and minimum values, etc.

· the ‘ORDER BY’ clause permits the results of the SQL SELECT statement to be sorted or ordered according to the value of one or more fields (e.g. Product_Quantity or Product_Rate).

· the ‘WHERE’ clause in the SELECT Statement is not limited to a single condition. It is possible to specify a multiplicity of conditions and the interrelationships between them (e.g. all conditions might need to be satisfied or only one) and this could cover different data fields in different tables.

· summary values for different groups of data can be calculated using the ‘GROUP BY’ and ‘HAVING’ clauses;
· the results of different SQL statements can be combined either by using the ‘UNION’ clause or by ‘nesting’ one SQL statement within another;
· there are a large number of built-in functions for mathematical and logical manipulation. In addition, auditors with some programming knowledge can generally write their own user-defined functions and procedures in common programming languages (such as Visual Basic or C) and use them to further refine SELECT queries.

The combinations of different clauses and options listed above can be used to create innumerable variations of the SELECT statement that can be used to satisfy almost all the auditor’s data analysis requirements.

A beginner can commence their forays into SQL using the graphical interfaces and ‘wizards’ available with many RDBMS products and databases that automate the generation of the SQL statements. As the auditor grows more familiar with SQL syntax, the next step is to modify the statements generated by the interface / wizard or write SQL statements from scratch. Expertise comes with experience.

9.4
Microsoft Access
Microsoft Access is a desktop relational database application that forms part of Microsoft’s Office Professional suite of office automation applications. In addition to its normal use for small database applications, Microsoft Access can provide the auditor with a handy query tool.

For smaller relational databases (with sizes of the order of hundreds of Megabytes), it is quite easy to export data from the client’s RDBMS and import it into an Access database. The auditor can then query the database either using Microsoft’s Query Designer / wizards or using raw SQL statements. The sophisticated features of RDBMS products intended for transaction processing (such as transaction logging/rollback, multi-user functionality, online backup and security architecture) are not of material importance to the auditor so long as query performance is not an issue.

Theoretically, Access databases of the MS Office 2000 version can grow to 2 Gigabytes, with the Access XP version permitting even larger database sizes. However, as the database grows larger (approaching the Gigabyte range), the performance of Microsoft Access begins to suffer - after all, it’s a desktop rather than an industrial strength client server RDBMS. Here there are two options available to the auditor. The preferred option is to migrate these large databases into an RDBMS product on the auditor’s IT system (if they have one) using Microsoft Access as a front-end tool to this database. The alternative is to break up the database into smaller Access databases and use links to create and run queries.

9.5
Other Tools

Spreadsheets, such as Microsoft Excel or Lotus 123, can be surprisingly useful for small databases. MS Excel 2000 supports up to 65,000 records / rows and Excel XP can accommodate many more. Although query is relatively basic, Excel offers excellent features for graphics and charting. It is often possible to summarise data extracted using Access and export it as a spreadsheet for displaying as graphs and charts.

10. Data Downloading
The details of data downloading are beyond the scope of this module but are the subject of a companion training module. However, it is worth mentioning that the critical factor for successful data download is to verify the integrity of the downloaded data, the absence of which renders the entire CAATs process unreliable. 
Some of the issues relevant to data integrity are as follows:

· when data is supplied in the form of separate files in magnetic format, the number of data records in each file must invariably be obtained from the auditee. It is also advisable to either collect control totals for each file from the auditee and/or obtain printed documents which represent total figures for data contained these files (e.g. summarised financial statements);
· the verification of data integrity for downloaded data is then conducted by using the CAAT tool to recalculate the number of records and totals for data imported into the CAAT software, and compare them with the figures provided by the auditee;
· if data conversion routines are adopted, the number of records and control totals before and after conversion should be reconciled;
· the data received in original format from the auditee must be preserved intact. In case the auditor is required to return the original data back to the auditee, the data should preferably be backed up intact onto the auditor’s IT system.

Data downloading can be viewed in two broad contexts, downloading flat files and downloading relational databases. Flat files can be downloaded on a selectively as they work on a standalone basis. With regard to RDBMS, using “Open Data Base Connectivity” (ODBC) may be the most viable option for downloading the data. The other major issues to be considered are a) data transport and b) data integrity during the download process.

11.
CAATs Design, Implementation and Documentation

11.1
Designing CAATs

At the planning stage, a business case for using CAATs would have been prepared and approved. At the implementation stage, it is time to formulate the detailed audit requirements with a view to designing and developing the CAAT. The division of responsibilities between the line auditor and the CAATs specialist will obviously be guided by organisational policy. In general, however, a systematic, structured approach to writing CAATs is usually desirable:

· the Audit Plan should be translated into a comprehensive list of specific queries;
· after obtaining a thorough understanding of the data, these queries should ideally be formulated into queries in ‘pseudocode’ (English-like statements rather than statements in a computer syntax) that specify the data elements from different tables, the logic to be used for exceptions and/or the type of sampling to be performed;

· queries in ‘pseudocode’ are then translated into computer syntax and then run on the computer system.

11.2
Documentation Requirements – A Checklist

	Planning Stage
	· Business Case for CAATs

· Audit Plan

· System / Data Documentation

· CAATs & Data Downloading Plans

	Implementation Stage
	· Audit Trail of Data Downloading and Data Integrity Verification

· Trail / History of Audit Queries and Results

· Analysis of results, including supplementary non-CAAT testing for corroboration of results

· Management Comments / Responses

· Electronic archiving of data, queries and results
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