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Session 1 : Introduction

Slide S1/1 :  Module title

This introductory session should be used to describe the course administration arrangements if this is necessary.

This first session provides an introduction to the business continuity planning module. It provides the course lecturer and delegates with the opportunity to introduce themselves and discuss what their interests are in business continuity planning.

Method

Slideshow and discussion

Timing

30 minutes

Equipment required

Whiteboard

Flipchart

OHP/ or Audio Visual Unit

Handouts

Printed copies of the slides for the module. 

Session objectives

The objectives of this introductory session are to:

· describes the objectives of the business continuity planning module.

· outline the sessions that comprise the module;

· describe the administrative arrangements, and introduce the lecturers and delegates if not already covered or introduced on previous IT audit training modules.

Leader Guidance

The IT audit training needs of each SAI’s will be depend on their particular objectives and on the type of work they need to undertake in order to meet them. For example some SAI’s may focus on performance audit, others on auditing their clients’  financial statements.. The INTOSAI training material has been designed to be modular or “free-standing”, and SAIs should carry out a training needs assessment to identify the training modules that suit their particular needs.

The lecturer should be aware that SAIs’ auditing standards and working practices differ and this may require the training materials to be amended as necessary. Where the course is being delivered by a lecturer who is unfamiliar with the working practices or auditing standards applied in the trainees’ home countries, the trainees should be encouraged to ask questions or put forward suggestions of how their own practices differ. This should provide the lecturer with the opportunity to mould the course as it is delivered to make it as relevant as possible.

This module is in the form of lectures and discussions, and there is a short syndicate exercise at the end. The lecturer should consider supplementing the sessions with video teaching aides on business continuity planning and disaster recovery etc if these are available. Videos lend an external perspective to the subject, which are often provided by acknowledged experts in the field.

The lecturer should stress that to get maximum benefit from the module, delegates should ask questions whenever a point requires clarification or expansion. The more interactive the sessions the better.

If the lecturer has not previously met the delegates he/she should start by providing details of their professional qualifications and practical experiences of :

· financial audit;

· IT, IT security; and

· IT audit. (both carrying out controls reviews and teaching).

Business continuity planning is about developing a capacity to recover key business processes in a controlled and timely manner following a major system breakdown or a more general disaster, such as a fire or flood. For the purposes of this module the more traditional term of  “contingency planning” is taken to refer to the process of restoring an IT service in isolation of other business needs, a task that generally fell to the IT department. This approach to the problem of managing disaster grew up when computing was provided by batch processes which ran on a mainframe computer. This was generally housed in a computer hall that was located apart from the rest of the business. Today, computing power lies increasingly on the end user’s desk. When disaster strikes, the recovery needs of both users and their IT are inseparable and must be planned for together. Hence “business continuity planning” is a holistic approach which aims to keeping the business, or at least its essential parts, in operation; not just the IT.

The types of risk that a disaster recovery plan should protect against may range from equipment failures, which if unmanaged can result in disaster, to major natural disasters such as floods and earthquakes. Although some categories of risk (e.g. hurricanes, bomb blasts, civil unrest) that might result in the plan being activated may seem highly unlikely to some delegates, this is really a matter of geography. Such disasters may be very real risks in other parts of the World where their existence must be recognised when considering the problem of maintaining business continuity. 

It is generally both uneconomic and unnecessary to include all of an organisation’s systems in a disaster recovery plan. A major part of the planner’s task is, therefore, to identify :-

· which systems are essential to the business, and must be recovered;

· within what deadline; and...

· what represents the most cost-effective risk reduction and recovery strategy. 

This module aims to provide the delegates with sufficient insight into the justification for, and the construction of, both a business continuity strategy and a disaster recovery plan. At the end of the module delegates should be able to review the adequacy of a client’s arrangements for managing business continuity, using the Student Notes for guidance if more authoritative criteria are unavailable.

Slide S1/2 : Course administration

This session begins by providing the trainees with details of relevant administrative details if this is necessary.

Course administrator : Who the administrator is, what they do and how can they be contacted.

Messages : Contact telephone numbers where messages can be left for trainees. Notice boards.

Ladies/Gents washrooms : Where ? Determine in advance and relate to trainees

Lunch and refreshments : Where, when, cost and what is supplied or available

Smoking : Relate office/local policy on smoking

Delegate/trainee introductions : The students should then be given the opportunity to introduce themselves to each other and the lecturers.

Course evaluation forms : When handed out and when required back. These forms should be used to gather feedback on the course presentation, contents and course materials to allow improvements to be made.

Groups : What method of  group selection will be used / who will be in each group.

Slides S1/3 - Topics covered

This slide summarises the topics that will be covered during the course.

The lecturer should determine the trainees’ aims and objectives, and reconcile them to the pre-determined aims of this IT security module. This should ensure that both leader and trainees have the same objectives and are moving towards a common goal;

Introduction to the module (this session)
· module aims to provide delegates with sufficient knowledge to review a continuity plan;

· Student Notes provide audit criteria if no more authoritative source is available.

Business Continuity Planning : background and lifecycle
· the justification for a business continuity plan;

· the difference between contingency and business continuity planning;

· the continuity planning lifecycle.

The Business Impact Review

· scope the problem;

· identifying:

· key business processes;

· the business consequences of their prolonged failure;

· maximum downtime time before a disaster;

· provide top management with the justification for a continuity plan.

Defining a recovery strategy 

· reviewing the adequacy of existing prevention and recovery arrangements;

· identifying additional requirements.

Develop, test and maintain the Plan 

· developing a business continuity plan;

· testing the Plan;

· maintaining the Plan.

Session 2 : Background and Life-Cycle

Slide S2/1 : Session title  

The aim of this session is to describe the problems that business continuity planning seeks to address, and the resources that are required to develop a plan.

Method
Slideshow and discussion

Timing
45 minutes

Equipment required

OHP for acetates or audio visual unit for slideshow 

Whiteboard

Flipchart

Slide 2/2 - Why important?

This purpose of this slide is to highlight the main reasons why it is becoming increasingly important for organisations to have an effective business continuity plan in place.

It is essential that all corporate data and bespoke software is adequately backed up, and that at least two copies (to guard against one copy being unreadable) are securely stored at a remote location. Without a usable set of backups no continuity plan will succeed. However the type of plan that is appropriate to an organisation’s business needs varies considerably, and auditors will need to exercise their judgement in this respect.     

Heavy reliance on IT
· over the last 20 years there has been a vast increase in dependence on IT;

· computerisation has enabled organisations to reduce their manual work-force;

· as a result there is no longer:

· sufficient staff to process business transactions manually to an acceptable level;

· forms, ledgers, procedures, etc. (i.e. a system) to support manual working.

· sufficient skills to perform many computerised tasks manually;

· the use of electronic data interchange (EDI) is increasing in the government sector;

· EDI can bring significant business advantages (speed, lower error rate, lower cost per transaction, etc) but relies on the availability of computer and communication systems.

Pressure to deliver services
· government organisations are under increasing political pressure to deliver cost effective services to the public;

· there may be legal reasons which require an organisation to have systems available on demand. There may be legal or judicial pressures which require a service to be available. Failure to deliver services when required under statute or contract could result in legal action being taken, i.e. being sued;

· some governments require departments to publish business plans which include service delivery targets. Some IT service suppliers may have contracts which extend across international boundaries;

· the achievement of both financial and service delivery targets increasingly relies on the existence and availability of computer systems.

Increasing range of threats 

· systems were batch driven and run on mainframes;

· housed in well protected computer rooms; main threats were fire and water damage;

· systems now increasingly networked client/server and are located with the work-force;

· office accommodation less well controlled than traditional computer rooms;   

· more vulnerable to fire and water damage;

· London incidents show that office accommodation is highly vulnerable to bomb blasts;

· PCs are highly vulnerable to large scale theft (many recorded instances in the UK);

· sabotage. e.g. by dissatisfied staff or hackers.

Slide 2/3 - Continuity planning : objective

This slide provides a definition of what business continuity planning should seek to achieve.

 “The objective of business continuity planning is to ensure that key business activities are restored and maintained as quickly as possible following any major disaster or failure that affects essential services or facilities”.
A code of practice for Information Security Management, British Standards Institution

The points to note from this definition are that:

· the emphasis is on restoring business activities, not IT services;
· this illustrates the difference in philosophy between continuity, and the more traditional contingency, planning;

· also, use of the term key business services emphasises the point that it is neither economic nor generally necessary to attempt to restore everything.

Slide 2/4 - What can go wrong?

This slide discusses some of the reasons why a business continuity plan may need to be brought into use.

The following figures relate to the experience of the international disaster recovery firm, COMDISCO. They relate to an analysis of 228 events for which they provided disaster recovery services (correct to 23.04.96).

Causes of business continuity failures include 

· hardware problems (22%);

· flood (19%);

· power outage (15%);

· hurricane (11%);

· fire/explosion (8%);

· earthquake (6%);

· bomb blasts (5%).

Other types of disasters that COMDISCO clients have experienced, and which one might have expected to be higher on the list of threats, were:

· environmental failures (3%)

· data centre move (2%)

· software failures (2%)

· telecommunications (1%)

There were single incidents involving lightening strike and civil unrest.

Slide 2/5 - Who might be affected?

This slide considers the types of services that might be affected should a serious failure or disaster affect a government sector computer system, or that of an external service provider who is undertaking government work.

For government sector computer systems 

· the general public : can be affected in many different ways. For example computer systems are often used to:

· assess state pension entitlements and pay pensions;

· ditto for social security and unemployment benefits;

· the government : can be affected;

· their ability to raise revenue:

· assess and collect taxes and customs duties;

· issue of state licenses (e.g. for motor vehicles, radio/TV broadcasting);

· provision of statistical information for programme planning and  budgeting;

· businesses:

· customs clearance on goods imported and payment of import duties;

· issue of export licenses;

· payment of bills on government contracts;

· law and order, etc:

· criminal records, vehicle records, court management systems;

· air traffic control : system failures can bring air traffic to a standstill;

· many hospitals now rely heavily on IT for both financial and patient management.

The above are only a few examples of how prolonged IT failures in the government sector may make themselves felt. The lecturer might invite the delegates to suggest other examples based on their knowledge of government computer systems.

Slide 2/6 - Top management’s’ reaction?

Many government organisations do not have effective business continuity plans. This slide discusses why top management often show little interest in the subject.

Too expensive 

· one cannot argue that continuity planning is expensive to carry out and that there is an on-going cost attached to it;

· but expense must be balanced against the business impact of failure;

· although the initial development of a continuity plan can be costly, the expense does not recur if the plan is kept up to date; 

· expense is also contained by protecting only those systems that are critical to the business.

Disaster unlikely to happen 

· there may be some credibility in this argument if the organisation have been in business for many years, and have not experienced any of the problems that can result in disasters;

· but a record of past events is no guarantee of what the future holds;

· and even a small probability of disaster must be balanced against the business impact that could result.

More important things to do 

· a variation on the ‘too expensive’ argument;

· insufficient resources to divert from what are perceived to be more important tasks.

We will ‘muddle through’ 

· not a credible argument for a private sector organisation, who run the risk of losing customers and/or going out of business;

· but a fairly common reason put forward by government organisations for not having a continuity plan;

· it relies on the size and economic might of the government machine to come to the rescue in an emergency;

· experience in the UK suggests that there may be some credibility in this argument, although recovery would have been quicker had there been a continuity plan.

Unaware of business risks 

· top management are simply unaware of the possible causes of prolonged failure or disaster, and the business impacts that might result.

Slide 2/7 - The ingredients of a continuity plan

This slide describes the components that are necessary to develop and maintain a business continuity plan.

Resources 

· time : the amount of time taken to develop, test and maintain a continuity plan will depend on the number and character of the business systems in use;

· establishing system criticality and deciding on the most appropriate recovery strategy is often a time-consuming task;

· money : is required to fund the initial continuity planning project, to buy or rent whatever facilities are required to support the plan, to test the plan, and to maintain it;

· people : a mix of technical and business skills will be necessary to develop, test and maintain the plan;

· business systems : information will be required on what business systems exist, where they are, what they are used for, what technology they employ;

· corporate information : lies at the heart of continuity planning;

· continuity planning aims to recover key information in a timely manner;

· the plan must identify which are the key information processes that must be protected from the effects of a disaster;

· the environment : involves planning to provide a suitable information processing environment; this must recognise the environmental needs of the:

· IT equipment, although the move away from mainframes to client/server technology has made this less important;

· people, who will need suitable office accommodation and support services (heating, lighting, post, telephones, fax, cleaning services, etc), and may require hotel accommodation or transport.

Slide 2/8 - The economics

This slide describes the various types of expense that are involved in developing and maintaining a continuity plan.

Continuity planning expenses 

· expenses arise from the following activities:

· risk assessment : identifying the high risk businesses processes;

· developing the plan : defining the various recovery strategies to be followed; letting support contracts where appropriate; drawing up detailed roles and activities for the recovery teams to follow;

· additional countermeasures : reducing the risk of disaster by strengthening existing controls;

· recovery support contracts : costs of employing commercial firms to provide standby computing facilities;

· training and publicity : publicising the continuity plan and training staff in the roles that they are to play should the plan be activated;

· maintaining the plan : a plan that has not been updated for a number of years may be of negligible value. The plan must be keep pace with changes in business needs, particularly the:

· type/versions of hardware and system software currently in use;

· growth in processor and storage requirements;

· growth in telecommunications requirements.

The Plan must relate to business needs 

· developing and maintaining an effective continuity plan can be an expensive process;

· in order to justify its expense, the plan must:

· concentrate on essentials (i.e. the recovery of key business processes);

· avoid over-elaborate, and hence expensive, recovery strategies;

· it must be workable and dependable, and not provide a false sense of security - otherwise it is a waste of money;

· in essence, the Plan must meet the needs of the business.

Slide 2/9 - Continuity planning lifecycle

This slide describes the discrete stages of activity that, in common with other aspects of strategic planning for IT, are involved in the development and management of  a business continuity plan.

Broadly speaking, the continuity planning lifecycle involves two groups of activities; the first concern development, the second on-going maintenance. 

A significant investment in time and resources is required to develop a continuity plan. To help establish management control, project management principles should be applied and a staged approach taken. At the end of each stage a report should be submitted to the Project Board to enable them to review and approve progress against the project plan.

All the following points are covered in more detail in later sessions.

Preliminary work 

· there is frequently a need to raise top management awareness of the problem;

· gain approval and funding for a scoping study (identify systems, locations, Owners, etc);

· based on the scoping study, estimate the cost of carrying out a detailed risk analysis.

Business Impact Review 

· is a detailed risk analysis that builds on the scoping study;

· rank systems in order of their importance to the business;

· estimate the maximum time in which each must be recovered;

· identify areas where controls might be improved to reduce risk of disaster;

· estimates the cost of the next stage, which is to identify cost-effective recovery options.

Recovery options review 

· used to identify and cost feasible recovery options;

· provide costed recommendations for improving controls (i.e. reducing risk of disaster);

· develop a corporate policy on continuity planning (e.g. defining system recovery objectives, how planning is to be paid for, defining roles & responsibilities, policy on equipment leasing and contract conditions for outsourced services);

· submit recovery options and recommendations for management approval.

· continuity plans for anticipated disaster scenarios (fire, flood, etc).

Slide 2/9 (continued from previous page)

This slide concludes the description of the continuity planning process.

Develop the plan 

· procure facilities/equipment to provide standby and to strengthen resilience (e.g. standby generator, uninterrupted power supply, alternative communications links, standby processor);

· contract for recovery services to be provided by external suppliers;

· procure, install and commission additional controls to reduce risks (intruder alarms, etc);

· negotiate insurance cover where this is identified as a suitable strategy;

· allocate roles and responsibilities for maintaining and actioning the plan;

· draw up detailed procedures to be followed for different levels of disaster.

Awareness and testing 

· for the plan to be effective, people must know about it e.g.;

· why it the plan important; what their roles are to be should it be activated;

· the awareness message must be repeated periodically because of staff changes;

· the plan must also be tested to prove it works;

· an unworkable plan will be of little, if any, value; indeed, a waste of money;

· testing must be carried out periodically to prove the plan has not been upset by change.
Analyse test result 

· there is little point in testing if the result are not analysed.

Update the plan 
· and there is little point in analysing test results if the weaknesses that are revealed are not corrected.

Slide 2/10 - Summary

This slide summarises the main topics covered during the session.

Importance - reliance on IT; pressures; threats 

· business continuity planning is increasingly important because:

· organisations are becoming increasingly reliant on IT;

· increasing pressures on government organisations to meet defined service targets;

· unable to go back to manual processing in an emergency (skills, manpower).

Objective - restore key business systems within an acceptable time-frame 

· restore key systems;

· restore within an acceptable time-frame.

Contingency versus Continuity 

· contingency planning focuses on restoring the IT service;

· OK in days of batch, mainframe processing;

· no longer realistic with on-line processing and client/server technology; 

· users and equipment live together; planning must address both people and IT needs.

Ingredients 

· resources - time, money, people (mix of skills);

· systems - where? what purpose? what technology? 

· information - key information requirements? maximum time to recover?

· environmental requirements.

Economics 

· uneconomic and unnecessary to restore all business systems;

· the quicker the time to recover, the more expensive the required support service;

· costs involved in:

· developing the plan (one-off  if the plan is properly maintained);

· maintaining the plan (on-going lifetime costs).

Development and maintenance lifecycle
· much resources tied up in the development phase;

· establish management control using project management techniques:

· divide development up into clearly defined stages

· set objectives and deliverables for each stage

· review progress at end of each stage.

· ongoing need to test, analyse results, and update;

· importance of linking plan to organisation’s change management system.

Session 3 : Business Impact Review

Slide S3/1 : Session title  

The aim of this session is to describe the initial preparation for a Business Impact Review, the Review objectives, and the sorts of questions that need to be answered. The session concludes by suggesting the main topics that ought to be included in the Management Report from this stage of the project.

Method
Slideshow and discussion

Timing
60 minutes

Equipment required

OHP for acetates or audio visual unit for slideshow 

Whiteboard

Flipchart

Slide 3/2 - Stage 1 : Business Impact Review

In order to ensure that the continuity plan is directed towards the greatest areas of need, an essential step in the development process will be to identify those systems that are critical to the organisation’s business goals, and also the time-frame in which they would need to be recovered to avoid severe business consequences. This is the aim of the Business Impact Review.

This session assumes a scenario that is often encountered in the government sector, that continuity plan is to be carried out in a large department, with many business systems located at a number of dispersed locations. In the case of  small, self contained departments it might be feasible to merge some of the steps described in this and the following sessions.

This session describes the Business Impact Review.

Preliminary work 

· this aims to:

· gain top management commitment to the project;

· provide a scoping review on which to base project planning and initial cost estimates;

· agree a corporate policy on business continuity planning.

Business Impact Review 

· a risk analysis review which aims to identify:

· key business systems which must be protected;

· the time-scales for their recovery in the event of a disaster or major breakdown.

Report to management 

· is the deliverable from the first stage of the project;

· enables the Project Board to:

· review progress;

· endorse (or modify) the conclusions reached;

· commit further resources to the project. 

Slide 3/3 - Phase 1 : preliminary work

This slide takes a detailed look at the preliminary work on which to base planning for the following stages of the project.

Management awareness may already have been raised by disasters that have affected other organisations, or indeed the client organisation.

Gain top management support 
· it is unlikely that a large project will succeed without top management commitment to:

· commit adequate resources for both development and lifetime costs;

· endorse a corporate policy to provide the necessary direction and authority;

· it may first be necessary to raise top management awareness to the:

· consequences that various threats could have on business continuity;

· current state of preparedness;

· negotiating a budget to commence the project will probably involve a survey on which to estimate the cost of the Business Impact Review (BIR);

· gain top management endorsement of a corporate business continuity policy to provide direction and authority for subsequent development and lifetime activities.

Undertake survey - identify 
· what will be necessary to undertake a BIR;

· the information necessary to support an estimate of its cost:

· the number and character of systems in operation;

· their location;

· the locations of the users and technical support staff to be interviewed;

· the numbers, skills and costs of staff needed to undertake the BIR.

Write survey report 

· the sections in the survey report will include:

· proposed objectives for the BIR;

· the review boundary - what is to be included and what is to be excluded;

· approach/methodology for conducting the review;

· information on costs, time-scale and deliverable(s);

· recommended corporate business continuity policy:

· on-going management of business continuity planning;

· development of continuity plans;

· testing;

· maintenance;

· education and training of staff.

Slide 3/4 - Business Impact Review

This slide describes the objectives of a BIR.

Objectives are to identify 

· key business processes : these must be recovered if the organisation is to continue to discharge its essential functions at an acceptable level;

· an acceptable level is not necessarily the same standard that applies to normal service;

· nature of threats : each of the threats that are likely to result in disaster, and for which the plan will require to provide a recovery path (hardware breakdown, fire, viruses, etc);

· impact of service failure : the business consequences of a prolonged failure or disaster;

· these could be one or more of financial, legal, political, or involve personal danger;

· growth of impact with time : how quickly the business consequences are likely to arise;

· the severity of some impacts will occur:

· almost instantaneously (e.g. point of sales systems; an air traffic control; telephone sales; ATM; treasury management systems);

· gradually with the passage of time (financial accounting, purchasing, stock control, fixed assets control);

· either quickly or slowly depending on when a disaster occurs (e.g. payroll, supplier payments, end of year accounts); 

· maximum tolerable time to resume : for each system, the maximum period of time that the business could survive without incurring unacceptable business consequences;

· recovery service requirements :  builds on maximum tolerable time;

· what would be necessary to recover an acceptable level of emergency service:

· computer systems, data and networks;

· staff and accommodation;

· voice, fax, and other forms of communication;

· paper records;

· other assets and support services (e.g. heating, lighting, post, stationery, transport).

Slide 3/5 - Hard and soft impacts

This slide shows the difference between hard and soft impacts. Although soft impacts cannot be readily expressed in terms of money, they may nevertheless be very important and should not be overlooked.

Hard impacts 

· are those that can be expressed in monetary terms, and are most likely to provide the justification for investing in business continuity facilities:

· financial loss : this relates to the cost of repairing the damage and/or replacing equipment;

· reduced revenue : resulting from failure to:

· sell goods and services;

· collect debts;

· collect revenues (e.g. taxes, license fees, customs duties);

· increased costs : arise from the cost of having to provide extra and less efficient emergency processing  systems; also increased overtime, travelling and accommodation payments;

· penalties : payments of penalties for failure to meet contractual service level targets; fines for failure to comply with statutory requirements; civil claims for breach of contract where other organisations have suffered consequential loss.

Soft impacts 

· these impacts are not readily expressed in financial terms, but can nonetheless be very important particularly where personal danger is involved:

· loss of goodwill and credibility : failure to provide a good level of service to customers or recipients earns the organisation a poor reputation;

· those who can will transfer their business elsewhere;

· a captive audience may exert political pressure for enforced changes to be made;

· embarrassment : results in top managers and political overlords suffering embarrassment through a perceived failure in the public eye to manage their responsibilities properly;

· can result in calls for resignation, and curtailed career prospects;

· personal safety : this question can arise in unexpected ways;

· e.g. government taxation/national insurance systems have been used by debt collectors and criminals to trace individuals (recorded cases in the UK);

· also failure in air traffic control, patient management (national health service), etc;

· loss of operational capability : difficult to assess the financial impact of a prolonged failure in a fire/police/ambulance command and control system.

Slide 3/6 - The time factor

This slide further considers the need to take account of the relationship between the business consequences of an impact, and time.

Consider growth of impact with time 

· how the business consequences of an impact increase with time will determine both:

· the maximum tolerable outage of the system;

· the type of recovery strategy, and hence cost;

· the process involves considering, for each system reviewed, what the likely impact would be after set intervals of time; e.g. 15 mins, 1 hour, 12 hours, etc.

Group systems to be recovered 

· where many systems are covered by the BIR, it is convenient to group them according to the similarity of their recovery needs;

· systems within the same group can be covered by the same type of recovery strategy;

· it will help to focus attention on the more important categories of system at later stages of the review;

· highly critical systems should be dealt with first as they are the most important to the short term survival of the business and, 

· where resources are limited, will represent the strongest business case for whatever investment is available;

· don’t overlook systems whose criticality varies, e.g. important end-o-f month and end-of-year processes.

Slide 3/7 - Growth of impact with time

This slide illustrates how the severity of the business consequences that stem from different types of impacts can grow with time.

In order to illustrate to management how the impact of a particular type of disaster might arise, it may be useful to draw a graph showing the relation between the marginal financial impact and time.

Marginal financial impact is the difference between costs and savings. For example, if income reduces by £1M, but costs reduce by £400K as a result, the net marginal financial loss will be £600K.

If a disaster results in different types of financial impacts (e.g. lost income, additional costs of working, financial penalties) these should be recorded separately, and then combined into an overall assessment.

The sorts of events that can affect the relationship of loss and time will include :-

· fines and penalties : may be immediate, or arise over or after a period;

· compensation for failure to meet contracted service levels : could arise in various ways depending on the nature of contractual obligations;

· costs of repair and replacement : low initial cost, but steep increase when suppliers’ bills start to arrive; 

· increased costs of emergency working : probably an initial one-off charge to invoke the standby contract, followed by a linear increase in loss with time, but there might be penalties if the occupation of the standby site exceeds what is covered in the contract;

· reduced operational costs (wages, overtime, materials, heating, lighting, telephones, etc) : would depend mainly on the organisation’s policy for laying off non-productive staff;

· where risks are insured : income from insurance policies would probably not arise until a downtime threshold had been exceeded, and the insurance company were satisfied about the validity of the claim.

Slide 3/8 - Impact analysis

This slide illustrates the type of systems that might be employed by a government department responsible for state pensions and social security benefits. 

The team who conduct this stage of the BIR need to combine a good knowledge of the business and its procedures together with good interviewing skills, and also a good overall knowledge of the IT infrastructure.

IT infrastructure systems  particularly important because they often support numbers of business applications. WANs, LANs, mainframe and mini operating systems, network operating systems, database management systems and transaction processing systems generally come within this category, as does any plant that is required to provide a suitable processing environment (e.g. chillers, transformers).

For infrastructure systems, the assessment of business impacts will need to reflect the consequential failure of dependant application systems.

Systems that have been outsourced to service providers must not be overlooked.

For each system outage assess 
· how quickly a severe business impact would arise (minutes, hours, days, etc);

· the type of business impact that would result (e.g. financial, legal, political, etc);

· the maximum tolerable time to recover the system;

· what threat(s) could give rise to failure (equipment, fire, software, industrial action, etc);

· what existing controls protect against the threat;

· how effective existing controls are considered to be (e.g. low, medium, high);

· how likely the residual risk is considered to be (e.g. low, medium, high);

· the likely resources needed to provide an acceptable emergency service.  

This information should be carefully recorded. It will be used to:

· identify key systems;

· prioritise their order of recovery;

· select an appropriate recovery strategy if none is in already place;

· identify threats that could be reduced by the application of more effective controls.

Slide 3/9 - Reporting to management

This slide sets out the various sections that should be included in the management report covering this stage of the project.

Findings and recommendations 

· a summary of the review findings and recommendations;

· the key business systems which need to be recovered;

· the current state of protection;

· requirements to:

· provide an acceptable emergency service;

· reduce risks of disaster;

· a broad estimate of overall cost;

· further refinement of the corporate policy; for example to cover:

· contractual arrangements with suppliers;

· outsourced systems;

· retention and management of critical information (both documents and media).

Plans and resources for the next stage of the review 

· activities that will be undertaken in the next stage of the review;

· skill and resources requirements;

· time-scales;

· a description of the deliverables.

Slide 3/10 - Reporting to management (con’t)

This slide continues the description of the management report started on the previous slide.

As appendices, a separate summary for each system reviewed 
· enables the Project Board to review the evidence underlying the conclusions;

· for each system reviewed:

· identify the personnel interviewed, and their roles and responsibilities;

· provide a brief business and technical description of the system;

· describe the business impact of  an outage (net cost, loss of goodwill, political, legal, etc);

· assess the likely growth of the impact on the business over stated time periods;

· recommend whether the system needs to be protected and if so:

· the maximum tolerable time to recover:

· an emergency service (say 80% of  the normal service  level);

· normal service levels;

· an estimate of the resources would be required to provide an acceptable emergency service;

· recommend any extra risk reduction controls and describe their benefit.

Slide 3/11 - Summary

This slide summarises the main topics discussed during this session.

Gain top management support 

· perhaps necessary to raise awareness of the risks;

· need to obtain resources;

· agree corporate business continuity policy to provide direction and  authority.

Preliminary study 
· (or survey) is more applicable to a large organisation with many systems;

· aim is to:

· scope the problem

· estimate resource needs (manpower, cost and time-scale) for a detailed risk analysis (BIR).

Business Impact Review
· answers questions:

· what could go wrong?

· what would the business consequences be?

· how quickly would they arise?

· BIR process:

· for each system, consider different outages (e.g. 1 hour, 1 day, 1 week, etc);

· identify related business impacts - type and severity;

· rank systems in order of criticality (maybe convenient to group them);

· estimate what would be needed for an acceptable emergency service (say 80% of normal service levels);

· opportunities for improved risk reduction;

· estimate resource needs for next stage project.

Report findings to management 

· summary and recommendations;

· estimate of needs and cost;

· plans and costs for the next stage of the project.

Session 4 : Recovery Strategy

Slide S4/1 : Session title  

The previous stage of the project identified the organisation’s key business systems (i.e. those that would have to be recovered in the event of a disaster) and the time-frames in which they would need to be recovered in order to avoid a severe business impact(s). It also provided a broad estimate of the resource and cost implications necessary to provide satisfactory continuity arrangements.

This session takes the project a step further. It describes the process of defining a strategy for recovering the organisation’s key business systems within an acceptable deadline, and in an economical manner. The output from this stage is a further report to the Project Board which describes in detail the strategic options (generally a mix of both technical and non-technical risk reduction and disaster recovery measures) together with their respective costs and benefits.

Method
Slideshow and discussion

Timing
50 minutes

Equipment required

OHP for acetates or audio visual unit for slideshow 

Whiteboard

Flipchart

Slide 4/2 - Continuity Planning : stage 2

The first stage of the project covered preliminary planning and the Business Impact Review. This stage builds on information gathered during the BIR. It is split into two sections; a detailed review of existing disaster prevention measures and backing up arrangements, and research into system recovery options. In common with other stages of the project it ends with the production of a report for the Project Board to consider.

Review existing controls 

· phase 1 includes:

· builds on identification of disaster prevention controls carried out during the BIR;

· researches the types and cost of extra controls where this is thought necessary;

· thorough review of backing up strategy and management of recovery media.

Research recovery options 

· phase 2 includes a review of:

· non-technical options (e.g. manual backup, insurance, leasing);

· technical options (e.g. hot start, fortress approach).

Report to management 

· the final stage is a report to management;

· describes feasible options with detailed costs;

· recommended recovery strategy which will be developed and installed during the final stage of the project.

Slide 4/3 - Phase 1 : disaster prevention

This slide describes the basic disaster prevention controls that should be considered as part of the business continuity strategy.

Object 

· the object of disaster prevention is to reduced the likelihood of having to activate the disaster recovery plan.

Basic disaster prevention controls

· basic disaster prevention controls are fairly standard;

· controls should aim to:

· reduce the risk of a disaster occurring;

· ensure its early detection should a disaster occur;

· basic controls fall into two broad groups:

· non-technical controls:

· security awareness training is about ensuring that staff know what role they will be expected to play in the event of a disaster;

· personnel controls ensure that potential recruits are subjected to background checking (e.g. to detect a criminal background) before they are hired;

· technical controls:

· physical access controls:

· prevent entry to key areas (fences, security guards, manual and automatic access systems, window bars);

· detect entry to key areas (e.g. intruder detection systems; surveillance systems);

· alarm systems (manual and automatically activated; audible alarms and extended alarms);

· fire prevention, detection and suppression systems;

· also for air humidity/moisture/flood;

· back up and recovery of data and systems.

Slide 4/4 - backup, recovery and storage

This slide emphasises a fundamental and important message, that.....

No amount of continuity planning will replace lost data.
Unless data has been adequately backed up, there will be nothing to recover if the production database becomes unavailable (e.g. through hardware malfunction) or is destroyed. It is extremely expensive to rebuild a database from source documents, assuming of course that all the input still exists.

It is also important to ensure that other important system components are backed up. These include :-

· system design documents and manuals;

· copies of all bespoke application software;

· infrastructure software, such as the operating system.

Although the majority of infrastructure software is supplied by commercial vendors, who should be in a position to supply replacement copies.

However, much time and effort will probably have been invested in developing the operating system and network configuration files. A further problem might arise where an outdated version of a product that is no longer supported by the vendor is being used.

“End user computing” (this is where end users develop their own applications, e.g. using PC spreadsheet and database packages) can also complicate the backing up strategy. End user programs can sometimes become very important, but they are often undocumented while users’ PCs are not automatically backed up.

Slide 4/5 - Backing up requirements

This slide describes the factors that need to be considered when devising a backing up strategy.

Need to back up

· data:

· at a frequency that relates to the frequency of update; this will determine:

· how far back in time the latest backup relates to, and....... 

· how much work will be involved in bringing it up-to-date;

· three methods of backing up :-

· full copy - the entire contents of the database; slow, and requires the greatest volume of backup media, but contains everything;

· file copy - only files that have been altered are backed up. Requires less media than a full copy;

· record copy : 

· applies to on-line systems where individual records are updated by destructive over-writing;

· each record is copied to a backup file before updating; m

· minimum storage required, but restoring data is slow and complicated because each record has to be restored individually;

· full backup still needed periodically

· application systems : particularly software that is not commercially available, and any configuration files that exist;

· operating systems : particularly configuration files and software that is no longer supported by the vendor;

· system documentation : specifications, designs, test data and test scripts, operational and user manuals.

Secure storage

· on-site storage : fire-proof media safe (not the same as a general purpose safe, and different types for storing paper and media - temperature dependant);

· off-site storage : must provide:

· remote from main site - therefore, not equally affected by disaster;

· an adequate storage environment so that media does not deteriorate;

· a secure environment so that sensitive data is not stolen or destroyed. 

Periodically test system recovery 
· to prove that the correct data, configuration files etc are being properly backed up;

· that operations staff know how to recover the system.

Slide 4/6 - Recovery options

This slides describe the various non-technical options for systems recovery.

The options described on this slide do not rely on the provision of separate standby capability. They may represent the organisation’s entire disaster recovery strategy, but it is more likely these options will only form a part of it.

“Do nothing” 

· perfectly valid where the risk has been carefully considered and it has been decided that it is too insignificant or unlikely to justify the cost of managing it;

· will probably applies non-key systems, those the business can function without for a number of weeks or months and that are easily replaced (e.g. common PC packages).

Clerical backup 

· possible strategy for small-scale, unimportant systems;

· should be supported by a discernible system; i.e. instructions, ledgers and stationery;

· unlikely to be a viable option any but small scale systems due to shortage of staff/skills.

Insurance 

· a specialist area, generally irrelevant to the public sector who carry their own risks;

· insurance cover can generally be arranged for:

· material damage : replacement/repair of damaged equipment but excluding wear and tare, and electrical and mechanical breakdown;

· consequential loss : claims for compensation due to a company’s inability to deliver services;

· risks to/from staff : covers injury to staff, and damage by disgruntled staff.

Leasing 

· equipment rental or leasing agreements can cover replacement of equipment;

· consequential losses must be insured separately.

Multi-location
· this strategy involves distributing the system over a number of geographically diverse locations to spread the risk of local disasters, such as fire, hurricane, etc;

· very much a strategic approach which must be planned for well in advance;

· becoming more common with increasing popularity of client/server.

Outsourcing 

· strategy of transferring the risk, in this case to the service provider;

· outsourcing contract covers service level to be provided;

· penalty clauses to cover failure to deliver an acceptable standard of service;

· it is then the contractor’s responsibility to provide an adequate service level.

Slide 4/7 - Recovery options

This slide continues the examination of disaster recovery strategy by describing the common technical options for system recovery.

Mirrored systems 

· high cost solution to high risk situation (small loss of availability has high impact);

· two systems are run at geographically dispersed sites;

· updated in parallel, or within a short period or time;

· provides standby very quickly, or without any discernible service break to the user.

Hot/Warm/Cold start

· hot start:

· fully equipped facility, ready to operate within hours; most expensive option;

· needs applications software and data;

· infrastructure software must be compatible for system to run;

· might also provide staff accommodation and support services (mail, fax, phones);

· warm start:

· partially equipped facility (e.g. environment, communications, storage devices), but

· no computer as this is most expensive item of equipment and is quick to buy;

· cold start:

· only a basic environment, but is ready to receive equipment;

· may take several weeks to activate.

Mobile 

· hot or cold options can be provided in the rear of a large articulated wagon;

· very useful for hardware breakdowns which don’t involve extensive structural damage.

Reciprocal agreement 

· generally an informal agreement with no legal backing;

· arranged between two organisations who normally have spare capacity; problems if:

· systems become incompatible (e.g. run different versions of the operating system);

· one system grows too big for the other, or absorbs its spare capacity;

· disaster at a busy time when additional load on standby system is unacceptable.

Fortress approach 

· underlying philosophy is to reduce the risk to negligible proportions;

· lots of built-in redundancy; high quality environment; strong physical security.

Build or buy? 
· hot and cold standby services can be bought from commercial disaster recovery firms.  Disaster recovery specialist companies can provide a wide range or services, usually at a high price. 

The lecturer should determine whether any disaster recovery companies operate within the local environment.

Slide 3/8 - Report to management

The final step in this stage of the project is to report to the Project Board. This slide discusses the items that should be included in this report.

Recovery strategies - comparative costs
· describes which recovery options, or mix of options, appears to be feasible;

· provides comparative costs:

· immediate costs include:

· building an acceptable computer environment;

· buying additional equipment to:

· improve resilience at the main site (against breakdowns);

· equip a standby site;

· build and equip standby office accommodation;

· cost of:

· any disaster recovery contracts (e.g. to provide hot standby);

· any insurance cover;

· developing the detailed continuity plan;

· training staff ; testing and updating the plan;

· on-going costs include:

· continuing insurance premiums and cost of disaster recovery contracts;

· cost implications of updating the Plan in line with system changes, etc;

· continuing cost of training and awareness;

· continuing costs of testing and updating the Plan.

Recommendation 

· recommends to the Project Board the preferred course of action, with reasons.

Plans and resources for the next stage of the project
· final stage of the project is to:

· develop a detailed plan to implement chosen option;

· train users and test the plan;

· the management report will specify resource requirements, time-scales and deliverables.

Slide 4/9 - Summary

This slide summarises the main topics covered during the session

Reduce likelihood of a disaster 

· involves the installation of extra controls to reduce the risk of a disaster;

· extra controls are addition to disaster recovery measures;

· this stage of the project includes further research to identify and cost specific risk reduction options;

· only covers the main categories of control (security awareness, fire/flood, intruder prevention and detection, personnel controls, backup and recovery).

Backing up, recovery and media storage 

· Plan is likely to be of limited, if any, value if there is no backup;

· need to back up data; bespoke/unsupported software; highly configured infrastructure;

· need for on-site fire-proof (heat-retardant) media safe (not any general-purpose safe!);

· essential to have secure and well managed off-site media store.

Testing system recovery 

· must prove that the:

· Plan works when developed;

· Plan continues to work in the face of system and business changes;

· need to test periodically to ensure that:

· staff are familiar with the Plan, and with their roles in carrying it out;

· the Plan hasn’t been rendered ineffective by unmanaged changes.

Disaster recovery strategy
· non-technical options - manual systems, insurance, leasing, etc;

· technical options - increased resilience, hot/warm/cold standby, mirrored systems;

· often a mix of the two is required to obtain most cost-effective solution.

Report to management
· for this stage of the project the management report should contain:

· feasible disaster recovery options, with detailed costings;

· recommended disaster recovery strategy, with justification;

plans for the final stage of the project.

Session 5 : Developing, Testing and Maintaining Plan

Slide S5/1 : Session title  

The last session in this module covers the final stages of the continuity planning lifecycle. These involve the procurement and installation of whatever components are required to support the continuity strategy (e.g. extra controls, additional equipment to improve system resilience to failure, perhaps additional equipment to provide a standby processing capability), letting of disaster recovery contracts, etc, and the development of a detailed disaster recovery plan. Following its development, the Plan must be tested to prove that it works. At this stage continuity planning enters the on-going phase of its lifecycle; training, testing and updating.

Method
Slideshow and discussion

Timing
50 minutes

Equipment required

OHP for acetates or audio visual unit for slideshow 

Whiteboard

Flipchart

A training video would be a useful aid to help set the main messages presented in this module in context. The training video Hurricane Andrew: Disaster Recovery and Business Continuity (Information Systems Audit and Control Association - $125) provides a very good real-life case study which illustrates many of the lessons contained in this module.

Slide 5/1 - Developing and testing the Plan

This slide describes the final stage of the development project, and entry into the on-going maintenance phase of the continuity planning life-cycle.

Develop the Plan
· agreement has now been reached with the Project Board on the:

· key systems that will need to be recovered in the event of a disaster;

· strategy that will be followed in their recovery;

· development and lifetime costs.

· what remains is to:

· procure whatever is necessary to support the strategy;

· develop a disaster recovery plan to provide direction in the event of a disaster.

Training, testing, review & update 

· following completion of the Plan’s development it must be tested to prove that it works;

· at this point activities enter the on-going phase of the Plan’s life-cycle;

· this involves a continuous process of :

· training users and those who are to play particular roles in operating the Plan;

· testing the Plan;

· reviewing test results, and.....

· updating the Plan:

· to take account of problems revealed in testing;

· Plan also needs to be updated in respect of known changes which are likely to affect its operation.

The remainder of this session considers these activities in more detail. The session concludes with consideration of what the auditor might wish to examine during an audit of business continuity planning.

Slide 5/3 - Developing the Plan 

This and the following three slides discuss the sorts of guidance that need to be documented in a disaster recovery plan. The slides are based on the framework contained in the appendix to the Student Notes.
Object
· the completed plan must contain everything that is necessary to recover the business following a disaster.

Perhaps the first section that any business continuity plan should contain is guidance on when to activate it. This is not a subject to be taken lightly because :-

· activating the plan will inevitably lead to :-

· considerable disruption of the business;

· cost, particularly where the plan involves transferring to a standby site;

· whereas failure to activate the plan in a true emergency:

· will inevitably increase the amount of damage suffered by the business;

· may endanger staff and possibly end users of the system (e.g. in the case of air traffic/fire/police/ambulance command and control systems);

· may endanger the organisation’s survival.

Guidance is therefore necessary on what constitutes a disaster, and also who should be authorised to declare a disaster.

The lecturer might wish to ask the delegates to make some suggestions. See Student Notes, chapter 6, Levels of Business Disruption.

What constitutes a disaster? 

· the ability of different organisations to absorb damage without suffering a disaster will depend on:

· their economic strength;

· whether they are in the public or private sector (public sector organisations don’t ‘go out of business’);

· the nature of the disaster. For example:

· financial loss -  see examples at Annex 1 of the Student Notes. The financial impact of example 5  (and strikes can precipitate disasters!) was enormous, even by central government standards;

· loss of life - e.g. failure of a public ambulance service’s command and control system (London Ambulance Service - 1993);

· loss of control - prolonged failure of an organisation’s accounting systems (see example 8, Annex 1 of the Student Notes).

Slide 5/4 - Sections of the Plan

The next three slides outline the sections that one would normally expect to find in a disaster recovery plan.

Administration 

· identifies those who are authorised to activate the Plan;

· provides guidance on when to activate the Plan;

· identifies the location of the Emergency Control Centre;

· identifies the emergency response teams, their roles and personnel;

· up-to-date telephone numbers and addresses of all key staff.

IT Infrastructure 

· details (addresses, fax, telephone, e-mail, etc) of equipment suppliers and other contractors whose services are likely to be needed in an emergency; 

· configuration management records of:

· the equipment and software that is currently in use;

· how the system is configured.

Support contracts 

· details of any disaster recovery support contracts for:

· standby computer services;

· equipment replacement;

· up-to-date telephone/fax/e-mail numbers for all concerned.

Slide 5/5 - Sections of the Plan

This slide continues the description of the sections of a disaster recovery plan

Remote media store 

· identifies the:

· location of the remote media store;

· items that are held there;

· arrangements for gaining access.

Computer operations
· instructions on:

· the priority for recovering services;

· how to recover individual services on standby equipment;

· any agreed degradation of service that can be tolerated during an emergency.

Personnel
· contains details of:

· the location of standby office accommodation;

· office support service arrangements (telephones, fax, mail, cleaning, meals, etc);

· transport and perhaps hotel arrangements where accommodation is distant;

· welfare arrangements (e.g. help with family commitments where working away from home causes problems - women with young children, staff caring for elderly relatives, etc);

· making cash payments to cover unexpected staff expenses (additional travel, accommodation, assistance with welfare arrangements, etc);

· agencies who can supply additional personnel at short notice.

Home site
· if the home site has been damaged (e.g. fire, hurricane, bomb blast) the additional arrangements must be made in respect of:

· ensuring that the site is secure from theft/looting etc;

salvaging sensitive documents and media; also usable equipment 
· arrangements for transferring to the standby site;

· people to contact, transport arrangements, details of the facilities provided.

Return to normal working 

· the roles and responsibilities of those who will manage eventual return to the home site.

Slide 5/6 - Supporting requirements

This slide describes other needs outside of the disaster recovery plan that are important to successful business recovery.

Evacuation procedures 

· an organisation’s most valuable asset are its staff;

· without sufficient staff no amount of backups and planning will enable continuity;

· therefore need to ensure that staff can be safely evacuated in an emergency;

· need documented procedures; need to test evacuation procedure periodically.

Emergency Control Centre 

· provides a ‘command centre’ from which to take control from an early stage;

· provides a base for the Crisis Management Team;

· needs good communication facilities, meeting rooms, and some living accommodation;

· provides a ‘phone in’ line for staff to contact for instructions; 

· locate well away from possible site of disaster (see Student Notes example 2).

Re-locating personnel 

· identify reliable means of transport to, and accommodation at, the standby site.

Re-establishing support services 

· support services will need to be laid on at the standby site;

· in an extreme case it may be occupied for a number of weeks;

· will include the normal office support of telephones, fax and mail; also:

· adequate heating, lighting and ventilation if premises not normally in to office use;

· canteen facilities;

· office cleaning;

· building and site security services;

· perhaps a new remote media store for backups.

Vital records - security of essential paper documents 

· paper documents still vital for business use, contracts, legal documents, correspondence;

· need to consider separate project to identify an organisation’s vital documents?

· store in appropriate ‘fireproof’ containers to help prevent destruction;

· summary list showing storage locations held at the Emergency Control Centre.

Salvage 

· high risk of weather damage and looting following a natural disaster or bomb blast;

· salvage aims to remove/recover sensitive/valuable items to a place of safety. 

Slide 5/7 - Training

This slide discusses the need for various types of staff training that is necessary to support the disaster recovery plan.

Limited value if staff “unaware” 

· the disaster recovery plan will be of limited, if any, use if staff are unaware that :-

· there is a plan;

· their particular role and responsibilities in delivering it should the need arise;

· everyone will have a role, even if only knowing where to telephone for instructions;

· at lowest level awareness training will explain:

· why the disaster recovery plan is important;

· examples of the sorts of scenarios in which the plan might be activated;

· what would happen if the plan is activated;

· description of roles and responsibilities, both of:

· staff in general;

· those who have key roles in the delivering the plan;

· who staff are to contact in an emergency, and where;

· description of the standby site, accommodation, transport, etc;

· might be possible to take small parties of end users to visit the standby site periodically;

Specialist training for response teams 

· these are teams set up to perform various disaster recover operations:

· Crisis Management : immediate response and overall control of emergency;

· Security : maintain security at home site and implement security at standby site;

· Building Services : assess damage and plan for repairs; assist with salvage;

· Computer Operations : recovers key business systems;

· Telecommunications : liaises with the PTT to install communications links at the standby site.

· specialist training would include crisis management, site/building evacuation, first aid, co-operation with the emergency services, system recovery procedures.

Slide 5/8 - Testing the Plan

The next two slides deal with the importance of periodically testing the plan, and different approaches to testing.

What use is a plan that doesn’t work if needed? 

· much investment has been involved in developing a disaster recovery strategy and plan;

· if it is unworkable the investment has been wasted;

· only provides a false sense of security;

· reasons why a plan might be unworkable include :-

· flaws in its original construction; e.g. unrealistic times allowed to complete key activities;

· has become obsolete - not updated to take account of system changes;

· nobody knows what their roles and responsibilities are;

· components fail to work - e.g. insufficient/incorrect files are backed up; standby equipment unreliable; problems getting the PTT to install communications links;

· Testing is therefore essential to prove that plan works.

Slide 5/9 - Testing

This slide describes the factors that need to be considered when deciding on a testing strategy.

Testing the plan is generally disruptive to the business, and can be very expensive to carry out. Deciding on a suitable test strategy must balance these problems against the need to gain adequate assurance that the plan is reliable and does meet business needs.

Factors to consider

· problems to overcome before testing can be carried out:

· disrupts day-to-day business activities - possibly results in lost business;

· can be very expensive (e.g. switching operations to standby site);

· lack of co-operation - business managers don’t see it as important :-

· ‘better things to do’;

· ‘everything is bound to work’;

· what system changes have there been that might affect the plan? These should have a prominent place in the test programme;

· what known changes have there been to the threat environment that create a need to test parts of the plan? (e.g. hurricane/earthquake warnings; possibility of industrial action; increased incidence of terrorist activity).

 Slide 5/10 - Testing strategy : full testing

This slide considers the advantages and disadvantages of testing the complete plan.

Most effective way to uncover flaws 

· exercising all parts of the plan is the most effective way to uncover flaws.

Impose near as possible disaster conditions 

· set a realistic disaster scenario which specifies exactly what systems and services are unavailable, and why;

· ensure that the scenario is effectively imposed - apart from a false sense of security, there is nothing to be gained from making unrealistic assumptions.

Set performance targets 

· effective testing depends on:

· setting realistic performance targets. If key activities cannot be undertaken within specified time periods, the plan may not be capable of supporting business needs;

· it is therefore important to set targets, and to measure performance against them;

· record all problems, difficulties, things that don’t work at all, etc - provides essential input to the subsequent test review.

Post-mortem 

· there is little point in undertaking testing if:

· the test results are not analysed, and/or....

· nothing is subsequently done to fix the problems and shortcomings exposed during testing.

Update 

· following testing the plan needs to be updated to fix the problems that were exposed;

· there is also an ongoing need to update the plan to take account of changes to:

· systems;

· accommodation;

· business objectives, that may alter the mix of critical systems.

Slide 5/11 - Testing strategy : restricted testing

Because of the expense and disruption involved in live testing, its use (particularly large scale) needs to be rationed to, say, once a year. At other times useful, if less effective, assurance on the validity of the plan can be gained from other forms of testing.

Cheaper, less disruptive 

· live testing is both disruptive to the business and expensive to carry out;

· its use has therefore to be rationed to, in most situations, annual tests.

Provides limited assurance 

· other forms of testing are both cheaper and less disruptive to carry out, although they provide less convincing evidence that the plan remains viable.

Periodically
· there should be a regular programme of:

· weekly tests:

· standby utilities (emergency generator, UPS, water supply for air conditioning, alternative telecommunications links);

· fire, moisture, intruder alarms detectors and alarms;

· power up standby computing equipment;

· monthly dry runs - a “board game” approach in which response teams act out their roles based on an imagined scenario;

· quarterly recovery from backup - must cover both data and system files to prove adequacy of complete backing up strategy;

· 6 monthly : practice building evacuations;

· annual : parties of staff visit the standby site to gain familiarisation.  

Slide 5/12 - Maintaining the Plan

Delivery of a workable plan is not the end of the continuity planning process. The plan must be updated whenever changes take place that affect its validity. It is not uncommon to find sections of, or even complete, disaster recovery plans to have become obsolete through lack of maintenance and testing.

Accountability : need for an Owner
· it is more likely that the plan will remain workable if a manager is appointed “Owner” of the plan, or of parts of it;

· roles and responsibilities should be set out in the organisation’s IT security policy;

· but ownership must be accompanied by authority (therefore need for a senior manager) and also an......

Annual budget to maintain the plan
· this should include the cost of testing and updating the plan.

Managing changes 

· the Plan will gradually become obsolete and unworkable if it is not maintained;

· changes that affect the Plan can occur for many reasons, including:

· introducing new systems and dispose of others;

· changing business priorities;

· growing (and contracting) systems;

· implications of new hardware/software/communications;

· changes in the numbers and types of staff employed;

· changes in the external threat environment:

· move to locations situated in high risk areas (e.g. San Francisco - earthquakes);

· increasing incidence of terrorism/civil unrest/theft;

· connection to the Internet - hacking/phone freaking

On-going need for training/awareness
· Plan of limited use - perhaps useless - if staff do not know how to operate it;

· users and key staff must know their roles and responsibilities in an emergency;

· key staff will probably need specialist training in risk assessment, crisis management, co-operation with the emergency services, first aid, etc.;

· plan must be tested periodically to provide assurance that it works.

Slide 5/13 - Summary

This slide summarises the main points discussed during this session.

 “Business Continuity” requires a comprehensive plan 

· a disaster recovery plan that aims to ensure continuity of the whole business must not focus on IT alone;

· IT is of no use if the end users cannot connect with their systems;

· end user needs must there be integrated with those of IT.

Training - specialists and others :

· disaster recovery plan will also be of limited use if staff do not know how to work it;

· all staff must know what is expected of them;

· key staff will probably need specialist training which focuses on their particular roles.

Testing 

· provides assurance/confidence that the Plan would work in an emergency;

· can be both disruptive and expensive, but is necessary;

· live testing is most effective, but likely to be most problematic; needs to be rationed;

· limited and simulated testing less problematic, but provides very limited assurance;

· both are important.

Accountability - need for an Owner 

· the Owner is accountable overall for the effectiveness of the Plan;

· responsible for user training, on-going maintenance, and testing;

· must have adequate authority and resources to discharge the role.

On-going maintenance
· plan must be maintained to prevent obsolescence;

· changes arise from:

· within the organisation - e.g. new systems, growth in activities, technology;

· outside the organisation - e.g. new locations, criminal activity, the Internet.

Slide 5/14 - Audit considerations

This slide identifies the key points that the auditor needs to consider when reviewing a client’s continuity planning arrangements. The topics that are listed provide the headings for lists of more detailed questions to investigate.

Are business systems adequately backed up? 

· does the backing up strategy effectively  meet business needs?

· are system configuration files, bespoke software and vital paper records also backed up?

Are backup copies held in a secure and remote media store? 

· are on-site backups (both magnetic media and vital records) stored in appropriate fire-resistant containers? (i.e. specially designed for the purpose);

· are at least two copies held in a secure and remote location? (go and see it!);

· is there an adequate backup management system to show exactly what files are held, on what tape(s), of what version/generation, and where?
Is there evidence that the backing up strategy works in practice? 

· how frequently are partial and full recoveries carried out?

· how frequently are recoveries carried out on standby equipment?

· where standby equipment is used, do the users then test service?

Is there an appropriate disaster recovery plan? 

· does the organisation appear to require a plan if it does not already have one?

· does any existing plan cover everything necessary to restore key business processes?

Is the Plan based on thorough risk assessment? 

· have key systems been identified?

· have appropriate recovery deadlines been decided?

· are the supporting disaster recovery strategies adequate for achieving deadlines?

· does the Plan address all the realistic disaster scenarios?

· overall, does the plan meets business needs?

How do personnel know their role in the Plan? 

· is there an effective awareness campaign?

· are key participants in the plan’s delivery adequately trained?

· how frequently do users and key staff take part in testing the Plan?

How is the Plan maintained?

· is a formally appointed person responsible for the Plan’s continuing effectiveness?

· how are changes which might adversely affect the Plan’s reliability identified?

· do such changes result in a prompt alteration to the Plan?

Syndicate exercise

The module which covers the audit of systems development is accompanied by a case study, chapter 8 of which addresses business continuity planning. In fact the scenario is quite interesting in that it involves a strike, a threat to business continuity that is frequently either overlooked or considered unmanageable.

Although the case study has been designed to be completed by delegates who attend the systems development audit module, it is feasible to set chapter 8 in isolation providing that the delegates are familiar with both the case study SYNOPSIS and Chapter 1.

The case study is accompanied by additional notes for the lecturer, pro formas (and an example) for documenting risks, and a model answer (although this does not provide an exhaustive analysis of the problem).   
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