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he Federal Court of Accounts of

Brazil (TCU) joined the INTOSAI

Working Group of Information

Technology (WGITA) in 1996, ten

years before the creation of the

Department of External Control -
Information Technology (Sefti), a technical unit
specialized in the topic.

Our involvement in the debates and the knowl-
edge developed in the works carried out by
the group has enabled our team of auditors to
quickly build their capacity and was essential
for TCU’s advancement of information technol-
ogy (IT) auditing in the Public Administration.

In this regard, this guide, coordinated by TCU, is
one more step in our commitment with INTO-
SAl partners, reaffirming section 17 of the Lima
Declaration, which was a result of the process
initiated in 2007 with the purpose of induc-
ing adoption of IT best practices by the Public
Administration. This was done through specif-
ic surveys aimed at evaluating the context of
leadership, strategy, risk management and ac-

countability in organizations and in public poli-
cies in the area of Information Technology.

| would like to highlight what we learned be-
cause of the Coordinated Audit in IT Gover-
nance, led by TCU between 2014 and 2015,
within the scope of the Organization of Latin
American and Caribbean Supreme Audit In-
stitutions (OLACEFS). In that occasion, we ob-
served the enthusiasm of the participants with
the knowledge shared and, later, with the first
results observed. Thus, | have no doubt in rec-
ommending capacity building in the proposed
topic and the application of the techniques list-
ed in their respective control actions.

Finally, | must state that the described concepts
and methods are not an end in themselves.
They seek to improve Public Administration, to
attain more rationality in processes, to promote
a culture of planning and monitoring of gov-
ernmental actions in order to make application
of public resources compatible with the urges
of the citizens, which is something that all Su-
preme Audit Institutions pursue.

Brasilia, March 10, 2016

AROLDO CEDRAZ DE OLIVEIRA
President of TCU
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he objective of the Governance Evaluation Techniques for IT (GET.IT) guide is to share
with the wider INTOSAI community good IT audit practices, methods and tools re-
garding IT Governance which were successfully applied by the Supreme Audit Insti-
tutions (SAls) that participated on this project. The purpose is to encourage other SAI
members to take advantage of them and freely select, apply, adjust to their national
contexts and, finally, institutionalize the practices.

The GET.IT guide is not meant to revise or replace the INTOSAI Handbook on IT Audit for Supreme
Audit Institutions on the topic, but, instead, to complement and support it, highlighting its vitality
and practical applicability to local contexts.

The GET.IT guide should not be taken as the universal truth, but as an additional instrument that
contributes to widen the discussion on the theme. In this sense, agreeing, disagreeing and finding
alternative and proper ways regarding the application of emerging good practices to country-specific
realities are highly encouraged, as well as the subsequent sharing of these experiences with others.
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ast information society development,
supported by the rise of the Internet,
E-Government and E-Commerce, emit-
ted numerous good practices. These
practices have been generalized and
consolidated by existing and emerging
IT governance models and standards, as a coun-
terweight for corporate setbacks and failures and
stakeholders’ concern about proper and profes-
sional management of their interests. The models
and standards are being both interdependent and
diverse to provide clear guidance for regulatory
frameworks for information technology to unfold
its full potential.

Traditionally, IT audit function only aimed to assure
compliance with legal acts. At present, it is used to
provide independent and professional advice on IT
governance issues.

Good practices, selected and applied wisely for IT
governance at institutional and state levels, in-
fluenced significantly on the growth of IT audit,
which has already outgrown its original mission
of performing attestation services for accounting
systems and became a powerful instrument for
value-for-money audits.

With diversity of national IT governance objectives
and regulatory frameworks, good practices for IT gov-
ernance remain being stable audit criteria, against
which initiatives of the Government are assessed in
terms of economy, effectiveness and efficiency.

Being in a good position to monitor the public sec-
tor development and having the power to issue
recommendations to advice the Government to
implement new forms of better governance, the
Supreme Audit Institution has to pay primary at-
tention to the development of the IT audit func-
tion, taking into consideration its mandate and the
importance of IT in the public sector.

Applying the same auditing standards, having the
same client — the government sector — and having
the same objective — to suggest improvements to
its performance — Supreme Audit Institutions have
a lot of similarities, while the difference in methods
and tools should encourage them to share ideas
and knowledge in order to find the best solutions.

Knowledge Sharing: this is probably the funda-
mental potential of cooperation. When best prac-
tices are collected, refined and employed, it en-
ables the use of all the aggregated knowledge and
experience to find the most suitable solutions.
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his chapter addresses some con-
cepts regarding governance, as
well as its relevance in the con-
text of public organizations and
their control, the role of informa-
tion technology (IT) governance
and its expected contributions to improving
results in both the technology area and the
core business of an organization.

The Evaluate-Direct-Monitor cycle describes
the motor driving of value creation. Through
these three activities, governance ensures
that stakeholders’ needs, conditions and
options are evaluated to determine bal-
anced, agreed-on enterprise objectives to be

achieved, that direction is set through priori-
tization and decision-making and that perfor-
mance and compliance are monitored against
agreed-on direction and objectives (ISACA,
20123, p. 31).

Risk analysis is an important piece of gover-
nance, including IT governance. Latter section
in this chapter provides a set of common risks
and an explanation of the possible conse-
quences of failures in IT governance.

In the final section, a guide of the main en-
ablers of good governance provided by COBIT
5 is described. Lack of enablers may affect the
ability of the enterprise to create value.

AN .
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1. INTRODUCTION TO GOVERNANCE

ost organizations use information
technology (IT) as an essential busi-
ness tool and few can function with-

out it. IT is fundamental for managing organi-
zation resources, dealing with suppliers and
customers, and enabling increasingly global
and dematerialized transactions. IT is key for re-
cording and disseminating business knowledge.
In addition, IT also plays a significant role in the
future business plans of many organizations.

An ever-larger percentage of the organization
value has transitioned from tangible (inventory,
facilities etc.) to intangible (information, knowl-
edge, expertise, reputation, trust, patents etc.)
assets, many of which revolve around the use of
IT. Therefore, reliable and consistent IT results
are critical in supporting and enabling organi-
zational goals (ITGI, 2003, p. 13).

Despite significant financial and organizational
investments, many IT projects and IT supported
business projects end up failing or returning less
than expected to the organization. IT related ac-
quisitions are fraught with problems. Inadequate
IT systems can hinder the performance and

competitiveness of organizations and expose
them to the risk of not complying with legisla-
tion or other contractual obligations.

It is clear that, in these days of doing business
on a global scale around the clock, system and
network downtimes have become far too costly
for any organization to afford. In some indus-
tries, IT is a mandatory resource to differentiate
the organization from its competitors and pro-
vide it with a competitive advantage. In many
others, more than just prosperity, it determines
the organization’s survival itself.

The networked economy has increased the ef-
ficiency of the markets, enabled streamlining
of processes and optimized supply chains. It
has also created new technology and business
risks and new information and resilience re-
quirements. These new risks and requirements
demand a more effective and transparent man-
agement of IT.

For an organization with limited resources to

expend on [T, it is critical that projects be de-
fined, selected, built (or bought) and operated

Return to Summary
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in an efficient manner. Nevertheless, while se-
nior leadership is usually concerned with busi-
ness strategy and strategic risks, few leaders
have focused on IT issues, despite the fact that
they involve large investments and huge risks.
Why is that? Among the reasons: IT requires
more technical insights than other disciplines
in order to understand how it enables the en-
terprise and creates risks and opportunities; IT
has traditionally been treated as an entity apart
from the business; IT is complex, even more so
in the context of an extended enterprise operat-
ing in a networked economy.

Thus, there is a need for mechanisms to ensure
that IT be fully integrated into the business,
aligning the direction of IT with the organiza-
tion’s objectives, limiting risks and ensuring
that IT creates business value. Best governance
practices provide guidance on such possible
mechanisms, describing the role of top man-
agement in promoting and maintaining this
alignment and helping them with tools to eval-
uate, to direct and to monitor the use of IT.

The implementation of IT governance principles
is currently considered the preferred method to
ensure effective, efficient, secure and accept-
able use of IT within organizations.

Return to Summary

1.1 Definitions of Governance

In essence, governance comprises the mecha-
nisms of leadership, strategy and control putin
place to evaluate, direct and monitor the per-
formance of management towards the conclu-
sion of stakeholders’ goals and interests (TCU,
2014, p. 26).

Rachel M. Gisselquist, in a paper released in
2012, notes that “the term [governance] is
widely used in relation to a variety of specific
contexts and approaches: e.g., corporate gov-
ernance, participatory governance, global gov-
ernance, information technology governance,
environmental governance, local governance,
NGO governance, and sustainable governance”
(Gisselquist, 2012, p. 5). Each type of governance
follows specific sources of guidance, each with
similar goals but, often, varying terms and tech-
niques for their achievement.

Narrowing the perspective to the IT envi-
ronment, according to Robert S. Roussey, “IT
governance is the term used to describe how
those persons entrusted with governance of
an entity will consider IT in their supervision,
monitoring, control and direction of the enti-
ty. How IT is applied within the entity will have
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an immense impact on whether the entity will
attain its vision, mission or strategic goals”
(ITGI,2003, p. 1). In other words, IT governance,
which is the responsibility of the board of di-
rectors and executive management, compre-
hends the necessary mechanisms, such as
leadership, organizational structures and pro-
cesses, which combined should “ensure that
the organization’s IT sustains and extends the
organization’s strategies and objectives” (ITGl,
2003, p. 10), helping it meet its goals today and
incorporate plans for future needs and growth.

In an audit and control related perspective,
governance mechanisms can be applied to en-
sure that IT service providers are sufficiently
transparent, have adequate controls, and pro-
vide the information necessary for the orga-
nization to properly and independently assess
and monitor the efficacy of those controls. IT
governance plays a key role in establishing a
sound control and reporting environment for
management oversight and review (INTOSAI,
2014, p. 18).

This concern over governance is particularly
pronounced in the case of public organiza-
tions. Having several institutions addressing
the theme, assessing the conditions necessary

A WGITA Guide for Supreme Audit Institutions

for improving governance in their own con-
texts, they agreed that, in order to best serve
the interests of society, it is important to en-
sure several controls: ethical, responsible, com-
mitted and transparent leadership behavior;
corruption controls; effective implementation
of a code of conduct and ethical values; com-
pliance to regulations, codes and standards;
transparent and effective communications;
effectively engaged stakeholders (citizens, ser-
vice users, shareholders, private enterprises),
with balanced interests. Examples of such in-
stitutions include the International Federation
of Accountants (IFAC), the Chartered Institute
of Public Finance and Accountancy (CIPFA),
the Office for Public Management Ltd (OPM),
the Independent Commission for Good
Governance in Public Services (ICGGPS), the
World Bank and the
Auditors (l1A).

Institute of Internal

1.2 IT Governance as Part
of Corporate Governance

IT governance is a key component of the over-
all corporate governance of the organization.
It should be regarded as how IT creates value
that fits into the corporate strategy, and never

Return to Summary
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be seen as a discipline on its own. In taking
this approach, all stakeholders would be re-
quired to participate in the decision-making
process. This creates a shared acceptance of
responsibility for critical systems and en-
sures that IT-related decisions are made and
driven by the business and not the opposite
(INTOSAI, 2014, p. 19).

For IT governance to ensure both that invest-
ments in IT generate business value and IT
risks are properly mitigated, it is essential to
put in place an organizational structure with
well-defined roles for the responsibilities re-
garding information, business processes, ap-
plications and infrastructure.

It is also essential that IT governance ensure
that stakeholders, business owners and other
users, maintainers, operators etc. are involved
with identifying new or updated business
needs and then providing the organization
with the appropriate IT (and non-IT) solutions
in order to cope with those needs. During
the development or acquisition of solutions
to a particular business need, IT governance
should ensure that the selected solutions are
responsive to the business and that neces-
sary training and resources (hardware, tools,

Return to Summary

network capacity etc.) are available to imple-
ment them. Monitoring activities may be car-
ried out by internal audit or quality assurance
departments, which would periodically report
to management.

The IT governance structure must be defined
in order to assure that the IT decisions, direc-
tions, resources, management and monitor-
ing support the organization’s strategies and
objectives.

In summary, IT governance stems from corpo-
rate governance but with its own specializa-
tion. It provides transparency and oversight
of IT by means of the culture it promotes and
its inherent organization, policies and practic-
es. Proper IT risk management, direction and
straightforward communications reduce cost
and mitigate damages caused by IT pitfalls. It
also promotes trust, teamwork and positivity in
the use of IT and the people working on it.

1.3 Importance of IT Governance

Understanding the reasons that call for IT gov-
ernance in an organization gives more clari-
ty to its importance. Generally, there will be
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an understatement of the IT potential by the
business along with a misunderstanding of
what the business requires from the IT side.
Thus, it is a good practice that business estab-
lishes the knowledge of the IT potential and its
benefits to the business.

Commonly, there would be a lack of joint ac-
countability ownership between the IT users
and the provider, which does not promote the
success of IT services and projects.

The practice of benchmarking with standards
and other organizations is an important issue
for management. Additionally, management
would also want to know how competent its
current IT infrastructure is in supporting the
business goals.

IT risk management is a subject that needs
to be well communicated and understood
by management. Since the adaptation of IT
into the business is continually growing, all
the inherent risks of using IT must be very
well managed in order to support the de-
cision-making process. It is a fact that IT
is very unique in its nature of development
and complexity. Thus, a strong foundation of
management skills is needed.

A WGITA Guide for Supreme Audit Institutions

1.4 Principles of IT Governance
(1ISO/IEC 38500:2008 Standard)

The different definitions for IT governance, as
mentioned on the previous sections, have origi-
nated several best practices and frameworks to
guide the implementation of the related con-
cepts in a given organization.

The ISO/IEC 38500:2008 standard provides
guiding principles for directors of organizations
(including owners, board members, directors,
partners, senior executives and similar roles) on
the effective, efficient and acceptable use of IT
within their organizations.

It provides a framework of six IT governance
principles that, if followed, aim to:

» provide stakeholders (including clients, share-
holders, employees and the general public)
with the necessary confidence to trust in the
organization’s governance of IT;

» inform and guide directors in governing the
use of IT in their organization; and

» provide a basis for objective evaluation of the
governance of IT within the organization.

Return to Summary
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IT governance principles
(1SO/IEC 38500:2008)

These principles should then be translated into
general guidelines concerning IT governance,
as follows:

e Responsibility: establish clearly understood
responsibilities for IT;

e Strategy: plan IT to best support the
organization;

e Acquisition: acquire IT products and ser-
vices validly;

e Performance: ensure IT performs well when-
ever required;

» Conformance: ensure IT conforms with for-
mal rules;

e Human behavior: ensure IT respects hu-
man factors.

Return to Summary
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1.5 Key Elements of IT Governance

To accomplish the effective delivery of IT solu-
tions, an organization needs to have some key IT
governance elements in place. These elements
are described next.

1.5.1 IT Strategy and Planning

IT Strategy represents the mutual alignment
that is supposed to exist between business’
and IT’s strategic objectives. These last ones
should consider the current and future needs
of the business, the current IT capacity to de-
liver services and the requirement of resources
(ISO/IEC, 2008, p. 11). The strategy should inte-
grate a series of factors (existing IT infrastruc-
ture and architecture, investments, delivery
model, available resources, including staff etc.)
into a common approach to support the busi-
ness objectives.
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It is important for the IT auditor to review the
entity’s IT strategic plans in order to assess the
extent to which IT governance mechanisms have
been embedded on the corporate decision-mak-
ing process in regard to making IT-related deci-
sions and defining the IT strategy itself.

1.5.2 Organizational Structures,
Standards, Policies and Processes

Organizational structures are a key element of
IT governance in articulating the roles of the
various management and governance bodies
across the business and decision-making pro-
cess. They should assign clearly defined del-
egation of duties regarding decision-making
and performance evaluation and monitoring.
Organizational structures must also be sup-
ported by appropriate standards, policies and
procedures, which should enhance the organi-
zation’s decision-making capacity.

Organizational structures are influenced by
the stakeholders, i.e. all groups, organizations,
members or systems who affect or can be af-
fected by an organization’s actions. Examples of
important external stakeholders for publicorga-
nizations include the Parliament, the Congress,
other Government entities and the citizens.

A WGITA Guide for Supreme Audit Institutions

Organizational structures are also influenced by
the users, both internal and external.

Internal users are the business executives, func-
tional departments who own business process-
es and individuals within the organization who
interact with business processes. External users
are the agencies, individuals and others who
use products or services provided by the organi-
zation (for example, other departments, citizens
etc.). Another influence on organizational struc-
tures are the providers, i.e. companies, units or
persons, both internal and external, who pro-
vide services to the organization.

1521 IT Organizational Structure’s
Common Functions

15211 IT Steering Committee

This is the central piece of the organizational
structure. It comprises members of top and se-
nior management and has the responsibility for
reviewing, endorsing and committing funds for
IT investments. The Steering Committee should
be instrumental in devising business decisions
forwhich technology should be provided to sup-
port business investments as well as approving
how to acquire this technology. Investment

Return to Summary
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decisions involving “build vs. buy” solutions are
the responsibility of the IT Steering Committee
generally after suitable recommendations from
designated groups or committees.

A Steering Committee may take on several
forms and responsibilities within the organiza-
tions. It may be a group of senior executives ap-
pointed by the board to ensure that the board
is involved in, and kept informed of, major IT-
related matters and decisions (called Strategy
Committee) or a group of stakeholders and ex-
perts who are accountable for guidance of pro-
grams and projects (ISACA, 2012a, p. 76).

Finally, the Steering Committee plays a critical
role in promoting the necessary buy-in and pro-
viding management support for programs that
entail changes to the organization.

In many public sector organizations, IT Steering
Committee functions are part of the manage-
ment function.

15212 Chief Information Officer (CIO)

A senior person who is responsible for the

management and operation of the organi-
zation’s IT capabilities. In many public sector

Return to Summary

organizations, the functions carried out by
the CIO may be conducted by a group or de-
partment that has the necessary responsibili-
ties, authority and resources.

15.2.2 Standards, Policies and Processes

Standards and policies are adopted by the orga-
nization and approved by senior management.
Policies lay the framework for daily operations
in order to meet the goals set by the governing
body. Polices are supported by procedures and/
or processes that define how the work is to be
accomplished and controlled. These goals are
set by senior management in order to accom-
plish the organization’s mission and at the
same time to comply with regulatory and legal
requirements. Policies and corresponding pro-
cedures need to be communicated to all rele-
vant users in the organization on a periodic ba-
sis. Standards and policies guide the day-to-day
work of the organization. Standards document
a unified way of, for example, coding software;
policies assist in ensuring that the organiza-
tion’s personnel follow a consistent approach
regarding doing their work. For example, a se-
curity policy might require periodic password
change, a human resouce (HR) policy might re-
quire minimum training hours per year etc.
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Some of the key policies that guide the IT gover-
nance include:

15221 Human Resource Policy

The HR policy deals with the hiring, training, job
termination and other organization’s HR func-
tions. It deals with the roles and responsibilities
of the various personnel within the organization
as well as with the definition of the set of skills
and/or training they are required to possess to
carry out their duties. The HR policy is also con-
cerned with the segregation of duties between
the roles and responsibilities it assigns.

15222 Documentation and
Document Retention Policies

Documentation of information systems, appli-
cations, job roles and reporting systems, espe-
cially when periodically updated, is an import-
ant reference point to align IT operations with
business objectives. Appropriate documen-
tation retention policies enable tracking and
managing iterative changes to the organiza-
tion’s information architecture.

A WGITA Guide for Supreme Audit Institutions

15223 Outsourcing Policy

IT outsourcing is most often aimed at allowing
the entity’'s management to concentrate their
efforts on core business activities. The need for
outsourcing may also be driven by the need to
reduce running costs. An outsourcing policy
ensures that proposals for outsourcing opera-
tions, functions, databases and so on are de-
veloped and implemented in a manner that is
beneficial to the organization. The outsourcing
policy may at times be merged with the overall
acquisition policy.

15224 IT Security Policy

This policy establishes the requirements for pro-
tection of information assets, and may refer to
other procedures or tools on how these will be
protected. The policy should be available to all
employees responsible for information security,
including users of business systems who have
a role in safeguarding information (personnel
records, financial data etc.).

Return to Summary
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2. THE EVALUATE-DIRECT-MONITOR CYCLE

ccording to the ISO/IEC 38500:2008
A standard, the establishment of IT gover-
nance on an organization is structured
on a cycle consisting of three core activities aimed

at driving the information technology towards
the fulfilment of the stakeholders’ needs.

These three activities encompass assessing
the current and future use of T, direct the im-
plementation of plans and policies to ensure IT
meets organizational goals and monitor perfor-
mance against plans.

Therefore, the implementation of good IT gover-
nance involves performing these three tasks under
the scope of the different IT governance principles.

The Evaluate-Direct-Monitor cycle and IT governance principles

Leaders must continually assess the current and
future use of IT considering the adopted strategies,
stakeholders’ needs, technological changes, pres-
sures, social and economic trends. From the evalu-
ation of the current situation, changing trends and
future business needs, it is possible to better define
the direction to be taken (ISO/IEC, 2008, p. 7).

After the assessment, the leadership must de-
fine responsibilities and require the implemen-
tation of plans and policies in accordance with
the established direction. These plans will then
determine the flow of investments to projects
and IT operations. This also includes taking
the necessary steps to ensure that changes
are properly planned and managed in order to

Evaluate

Monitor

Responsability

Strategy

Acquisition
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maximize outcomes and minimize interrup-
tions to the business (ISO/IEC, 2008, pp. 7-8).

Leaders must also adequately monitor strate-
gies, plans and projects to ensure that perfor-
mance is in line with business objectives and
expectations. Furthermore, it is also necessary
to monitor compliance with external and regu-
latory obligations (ISO/IEC, 2008, p. 8).

Therefore, the continuous unfolding of this cycle,
based on evaluate, direct and monitor activities,
allows the proper management of resources in
order to support the business’ objectives and the
stakeholders’ needs.

The COBIT 5 framework, which consists of a
set of international best practices in IT gover-
nance and management, also uses a similar
approach. It has a specific domain of IT gover-
nance processes, called EDM (Evaluate, Direct
and Monitor), which includes practices and
activities directed to the evaluation of strate-
gic options in establishing the IT direction and
monitoring the results achieved.

The primary purpose of governance according to
COBIT 5 is to create value for the stakeholders.
Thus, the framework establishes governance
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processes around three axes, interlinked to en-
sure benefits delivery by optimizing the use
of available resources while sustaining accept-
able levels of risk.

To ensure the delivery of benefits it is neces-
sary to “optimise the value contribution to the
business from the business processes, IT services
and IT assets resulting from investments made
by IT at acceptable costs” (ISACA, 2012b, p. 35).
In summary, it is expected that the return aris-
ing from investments made in IT be maximized.
In addition, to do so, it is necessary to establish
activities aiming at assessing IT investments in
order to ensure the prioritization of those that
present the best relationships between their
cost and the benefits they deliver. Still, regardless
of prioritization, it is necessary to ensure that the
organization does not carry out investments in
projects or solutions whose returns do not meet
minimum acceptable levels.

On the other hand, the assurance of resource
optimization, ie. that “adequate and suffi-
cient IT-related capabilities (people, process and
technology) are available to support enterprise
objectives effectively at optimal cost” (ISACA,
2012b, p. 43), is directly linked to the efficien-
cy in management. In this sense, “the current
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climate of cost reduction and budget restriction
has resulted in new norm —there is an expecta-
tion that IT resources should always be used as
efficiently as possible and that steps are taken
to organize these IT resources ready for the next
cycle of growth and new IT developments” (The
National Computing Centre, 2005, p. 4).

Resources available to organizations comprise
both human resources allocated for the exe-
cution of specific functions and financial re-
sources available for investments in assets and
services. In particular, human resources are
considered to be among the main enablers of IT
governance and management due to them be-
ing indispensable for structuring and delivering
services. The degree of success of a governance
strategy is directly related to the ability of the
people within the organization.

Under the financial aspect, it is necessary to
establish processes to manage the financial
activities, covering IT budget, cost and benefits
management, as well as the prioritization of
expenditures in accordance with the adoption
of formal budgeting practices and an organi-
zational cost allocating system. Its goal is to
foster a more effective and efficient use of IT
resources, while also promoting transparency
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and accountability on the cost and value of the
demanded solutions and services. In summary,
the goal is to enable the organization to make
better decisions about the use of IT solutions
and services, necessarily taking into consider-
ation the costs and the available budget.

The establishment of a cost model based on
the IT services definition ensures that the
allocation of costs for services is identifiable,
measurable and predictable, which encourages
a more responsible use of resources, including
those available through service providers. It is
important to be able, through the management
process,tocompare actual costs withthe budgets
so that there is monitoring and reporting and, in
case of deviations, these are identified in a timely
fashion and have their impact assessed.

The process of optimizing risk levels, in turn,
intends to “ensure that the enterprise’s risk ap-
petite and tolerance are understood, articulated
and communicated, and that risk to enterprise
value related to the use of IT is identified and
managed” (ISACA, 2012b, p. 39). In any organi-
zation, this approach favors the achievement
of results, so that mitigation through appro-
priate controls has the potential to ensure
greater effectiveness and efficiency from public
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organizations. Depending on the situation of
the evaluated sector, several measures can be
adopted in order to institutionalize and improve
risk management, as the implementation of a
strategic planning process, active involvement
of senior management with the implementa-
tion of risk management and investment in ed-
ucational and training activities in this area.

In short, strengthening risk management in
public organizations requires the improvement
of internal controls, which, in turn, is a require-
ment for strong corporate governance. Thus,
investing in risk management establishes an
important foundation for governance.

Risk management, however, must be conducted
interdependently with the delivery of benefits
and the optimization of the use of resources, be-
cause these three factors collaborate with each
other to deliver greater value to the organization.
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This interconnection is visible when one realizes
that the implementation of controls to mitigate
risks, for example, consumes resources for its es-
tablishment and may have positive or even neg-
ative impacts on benefits delivery.

Although risks regarding information security
are significantly connected to processes and re-
sources related to IT, these are not the only kind
of IT risk. There are several other types of risks
that may affect the achievement of IT goals
and objectives, such as: project risks; contract-
ing risks; risks related to the availability of staff
and/or funds; market, geopolitical, technologi-
cal and regulatory risks, as well as other factors.
Forinstance, the books “COBIT 5 for Risk” (ISACA,
COBIT 5 for Risk, 2013c) and “Risk Scenarios —
Using COBIT 5 for Risk” (ISACA, 2014, pp. 31-63)
refertoa list of genericIT risks arranged in twen-
ty different categories, showing that they go far
beyond just the information security ones.
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3. RISKS AND CONSEQUENCES

ome of the problems found in IT manage-

ment of governmental organizations de-

rive from the lack of proper IT governance.
Inthis sense, it is possible to identify some com-
mon risks and their associated consequences.

3.1 Exposure to Information
Security Risks

Due to inappropriate Information Security and

Business Continuity Managements, many in-

formation security risks may arise from the ab-

sence of proper structures, processes and poli-

cies, such as:

e misappropriation of assets;

e unauthorized disclosure of information;

e unauthorized access;

» vulnerability to logical and physical attacks;

e information unavailability;
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e« misuse of information;

» noncompliance with personal data laws and
regulations;

» failure to recover from disasters.

Thus, the IT security policy should state the or-
ganizational assets (data, equipment, business
processes) that need protection and define pro-
cedures, tools and physical access controls in
order to properly protect them.

Additionally, it is very important to define, orga-
nize, implement and execute a proper Business
Continuity Management.

3.2 Deficiency in IT Planning

Failure to observe best practices in planning of
IT can lead to:

e acquisitions of or spending in IT projects
that are not priority;
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e approval of IT projects that are not aligned
with the organization’s business needs;

o failure to meet targets set for the IT
department;

e an IT department that does not adequately
support other business areas.

3.3 Lack of an Implemented
Software Process

The absence of implementation of a software
process enables the occurrence of situations
where purchased or developed software do not
meet business needs and/or standards.
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The following situations may occur:

acquisition/development of software that
does not meet the needs of the organiza-
tion’s business area;

acquisition/development of software with-
out quality check;

development of software that is not imple-
mented because it lacks standard quality;

development of software that is incomplete
or not in accordance with specifications;

interruption or non-completion of software
development projects.

Return to Summary
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4. ENABLERS OF IT GOVERNANCE

nablers are factors that, individually or
E collectively, have the ability to influence

the proper functioning of the organiza-
tion’s IT governance.

This guide will describe the seven categories
of enablers described in COBIT 5, as well as
how other relevant publications address the
same concept.

4.1 Principles, Policies and
Frameworks

According to COBIT 5, principles, policies and
frameworks are the means by which gover-
nance decisions (direction setting) are institu-
tionalized and, therefore, they act as integrating
elements between these decisions and man-
agement, i.e. the execution of decisions (ISACA,
2012a, p. 31).

Principles express preferred behavior, set in
order to guide decision-making and, as such,
their implementation must be demanded by
the leaders (ISO/IEC, 2008, p. 6). Thus, all people
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in the organization involved in the planning,
management, operation or use of IT resources
should make decisions and perform actions in
observance of the established principles. The
ISO/IEC 38500:2008 standard defines six prin-
ciples for good corporate governance of IT: re-
sponsibility, strategy, acquisition, performance,
conformance and human behavior.

Among others, examples of the principles of IT
governance are the need for the organization’s
business strategy to take into account the cur-
rent and future IT capabilities, the requirement
that IT complies with applicable laws and reg-
ulations and the need for IT acquisitions to be
made for valid reasons, balancing benefits, op-
portunities, costs and risks (ISO/IEC, 2008, p. 6).

In this context, in order that senior manage-
ment may govern IT to meet institutional needs,
it is necessary to establish a set of principles to
guide the desired behavior in the management
and use of institutional IT. It is noteworthy that,
regarding public organizations, the principles
for IT governance must be aligned with the gen-
eral principles governing public administration
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such as legality, impersonality, morality, publici-
ty and efficiency.

In addition to principles, the use of guidelines is
an important tool to direct the actions of IT man-
agement. They represent a set of more specificin-
structions or directions to achieve a certain goal
and, together with the principles, define basic IT
governance parameters for the organization.

As an illustration of such guidelines, the follow-
ing could be given: the development of IT solu-
tions must meet the standards established by
the organization’s IT sector; preliminary tech-
nical studies regarding the acquisition of IT
solutions must necessarily consider the option
for open source and free solutions; resources
should be allocated primarily for the provision
of the organization’s strategic IT solutions; IT
planning must rely on broad participation of
business areas; and so on.

In order that the principles and guidelines be
observed, it is necessary that these elements
be properly transmitted throughout the organi-
zation. To achieve this, there should be policies
in place that are clear and measurable, giving
directions and driving desired behavior in or-
der to condition the decisions taken within the
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organization (ISO/IEC, 2008, p. 4) . These policies,
by providing a more detailed guidance on how to
put principles into practice, end up influencing
how decision-making aligns with the principles.

The governance framework, in turn, should pro-
vide structure, guidance and tools that enable
the appropriate governance and management
of IT. Indeed, the set of structuring mechanisms
(principles, policies, processes, controls etc.) re-
garding IT governance that a particular institu-
tion intends to implement is that organization’s
specific governance framework.

Moreover, there are generic frameworks, such
as the already mentioned COBIT 5 or the
Information Technology Infrastructure Library
(ITIL) that can support public organizations in
the task of implementing processes and prac-
tices of IT governance, ultimately helping them
in the process of building their own governance
frameworks.

It is certain that every organization is free to de-
fine how their specific corporate framework will
be structured. Nevertheless, they should ana-
lyze and articulate their IT governance require-
ments in order to put in place and maintain ef-
fective enabling structures, principles, policies,

Return to Summary
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guidelines, processes and practices, with clar-
ity of responsibilities and enough authority to
achieve the enterprise’s mission, goals and ob-
jectives (ISACA, 2012b, p. 31).

With regard to IT governance, it is recommend-
ed that agencies and entities of the public ad-
ministration establish at least one main policy
that provides detailed guidance on how to put
principles and guidelines into practice in order
to guide the direction of IT within the institu-
tional framework. This instrument is called IT
Governance Policy (ITGP). For it to reach and be
mandatory to all people in the organization, it
must be formally approved by senior manage-
ment, be easily, instantly and continually acces-
sible to everyone and have its content widely
spread and reinforced from time to time. It
should also be required that the ITGP be period-
ically revised to suit the changes that occur in
every organization over time.

In addition to establishing principles and guide-
lines, the ITGP should clarify who is responsible
for each of the several activities related to IT
governance in the organization, such as senior
management, committees, IT managers and
the IT and internal audit departments. Thus, it is
expected that this policy sets, for example, who
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is responsible for the preparation of IT plans, for
monitoring the implementation of these plans,
for overseeing and monitoring IT performance,
for assessing IT risks that may have impact on
the organization’s business, among other re-
sponsibilities. Put another way, the ITGP should
clearly establish the roles and responsibilities of
each stakeholder in the governance of IT.

4.2 Processes

In the context of governance and IT manage-
ment, the term process is used to describe an
organized set of practices and activities to
achieve certain goals and produce a set of out-
puts in order to support the achievement of IT
goals of an organization (ISACA, 20123, p. 27).

COBIT 5 establishes a set of 37 processes, five
of which are related to IT governance and 32
linked to the management of IT processes. IT
governance processes deal with processes asso-
ciated with delivering value and optimization of
risk and resource objectives, and include prac-
tices and activities directed to the evaluation of
strategic options, providing direction and moni-
toring of results. In turn, management process-
es include responsibilities related to planning,
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implementation, execution and monitoring of
the activities performed by the IT industry orga-
nization (ISACA, 2012b, pp. 23-24).

In public administration, there is not a unique
set of processes and practices that must be im-
plemented by all organizations, because of the
diversity of institutions. Organization’s strategic
importance tothe state, size of the institution, in-
dustry expertise, resources and funding available
for investment in IT, IT goals and business matu-
rity in IT governance, level of acceptable risks etc,
are all factors that influence the ability to imple-
ment processes. Thus, it is reasonable to expect
that organizations that are larger, more complex
and more dependent on IT plan to implement
more processes and practices than smaller and
simpler institutions. However, regardless of the
number of processes, all of them should be able
to properly govern and manage their own IT in
accordance with their goals and needs.

Considering this, every public organization
should take into account their own specific situ-
ation to select the processes of governance and
management of IT they will implement. As a
consequence, it is not recommended that every
public institution deploy and manage with the
same degree of depth all 37 processes and 210
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practices defined within the COBIT 5, for exam-
ple, since they would be at risk of wasting re-
sources deploying processes that may not gen-
erate clear benefits to the organization.

4.3 Organizational Structures

Organizational structures play a key role in de-
cision-making in any organization. They are
composed of stakeholders, each with their own
roles and interests. Levels of authority for these
structures, defined for decision-making and
other activities they perform, are established by
organizational policies, such as the ITGP.

The decisions taken within the organization
that guide the actions of management and IT
are critical for good IT governance. Important is-
sues related to resource allocation or to invest-
ment and prioritization of IT projects are typi-
cally decided by organizational structures, such
as the senior management and the IT commit-
tee. Other governance structures, such as the IT
department, the internal audit department, the
area responsible for risk management (corpo-
rate or IT) and the office of IT projects play an
important role in producing information that
will be used by the final decision-makers.

Return to Summary
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To operate properly, it is recommended to define
a set of rules that describes the modus operandi
of each structure. For example, the definition of
its mandate and competencies, responsibilities
of each role contained in the structure, the pos-
sibility of delegation of powers, the frequency
of meetings, and the situations in which the de-
cision must be escalated to a higher authority.
For these rules to be observed within the public
administration, it is recommended that they be
consolidated in a single formal document that
describes the organization and operation of
these structures, such as by laws.

There are several organizational structures that
relate and enable governance and IT manage-
ment in an institution, and their relations, in
order to reflect business needs and IT priori-
ties. This is the object of management practice
APO01.01 - Define the organizational struc-
ture (ISACA, 2012b, p. 52). The choice of which
structures will be adopted is the responsibility
of each organization, depending on its context,
available resources and needs.

In any case, whatever the organizational struc-
tures chosen by the institution, itis necessary that
top management ensure the allocation of the
necessary resources (both human and financial)
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to the components of these structures for them
to perform their duties adequately. Otherwise,
there is the risk that organizational structures
are only formally defined, but do not have their
members effectively meeting and deliberating on
governance and IT management issues.

4.4 Culture, Ethics and Behavior

The implementation and improvement of IT
governance institutions depend on the appli-
cation of good practices related to the theme,
however it is still not enough if the only trans-
formations are of technological nature. It is nec-
essary that people, whether members of senior
management, managers or belonging to oper-
ational IT sectors, be committed to the chang-
es implemented through the adoption of new
policies, processes and practices related to the
management and use of IT. Thus, one can say
that the human component is a critical success
factor for IT governance.

Indeed, culture, ethics, and behavior relate to
the set of individual and collective behaviors
in an organization, and should be taken into
consideration in the formulation of the princi-
ples that will drive the use and management
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of IT. These principles are usually communicat-
ed through corporate policies, which can also
come to establish the consequences resulting
from non-compliance with the expected ethi-
cal conduct.

This enabler is an important aspect of IT gover-
nance so that other mechanisms can adequate-
ly fulfill their functions. IT processes, although
well defined, may not achieve the expected re-
sults if the stakeholders are not effectively en-
gaged in performing process activities as they
were planned. Likewise, the effectiveness of or-
ganizational structures on improving the gover-
nance and management of IT depends on the
proper implementation of the decisions they
make, which cannot occur if people in charge
are not sufficiently motivated or committed to
the organization.

Toillustrate how cultural aspects influence IT
governance in an institution, it is possible to
mention some examples: IT committees not
deliberating on strategic issues of IT, because
their members are more interested in pow-
er struggles and end up discussing issues
of little relevance; influential people in the
organization effectively determine the prior-
itization of IT projects without following the
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previously defined criteria for prioritization;
senior management who do not monitor
IT’s performance indicators and do not make
decisions concerning IT, considering that IT
concerns exclusively to the IT department,
not to them.

Therefore, it is understood that efforts related to
the governance and management of IT cannot
be effective if people’s involvement is not deep
enough to bring about the required changes. It
is necessary that senior management set the
expected behaviors and track their adoption by
the rest of the organization.

Accordingly, campaigns should be adopted
to raise awareness, such as workshops and
training for the people responsible for making
decisions and for enforcing compliance with
policies, plans and practices. IT professionals
have the understanding that engagement of
everyone in improving the governance of IT in
the organization is an essential component
forachieving the business objectives and thus
to fulfill the institutional mission. In COBIT 5,
the fourth activity within the management
practice APO07.03 - Maintain the skills and
competencies of personnel - recommends the
improvement of behavior skills as part of the
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training activities of staff within the organi-
zation (ISACA, 2012b, p. 85).

Another good practice related to the cultural
component consists of leaders responsible for
IT governance adopting the behavior to be fol-
lowed by others in the organization, thus exert-
ing leadership by example. This is an effective
way to convey the values and principles of gov-
ernance established in the corporate policies
(e.g. ITGP and code of ethics).

4.5 People, Skills and
Competencies

People are the most important asset of an orga-
nization. They are the ones that, by using their
skills and expertise, perform a set of activities
that aim to meet the business needs, in order to
comply with the institutional mission.

With regard to IT governance, people, skills and
competencies are required for correct deci-
sion-making. To achieve roles that are properly
performed within organizational structures
as well as for the processes of governance
and management of IT to be run successful-
ly, it is necessary that the people involved be
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adequately qualified, equipped with the techni-
cal and behavioral skills required for the work.

Therefore, it is important that public institutions
conduct the management of their human re-
sources in order to make sure that those respon-
sible for the actions of governance and IT man-
agement are committed and sufficiently skilled
to perform their functions. On this subject, COBIT
5 defines the process APO07 - Manage Human
Resources, related to the maintenance of appro-
priate personnel, planning and monitoring of the
use of IT human resources and business activi-
ties, among others (ISACA, 2012b, pp. 83-84).

In this context, it is recommended that the
agencies and entities of the public administra-
tion periodically survey the skills and compe-
tencies needed to perform the attributions of
the personnel, including those not related to IT.
Based on this survey, it is possible to plan the
strategy for obtaining the knowledge that the
institution is in lack of, whether through train-
ing actions or by recruitment.

Besides the aspect of professional qualifica-
tion, public institutions need to have personnel
in quantities compatible with the implemen-
tation of actions related to the governance
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and management of IT in the organization.
Therefore, it is necessary to carry out prelimi-
nary studies that can support any internal rede-
ployment of staff to allocate these functions or
even justify hiring outside personnel.

4.6 Information

Information is pervasive throughout any orga-
nization and includes all information produced
and used by the enterprise (ISACA, 2012a, p. 27).
Information is the key element that connects all
people, business processes, organizational units
and everything needed in the process of value
creation inside and outside an organization.

According to the Taking Governance Forward
view, information is an enabler for enterprise
governance. Governance needs to ensure not
only information is available to the enterprise
but also for the governance body itself. Thus,
a governance system must have as a primary
concern to establish proper information flow
throughout the organization.

In the information cycle, business process-
es generate and process data, transforming
them into information and knowledge, and
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ultimately generating value for the enterprise
(ISACA, 2012a, p. 81).

Information is used at both management and
governance levels. Managers must monitor us-
ing measurement systems properly, as well as
need to receive information to fulfill their re-
sponsibilities and commitments (ISO/IEC, 2008,
pp. 8-9). Governance uses information for eval-
uating, directing and monitoring the enterprise.

Hence, it is recommended that agencies and
public organizations establish robust informa-
tion systems to provide effective information to
their stakeholders. COBIT 5 means effective as in
the appropriate amount, relevant, understand-
able, interpretable and objective. Other criteria
as efficiency, integrity, reliability, availability, con-
fidentiality and compliance must also be consid-
ered as governance goals related to information.

4.7 Services, Infrastructure
and Applications

Services, infrastructure and applications in-
clude the technology that provide the enter-
prise with the capability to process the infor-
mation required to run the business. At the very
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end, these technical elements are the building
blocks in which an IT organization relies on to
deliver value to the enterprise.

Thus, inadequate IT systems may expose organi-
zations to unwanted risks and negatively influ-
ence business performance. In the other hand,
good IT services improve business capabilities as
well as enable exploration of new opportunities.

In terms of governance, services are required,
supported by applications and infrastructure

to provide the governance body with adequate
information and to support the governance
activities of evaluating, setting direction and
monitoring (ISACA, 20123, p. 31).

A definition of an enterprise architecture that
include business processes, information mod-
els, applications and infrastructure is essential
to any organization. IT governance must take
into consideration the most appropriate archi-
tecture viewpoints to meet the needs of differ-
ent stakeholders (ISACA, 2012a, p. 86).
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ithout a sound idea of how to effectively utilize IT resources, an orga-
nization risks wasting money and, more importantly, failing to meet its
overall business objectives. Good IT governance implementation will in-
crease the likelihood of success and will ensure that limited IT resources
are well utilized.

Thus, auditors need to ensure that the audited entity has an effective IT
governance framework in place. However, they need to keep in mind both the size of the organi-
zation and its mission. Large organizations should have most of the key elements in place. Audits
in smaller organizations or audits of organizations whose mission is not as complex, in turn, may
exclude from the evaluation some details of key elements.

Next sections describe four evaluation techniques that could be used by organizations in the public
sector to assess properly IT governance, considering the targeted profile of the organization.
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1. AUDITING INDIVIDUAL ORGANIZATIONS

1.1 Introduction

In today's environment, organizations are
practically unable to accomplish their mission
without utilizing IT. Furthermore, there is an
increasing demand to a more efficient use of
the limited revenue that organizations have to
manage their business operations. Salary and
fixed costs, such as rent, equipment etc., make
increasing demands on limited resources.

Thus, IT resources are constantly competing with
other requirements, making the case for an ever
more efficient and focused use of the resources
allocated for IT. In this sense, good IT governance
can go a long way in ensuring that appropriate
value is gained from the existing and future IT in-
frastructure, processes and other resources.

1.2 Role of the IT Auditor

The role of the IT auditor, when looking at IT
governance in an organization with a focus on
projects, is to understand the management

framework in place. He should ask questions
like: Are projects selected, controlled and eval-
uated in an effective and comprehensive way to
warrant business goals are met ? Additionally,
does the framework impose periodic analysis
and revision of the controls?

Additionally, his role in providing assurance to
management regarding IT issues is also very
important. Technical concerns that cannot be
verified by management, like business continu-
ity, operational costs, IT investments’ ROls, qual-
ity and reliability are common topics of inter-
est. Ensuring that IT is aligned to the business
needs and investigating IT risks on the business
are also major activities that can be carried out
by the IT auditor.

1.3 Internal Control

Internal control is the process of introducing and
implementing a system of measures and proce-
dures to determine whether the organization’s
activities are and remain consistent with the
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approved plans and contribute to the overall ob-
jectives of the organization. If required, necessary
corrective measures are taken so that the policy
objectives can be achieved. Internal control keeps
the IT system on course. Internal controls include
risk management, compliance with internal pro-
cedures and instructions and with external legis-
lation and regulations, periodic and ad hoc man-
agement reports, progress checks and revision of
plans and audits, evaluations and monitoring.

1.3.1 Risk Management

The management of IT risks should form an in-
tegral part of the company’s risk management
strategy and policies. Risk management involves
identification of risks concerning existing appli-
cations and IT infrastructures, and continuous
management, including an annual / periodic
review and update by the management of the
risks and monitoring of mitigation strategies.

1.3.2 Compliance Mechanism

Organizations need to have a compliance mecha-
nism that ensures that all the policies and associ-
ated procedures are being followed. Basically, it is
the organization’s culture which makes all the em-
ployees sensitive about all non-compliance issues.
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The compliance supporting mechanism may also
include the quality assurance group, security staff,
automated tools, etc. A report of non-compliance
should be reviewed by appropriate management
and serious or repeated non-compliance issues
must be dealt with. Management may choose to
deal with non-compliance with refresher train-
ing, modified procedures, or even an escalating
retribution procedure depending on the nature of
the non-compliance (security violations, missing
mandatory training etc.).

Independent assurance, in the form of internal
or external audits (or reviews) can provide time-
ly feedback about compliance of IT with the or-
ganization’s policies, standards, procedures, and
overall objectives. These audits must be per-
formed in an unbiased and objective manner,
so that the managers are provided with a fair
assessment of the IT project being audited.

1.4 Investment Decisions
(Development / Acquisition
of Solutions)

IT governance should provide business users with
solutions to their new or modified requirements.
These can be accomplished by the IT department




GET.IT | Governance Evaluation Techniques for Information Technology

through either developing (building) new soft-
ware or systems or acquiring these from vendors
on a cost-effective basis. In order to achieve these
successfully, best practices typically require a
disciplined approach where requirements are
identified, analyzed, prioritized and approved, a
cost-benefit analysis conducted among compet-
ing solutions and the optimum solution selected
(for example, one which balances cost and risk).

1.5 IT Operations

IT operations is typically the day-to-day running
of the IT infrastructure to support business
needs. Properly managed IT operations make
it possible to identify bottlenecks and plan for
anticipated capacity changes (additional hard-
ware, or network resources), measures per-
formance to ensure it meets the agreed-upon
needs of the business owners, and provides
help desk and incident management support to
the users of IT resources.

1.6 People and Resources

It is recommended that management ensure
through regular assessments that sufficient
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resources are allocated to IT for meeting the
needs of the organization, according to agreed
priorities and budget constraints. Furthermore,
the human aspect should be respected by
the policies, practices and IT decisions, which
should consider the current and future needs
of process participants. Governance manage-
ment should regularly assess whether or not
resources are being used and prioritized as the
business objectives demand.

1.7 Planning IT Governance
with Success in Mind

Since IT governance is a continuous process,
planningis a very important step to make it suc-
ceed. During planning, many factors are major
contributors to its success and, as such, should
be closely watched:

» Control requirements need to be coordinat-
ed between the IT and the business in order
to assure that approaching governance is
comprehensive of the whole organization.
It is beneficial to have a committee in place
to set, agree and monitor the directions and
policies. While IT needs toadapta model that
applies on all of its units. It is very important

Return to Summary
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that the scope of IT governance is commu-
nicated and approved by top management;

e Boththe business and the IT in the organiza-
tion need to define and agree on the base for
responsibilities and accountabilities. IT gov-
ernance needs the commitment of the high
management and this will also need a high
level direction to mandate the organization;

e Due to the complexity of IT governance, a
clear and comprehensive framework needs
to be developed or adopted. The framework
needs to include all IT processes and their
respective controls. Additionally, to make
IT governance more relevant, it needs to be
linked to the corporate governance;

e IT governance needs to be promoted in
the organization by means of awareness
campaigns and clear
Incentives to complying with IT governance

communications.

is also a possible way to motivate a positive
culture in the organization;

e Work to promote the IT function of the or-
ganization as a familiar trusted professional
service provider. This helps to better inte-
grate IT and business to promote more trust;
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o Create an IT performance measurement
framework/process in order to monitor the
success of goals, objectives and projects;

» Monitor financial gains or savings that re-
sult from the implementation of IT gover-
nance. This will help get more support from
management for other related initiatives;

e It is likely that there will be opportunities
to make financial savings as a consequence
of implementing improved IT governance.
These will help to gain support for improve-
ment initiatives.

1.8 Auditing a Large Entity

The WGITA Handbook on IT Audit described
some of the risks and organization faces if
they do not have a well-defined IT governance
implementation. As an IT Auditor, we need to
look at whether they have addressed those
risks. Luckily, for us, the risks are effectively
managed if the key elements of IT governance
are in place. Thus, we will focus our audit ob-
jectives on the key elements and create a line
of audit or question to satisfy us of their ap-
proach to IT governance.
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1.8.1 Audit Objective (1) Business
Needs Identification, Direction
and Monitoring

Assess whether the organization’s leadership
effectively directs, evaluates and monitors IT
use in the organization in order to fulfill the or-
ganization’s mission.

Related Audit Issues:

e Defining IT requirements: How does the
organization identify and approve business
and IT requirements?

o Leadership: How does the leadership di-
rect and monitor the performance of busi-
ness and IT objectives on a periodic basis?

e IT investments: How does the organiza-
tion manage IT investments?

1.8.2 Audit Objective (2) IT Strategy

Confirm whether there is an IT strategy in
place, including an IT plan and the process-
es for the strategy’s development, approval,
implementation and maintenance, which
are aligned with the organization’s strategies
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and objectives. The risks and resources while
accomplishing IT objectives are effectively
managed.

Related Audit Issues:

e Quality of IT strategy: Does the organiza-
tion have an IT Strategy that serves to guide
its IT functions?

e Risk management: How does the organi-
zation manage its risks?

1.8.3 Audit Objective (3) Organizational
Structures, Policy and Procedures

Ensure that there are organizational struc-
tures, policy, and procedures in place that en-
able the organization to meet its mandate for
business goals.

Related Audit Issues:
e Organizational structures: Does the struc-
ture of the IT Organization enable it to meet

its IT Goals and business needs?

e Policy and procedures: Has the organiza-
tion approved and is it using appropriate

Return to Summary
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policies and procedures to guide its busi-
ness and IT operations?

1.8.4 Audit Objective (4) People
and Resources

To assess whether sufficiently qualified/trained
personnel are employed and that they have ac-
cess to suitable resources that enable the orga-
nization to meet its business goals.

Related Audit Issues:

e HR and logistics: How does the organiza-
tion deal with meeting current and future
people and resource requirements?

1.8.5 Audit Objective (5) Risk Assessment
and Compliance Mechanisms

To assess whether the organization has a risk
assessment and compliance mechanism that en-
able them to take corrective action as necessary.
Related Audit Issues:

e Risk Assessment: How does the organiza-

tion identify, prioritize, and manage risks
with respect to IT?
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e Compliance mechanism: How does the
organization ensure that it has an ade-
quate and working compliance mecha-
nism to ensure all policies and procedures
are being followed?

1.9 Auditing a
Smaller Entity

Smallerentitiesmaynothavealloftheresourc-
es to implement all aspects of IT Governance
as a larger organization. Nevertheless, they do
have resources constraints and must strive
to ensure that IT resources are effectively
identified, managed and utilized. Since this
is a smaller organization, many of the pol-
icies may be missing and personnel made
are aware of operating procedures in group
meeting or emails. Furthermore, since the IT
group is relatively small, individuals might be
responsible for more than one function (se-
curity and risk officer, for example) and thus
they may not be organized in a manner that
the auditor is generally expecting. The audit
objectives listed below are just one example
of how the auditor can tailor the audit to a
smaller entity.
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1.9.1 Audit Objective (1) Business
Needs Identification, Direction
and Monitoring

Assess whether the organization’s leadership
effectively directs, evaluates and monitors IT
use in the organization in order to fulfill the or-
ganization’s mission.

Related Audit Issues:

e Defining IT requirements: Apart from the
IT Group, who in the organization is involved
in identifying business and IT requirements?

e Leadership: Whom does the IT group re-
port to as it implements and operates the IT
environment?

e IT investments: Is the IT group able to justi-
fy its IT expenditures and resources?

1.9.2 Audit Objective (2) IT Strategy

Confirm whether there is an IT strategy in
place, including an IT plan and the process-
es for the strategy’s development, approval,
implementation and maintenance, which
is aligned with the organization’s strategies
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and objectives. The risks and resources while
accomplishing IT objectives are effectively
managed.

Related Audit Issues:

o IT strategy: What is the overall vision of the
IT group as it operates the IT infrastructure?

e Future: Is the IT group aware of what the
business users want from them in the next
two years?

1.9.3 Audit Objective (3) Organizational
Structures, Policy and Procedures

Ensure that there are organizational struc-
tures, policy, and procedures in place that en-
able the organization to meet its mandate for
business goals.

Related Audit Issues:

e Organizational structures: Are members of
the IT group aware of their roles and respon-
sibilities with respect to IT? Are the business
users aware of whom to contact in the IT de-
partment on issues related to security, oper-
ations, new functionality etc.?
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e Policy and procedures: How does the IT
group disseminate new information to the
business users? How do they ensure that
their own internal (IT Personnel) are aware
of the new procedures or guidelines with
respect to IT?

1.9.4 Audit Objective (4) People
and Resources

To assess whether sufficiently qualified/
trained personnel are employed and that they
have access to suitable resources that enable
the organization to meet its business goals.

Related Audit Issues:

e HR and logistics: Are personnel in the IT
group sufficiently qualified, periodical-
ly trained, and updated regarding new or
emerging IT issues?

1.9.5 Audit Objective (5) Risk Assessment
and Compliance Mechanisms

To assess whether the organization has a
risk assessment and compliance mechanism
that enable them to take corrective action as
necessary.
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Related Audit Issues:

e Risk assessment: What risk assessments
has the IT group conducted and what ac-
tions have been taken as a result?

1.10 IT governance and
Performance Measurement

There is no doubt that a practical and effec-
tive way to measure IT performance is an es-
sential part of any IT governance program,
just as transparency and reliability of finan-
cial results is a corporate governance neces-
sity. Performance management is important
because it verifies the achievement of stra-
tegic IT objectives and provides for a review
of IT performance and the contribution of IT
to the business (i.e. delivery of promised busi-
ness value). It is also important in providing
a transparent assessment of IT's capability
and an early warning system for risks and pit-
falls that might otherwise have been missed.
Performance measurement provides trans-
parency of IT related costs, which increasingly
account for a very significant proportion of
most organizations’ operating expenses.
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The value of good IT systems is that they can
improve the economy, efficiency and effec-
tiveness of existing programs and contribute
to better public services. IT systems can be an
efficient and effective program delivery mecha-
nism. They have the potential to deliver existing
services at reduced cost and to provide a range
of additional services, including program per-
formance information, with greater efficiency,
security, and control than is available in manu-
al systems. However, IT systems also have the
potential to result in major systemic errors with
a resultant greater impact on agency perfor-
mance than would be possible if manual sys-
tems are used.

The approach to performance auditing in an IT
environment should involve the following inter-
related processes:

e obtain an understanding of the auditees’ IT
systems and determine their significance for
the performance audit objective;

 identify the extent of IT systems auditing re-
quired to achieve the performance audit ob-
jective (e.g. audit of IT-investment processes
and their links to business strategies, audit of
systems development; audit of environment
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and applications controls) and employ spe-
cialist information system/IT auditors to un-
dertake the task; and

« develop and use, when appropriate, comput-
er-assisted audit techniques to facilitate the
audit.

A performance audit in an IT environment
should:

» assess whether the IT systems enhance the
economy, efficiency, and effectiveness of the
program’s objectives and its management,
especially in relation to program planning,
execution, monitoring, and feedback;

» determine whether system outputs meet
established quality, service and cost delivery
parameters;

» identify any deficiencies in information sys-
tems and IT controls and the resultant effect
on the efficiency, economy, and effectiveness
of performance;

e compare the IT system development and

maintenance practices of the auditee to lead-
ing practices and standards; and

Return to Summary
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e comparethe T strategic planning, risk manage-
ment, and project management practices of
the auditee to leading practices and standards
including corporate governance practices.

1.11 Performance Aspects of
Auditing in an IT Environment

In many cases, the most important issue of the
audit is to establish whether the IT system has
enhanced the efficiency with which the auditee
manages its programs and whether the IT sys-
tem has beneficial results for the stakeholders.

The auditor may also be expected to assess if
the IT systems have facilitated improved pro-
gram management. Some areas to be consid-
ered include:

e The IT investment process: especially the
auditee’s innovation system for creating,
processing and deciding on IT investment
proposals — linkage to business strategy,
management and planning processes;

e T should support the objectives and busi-

ness strategy of the auditee and, therefore,
is an integral part of its operations;
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» IT operations require highly qualified staff;

» The contribution of IT to operations is mea-
sured in operational efficiency terms;

* The benefits of IT may not be realized with-
out appropriate changes;

* Normal value for money measures may be
more difficult to apply. In addition to assess-
ing whether the auditee’s IT systems repre-
sent value for money, the performance audi-
tor may also be expected to measure if the IT
environment has contributed to transparen-
¢y, accountability, and good governance.

The audit may also contain IT issues that are
more specialized, i.e. IT system development
and operational management.

1.12 Performance Auditing Involving
IT System Development

A performance audit involving IT systems devel-
opment should determine if the audited entity:

e has the appropriate executive approval for
the development of the IT system, i.e, that
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IT management fits in the corporate gover-
nance of the auditee;

has appropriate project management pro-
cesses in place to manage the project;

has met required targets of time, cost, sys-
tem function, and value for money;

uses an appropriate system development
methodology; and

has processes in place, including the involve-
ment of internal auditors, to ensure that the
new system includes all the necessary controls
and audit trails, and is likely to meet the re-
quirements of the auditee and its stakeholders.

1.13 Performance Auditing Involving

Operational IT Systems
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in the overall corporate governance of the
auditee;

risk management practices in relation to IT;

IT system design, development, and mainte-
nance controls;

compliance with standards, including exter-
nal standards;

application controls;

processing controls, including audit trails;
business continuity arrangements;

data integrity, including sampling of data
(possibly using computer-assisted audit

techniques);

access controls and the physical and logical

The following list contains some of the more
important concerns that the auditor would be
expected to consider and should be modified as
required for the specific entity being audited: » controls as asafeguard against illegal software;

security of networks and computers, includ-
ing Internet firewalls;

e the strategic and operational management < performance management and measure-
of IT, including assurance that IT is included ment; and

Return to Summary
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e otherissues that arise during the audit.

In making the assessment the auditor may:

« review files and other documents relevant
to the development and operation of the IT
systems;

interview the Auditor General and key staff
members;

INTOSAI | Working Group on IT Audit

use an appropriate software package to test
the central and networked computing sys-
tem controls; and

test a sample of transactions (potential
for using computer-assisted audit tech-
niques) to validate the systems and rele-
vant controls.
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2. STATE-LEVEL / PERFORMANCE AUDITING

2.1 Introduction

Supreme Audit Institutions (SAls) audit the ac-
tivities of the government, its administrative au-
thorities and other subordinate institutions. SAls
form part of an overall legal and constitutional
system within their respective countries, and are
accountable to various parties, including legisla-
tive bodies and the public. SAls are also respon-
sible for planning and conducting the scope of
their work and using proper methodologies and
standards to ensure that they promote account-
ability and transparency over public activities,
meet their legal mandate and fulfil their respon-
sibilities in a complete and objective manner. The
concept of accountability refers to the legal and
reporting framework, organizational structure,
strategy, procedures and actions to help ensure
that SAls report on the regularity and the effi-
ciency of the use of public funds to the legisla-
tive body (Parliament). As the Lima Declaration
states “SAl shall be empowered and required by
the Constitution to report its findings annually
and independently to Parliament or any other re-
sponsible public body”.

For the purpose of this chapter, the terms
state-level auditing and performance auditing
will refer to the same concept. According to the
guidance provided by INTOSAI performance
auditing is mainly concerned with the econo-
my, efficiency and effectiveness of government
programs.

Moreover, SAls may carry out audits or other
engagements on any subject of relevance to
the responsibilities of management and those
charged with governance and the appropriate
use of public resources. These engagements
may include reporting on the internal control
standards. In the case of the extensive use of
information systems in all public organizations,
information technology (IT) controls have be-
come increasingly important.

Furthermore, to serve as a credible voice for
beneficial change, it is important that SAls have
a good understanding of developments in the
wider public sector and undertake a meaningful
dialogue with stakeholders about how the SAl's
work can facilitate improvement in the public
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sector. Consequently, IS performance auditing
may be started on the grounds of audit results
of IS general controls and application controls.
Special report on internal controls in public sec-
tor also can be prepared to the legislative body
(Parliament). Those reports usually includes
chapters on IT controls in the public sector.

The important point to consider when conduct-
ing state-level / performance audits is the assur-
ance professional’s ability to gather adequate
knowledge about how government / state ma-
chinery works. This is critical when planning to
assess any government program.

2.2 State-level IT
Assurance Framework

As the Lima Declaration states “Audit is not
an end in itself but an indispensable part of
a regulatory system whose aim is to reveal
deviations from accepted standards and vio-
lations of the principles of legality, efficiency,
effectiveness and economy of financial man-
agement early enough to make it possible to
take corrective action in individual cases, to
make those accountable accept responsibili-
ty, to obtain compensation, or to take steps to
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prevent--or at least render more difficult--such
breaches”. Hence, any audit should be a part of
wider assurance framework.

As described in COBIT 5 for Assurance (ISACA,
2013d), an important component of IT assurance
framework is three-party relationship involving
an accountable party for the subject matter, an
assurance professional and an intended user:

e Anaccountable party is the individual, group
or entity (auditee), usually involving manage-
ment, that is ultimately responsible for sub-
ject matter, process or scope. An assurance
engagement involves two other parties;

e Depending on the circumstances, the user
could include a variety of stakeholders, such
as shareholders, creditors, customers, the
board of directors, the audit committee, leg-
islators or regulators. For some types of as-
surance activities, the auditee and the user
can be identical, e.g., IT management;

e The assurance professional (auditor) is the
person who has overall responsibility for the
performance of the assurance engagement
and for the issuance of the report on the
subject matter.
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Within the context of the public sector, the
roles of the three-party components can be
mapped as follows:

e An accountable party: in the most of the
countries should be the Government;

e The wuser: should be the
body (Parliament), citizens
stakeholders;

legislative
and other

e The assurance professional (auditor): is
the SAl or the Auditor General.

The processes comprised in the Monitor,
Evaluate and Assess (MEA) domain of COBIT
5 can be regarded as the core assurance pro-
cesses. More specifically, the MEAO2 process
is dedicated to monitoring, evaluation and as-
sessment of internal control.

2.3 Public Sector’s Perspective
of IT Governance

Matters of corporate governance are shared
among the board, senior management and
the audit function. Worldwide, public sector
organizations employ a variety of governance
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structures that are based on the underlying
principles of accountability and transparen-
cy. The role of IT governance as a means of
demonstrating these principles in terms of
government investment in IT should be in-
vestigated with the aim of ensuring effective
e-governance and service delivery. As IT gover-
nance does not function separately from the
corporate governance processes of an orga-
nization, a credible and effective governance
system has to take the relationships among
the participants in the process into account.
Within the context of the public sector, the role
of the board of directors / executive authori-
ty, senior management and the audit function
can be briefly explained as follows.

2.3.1 Board of Directors /
Executive Authority

The responsibility of the board of directors
/ executive authority is to oversee and direct
the management of the organization. This
is the highest level of an organization’s deci-
sion-making structure. Their commitment to
the fostering of good governance principles in
the organization ensures ethical behavior and
a culture of compliance with the rules and reg-
ulations of the organization.
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2.3.2 Senior / Executive Management

Senior / executive managers play a critical
role in ensuring that their organization’s IT
governance system and related processes
are effective and demonstrate the ethics of
the organization and a culture of compliance
with business and IT processes. Management
thus sets an example that employees can em-
ulate in the way they act and do their work.
The International Auditing Standards refer to
this level of management as “those that are
charged with governance”.

2.3.3 Audit Function

According to Richard Brisebois, Greg Boyd and
Ziad Shadid from SAl Canada, the role of the
IS auditor with regard to IT governance is de-
scribed as follows (Brisebois, Boyd & Shadid):

e To provide assurance and recommendations
with regard to the establishment of effective
IT governance performance metrics;

e To promote and elevate the need for IT gov-
ernance and the establishment of process-
es to the highest decision-making level in
an organization;
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» To play an advocacy role in promoting various
IT governance strategies to ensure that man-
agement is informed about the problems,
risks and rewards that arise from the use of IT.

In the WGITA — IDI Handbook on IT Audit for
Supreme Audit Institutions, IT governance is de-
scribed as follows (INTOSAI, 2014):

..the overall framework that guides IT op-
erations in an organization to ensure that
it meets the needs of the business today
and that it incorporates plans for future
needs and growth. It is also an integral part
of the enterprise governance, and compris-
es the organizational leadership, institu-
tional structures and processes, and other
mechanismes (i.e. reporting & feedback, en-
forcement, resources etc.) that ensure that
IT systems sustain organizational goals
and strategy while balancing risks and ef-
fectively managing resources.

2.4 IT Governance
Assessment Process

As mentioned above, IT governance assessment
process at state level can be done in three steps:
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2.4.1 Evaluation of Public Entities
Internal Control

Is auditors perform their own proprietary
evaluations of IT internal control at institu-
tional level. In such cases not only legal com-
pliance is examined, but specific to institu-
tion audit approach is used which is based on
risk assessment, when the critical IT process-
es are selected and further examined and
evaluated against standards and the best
practices. IT maturity levels are examined,
recommendations are made for IT internal
control improvements that are already be-
yond legislative compliance. As an example,
one further step may be suggested in COBIT
maturity scheme in selected IT processes,
therefore actions to be done to achieve this.
Such audits provide IS auditors with in-depth
knowledge on current status of IT governance
at institutional level. Added value — possibili-
ty to find similar problems in similar institu-
tions and possible indication to the auditor
that the cause of the problems is not within
the audited institution. In most cases, recom-
mendations of such IT audits are provided to
the audited ministry or agency.
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2.4.2 Evaluation in Terms of
Economy, Efficiency, Effectiveness
(3E) / IT 3E Audits

Those audits are used to give an audit opin-
ion on the most important IT issues. Audits
are complex, aimed at program level when a
program is managed by several ministries or
agencies, thus requiring conformity of insti-
tutional strategies and coordination of ac-
tions in addition to their own IT matters. This
gives another dimension of information to IS
auditor — the possible weaknesses of strate-
gic alignment and practical inter-ministerial
coordination. Findings are measured against
standards and best practices. As the reasons
for weaknesses in most cases are beyond a
single ministry or agency, recommendations
in such cases go to the Government (or the
Prime Ministers Office).

Assurance professionals should be aware of
the intricacies that come with the implemen-
tation of government programs or interven-
tions and the impact they have in their areas
of responsibilities. The adoption of an IT gov-
ernance framework therefore requires that
an assessment strategy or approach be es-
tablished that is flexible enough to provide
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assurance and highlight the extent to which
governance processes are addressing govern-
ment’s service delivery objectives. Typically, the
following questions are critical when conduct-
ing state-level / performance audits of the IT
governance processes:

e Is there a clear structure of performance
goals and have the appropriate priorities
and instruments been chosen for the use of
public funds?

e |s there a clear distribution of responsi-
bility between the different levels of au-
thority, bearing in mind the principle of
subsidiarity?

e |s there general awareness of cost and an
orientation towards the rendering of ser-

vices, putting citizens’ needs in focus?

e Isthere an adequate emphasis on manage-
ment controls and reporting requirements?

2.4.3 Auditing IT Internal Control
at the Governmental Level

Information obtained during IT internal con-
trol audits and IT 3E audits gives possibility
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to measure effectiveness of IT internal control
at the governmental level, looking at different
ministries/agencies (and coordination of stra-
tegic initiatives as well as implementation of
trans-ministerial programs) like SAls look at
structural units of a traditional organization
with their own functions and responsibilities.
Recommendations of such audits normally
go to the Government (or the Prime Minsters
Office), sometimes asking Government for
further actions which is beyond direct compe-
tence of the Government. After major prima-
ry legal acts are adopted by the Parliament,
practical enforcement has to be assured by
the Government by issuing secondary legisla-
tion to support the main (or primary) legal act.
Based on knowledge on readiness of the pub-
lic sector to be placed in the new legislative
environment, SAl can suggest some positives
from standards/ the best practices which are
needed for public sector and which are not so
difficult to implement. Then again: after new
legislation is enforced, SAl should look at min-
istries/agencies one again are they successful
to act in the new legislative framework and if
it appears that mistakes are caused by possi-
bly non-adequate legislative framework, SAI
should be here once again to suggest mea-
sures for its improvement.
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2.5 State-level / Performance
Audit Considerations

The INTOSAI Code of Ethics and Auditing
Standards as well as the relevant SAl standards
and guidelines applicable to performance au-
diting should always be followed when con-
ducting state-level / performance audits. Prior
to engaging in a performance audit, the audi-
tor must have a well-defined scope and plan to
guide the audit process.

2.5.1 Objective

State-level / performance audits are con-
ducted to determine whether government
interventions, programs and institutions are
performing in accordance with the principles
of economy, efficiency and effectiveness and
whether there is room for improvement. They
provide clients with information and assur-
ance about the quality of the management
of public resources and they also assist public
sector managers by identifying and promoting
better management practices.
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2.6 State-level / IT Internal
Control Audit Considerations

2.6.1 IT Internal Control Audit
Considerations

Information technology controls relate to each
of the components of an entity’s internal con-
trol process including the control environment,
risk assessment, control activities, information
and communication, as well as monitoring.
Those five domains are incorporated in the fa-
mous COSO framework.

COSO’s Internal Control-Integrated Framework
and Enterprise Risk Management-Integrated
Framework are frequently referenced sources
of information. However, those frameworks
are not focused on IT. COSO-based control en-
vironment should be augmented with IT con-
trol objectives more detailed to assess the IT
control environment effectively.

A widely used IT governance and control
framework is the ISACA Control Objectives for
Information and Related Technology (COBIT),
which was originally published in 1994. The 5th
version of COBIT was released in 2012. COBIT is
not intended to compete with COSO or other

Return to Summary
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frameworks, but it can be used to complement
them by augmenting the others with more robust
[T-specific control objectives. COBIT offers a gener-
ally accepted set of IT control objectives (process
practices and process activities since COBIT 5) that
helps management to conceptualize an approach
for measuring and managing it risk. COBIT 5 is ge-
neric and useful for enterprises of all sizes, wheth-
er commercial, not-for-profit or in the public sec-
tor, therefore it can be used by big public systems
(a government is the system by which a state or
community is governed). Moreover, the organiza-
tion does not have to be currently using COBIT 5 to
use COBIT 5 for Assurance (ISACA, 2013d).

2.6.2 State-level IT Internal Control
Audit Considerations

As “government” is occasionally used in English
as a synonym for “governance”, the core activ-
ities of the government, related to IT gover-
nance, are in the Evaluate, Direct and Monitor
(EDM) domain of COBIT 5. This domain contains
five governance processes:

e« EDMO1 Ensure Governance Framework
Setting and Maintenance;

e EDMO2 Ensure Benefits Delivery;
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e EDMO3 Ensure Risk Optimisation;
e EDMO4 Ensure Resource Optimisation;
e EDMOS5 Ensure Stakeholder Transparency.

Auditors can use the set of audit/assurance pro-
grams based on COBIT 5 for conducting assur-
ance over a governance process. The programs
are aligned with generally accepted auditing
standards and practices and are based upon the
overall assurance engagement approach, which
is divided into three phases:

e Phase A: Determining the scope of the as-
surance initiative;

» Phase B: Understanding enablers, setting
suitable assessment criteria and performing
the assessment;

e Phase C: Communicating and reporting the
results of the assessment.

ISACA has developed examples of Audit/
Assurance programs for all COBIT 5 EDM pro-
cesses, which may be found on the ISACA
Knowledge Center (ISACA, Audit/Assurance
Programs).
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In practice, assurance professionals will have
to use their own professional judgment when
developing their own customized audit pro-
grams, to avoid duplication of work.

2.7 State-level Audit Process

Before initiating the processes depicted in the
diagram below, the following steps provide a
good starting point in obtaining the necessary
understanding of the environment/organiza-
tion to be assessed:

Performance audit process

Decide on type
of audit

( Diagnostic )
( Specific )
( Special )
( Integrated )
( Transversal

Present to parliamentary
oversight committees

Brief minister and table report in
relevant legislature

Follow-up
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Gather governance documents outlining
the structures and functions of govern-
ment regarding the planning, manage-
ment and monitoring of government in-
vestment in IT;

Review governance processes and struc-
tures at the organization or department to
gain perspective about their functioning;

Establish assessment criteria and a matu-
rity level for the state of IT governance pro-
cesses across government.

Budgeting
for the audit

Prepare the audit

Plan the audit

‘ Conduct the audit
I Prepare findings
to management

=

Prepare public report which includes
comments from management

Return to Summary
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In order to develop a government-wide perfor-
mance audit plan on IT governance, the informa-
tion obtained should then be analyzed in terms
of the following:

e Macro environment;

e Government objectives;

e Audit outcomes;

* Requests for audits from oversight bodies.

Consultation with the subject matter specialist
is paramount and will ensure that the audit is
correctly focused and that all stakeholders are
clear about the objective and expected results.
The outcome of the analysis and consultation
stages provides auditors with enough informa-
tion to decide on the type of audit to conduct to
provide an independent, objective and reliable
examination of whether government programs,
systems, activities or organizations provide value
for money in the services they render to citizens.

The following types of audit can be performed,
depending on the objective or the type of assur-
ance that the auditor wants to provide to the
stakeholders:

e Diagnostic: a short audit using tools such as
questionnaires or web-based surveys;
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Specific: a short audit that answers specific
questions about an entity or program;

e Special: a joint audit that combines the vari-
ous audit disciplines and expertise in the SAl;

o Integrated: performance audit procedures
are carried out during the annual financial
audits;

o Transversal: an audit that focuses on cross-
cutting issues.

When a decision has been made on the type
of audit to be conducted, it can be assumed,
without getting into details, that important
activities of the audit process have been tak-
en care of. For example, the type of audit to be
conducted will determine the selection of au-
dit topics, the identification of audit objectives,
the definition of an audit approach, criteria
and budgeting and the establishment of the
audit team made up of people/staff with the
necessary skills and expertise.

An audit plan can now be prepared and the
following milestones highlighted to ensure
the credibility of the state-level / performance
audit process:
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Communication of the audit plan to the rel-
evant stakeholders and approval of the plan;

Execution of the audit program as agreed
among the project team members;

Reporting of the findings to management;
Preparation of a public report that includes

management responses that outline their
planto address the identified shortcomings;
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Briefing of the executive authority / minis-
ters and tabling of the report;

Presenting the report to cabinet and the rel-
evant oversight committees;

Follow-up to ensure that the management
commitments are being implemented and
the challenges experienced are addressed,
giving constructive advice.

Return to Summary
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3. SURVEY-BASED AUDIT

3.1 Methodology Summary
3.1.1 What is the Method?

The method consists of appraising the general
situation of a large group of organizations that
are subject to audits from the surveyor entity by
gathering unavailable information from each in
a standardized, easily comparable way.

The questionnaire used in the survey addresses spe-
cific information from each of the surveyed orga-
nizations, such as governance characteristics, risks
involved, controls and results produced in order to
build a detailed and broad representation of the or-
ganization, which can then be compared to the oth-
ers. It can be used to assess compliance to multiple
legal criteria or to compare business processes to
best practices in the field, in the interest of guiding
decisions about pursuing further audit enquiries.

3.1.2 What are the Objectives?

Collect information from each organization
that is both directly unavailable and relevant to
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issue audit recommendations or decide to pur-
sue further enquiries.

3.1.3 When to Use?

Survey based audits are recommended when
there is insufficient standardized in-depth in-
formation available about a large number of
different organizations under the jurisdiction
of the SAIL The alternatives to a survey, such
as traditional audits on the premises, may not
scale well or be too costly in resources. Thus,
a survey allows collecting broad information
and assessing relevant and associated risks
involved in the activities of the target organi-
zations to be able to rank them according to
audit priorities and thus allocate scarce audit
resources optimally.

3.1.4 Pros / Limitations / Difficulties

Pros: scalability to hundreds of organizations, si-
multaneously; efficiency in employed resources;
can produce large quantities of detailed informa-
tion; easy replication of standardized questions;
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automatic treatment of results; collection of
statistics from the population of audited orga-
nizations; comparability of results from different
organizations; low subjective variability.

Limitations: reliability of collected responses
(ambiguity in the interpretation of the ques-
tions; noisy data from miscommunication;
need to create a strong expectation of control
to verify provided information);

Difficulties: effective communication through
a questionnaire (write clear unambiguous
questions that can be universally understood
in a similar way despite considerable organi-
zational variance in governance maturity and
IT capability); motivate participation in the
survey (through command and/or persuasion
[free consultancy with ample and specific
feedback]); data analysis; specific reporting for
every contributor.

3.1.5 Critical Steps /
Minimal Requirements

e Require the official assignment of a rep-
resentative that will be responsible for all
communication exchanges between the
surveyed organization and the surveying SAI.
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Develop instruments to help participants
answer the questionnaire: ample access to
the surveying team (email, telephone, meet-
ings); FAQ; references for the survey ques-
tions; glossary etc.

Estimate the burden of answering the ques-
tionnaire (also seek comments from the
public regarding this estimate). Burden in
this context means the time expended by
persons to generate, maintain, retain, dis-
close or provide the information requested.

Evaluate the use of automated collection
techniques or other forms of information
technology to minimize the information col-
lection burden.

Adequate technical solutions to support the
survey: web survey (such as Survey Monkey:
www.surveymonkey.com, pdf forms or spe-
cialized survey software (such as LimeSurvey:
www.limesurvey.org).

Support confidentiality assurances for clas-
sified information.

Provide rich, precise and specific feedback for
each organization to keep motivation high

Return to Summary
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for following surveys. An individual survey
report that analyzes organization’s respons-
es and compares them to the general popu-
lation or similar organizations can be of high
value and be perceived as a worthy of the ef-
fort of responding to the questionnaire.

3.1.6 References

GAO - Audit Standards Supplement Series,
n° 11, The Audit Survey - A Key Step In
Auditing Government Programs (http://
www.gao.gov/assets/180/172676.pdf).

This standard describes the initial survey of a
single activity or program in order to plan and
perform a follow-up detailed review. It focuses
on identifying problem areas warranting addi-
tional review.

Pre-audit survey of the HIPAA program
(https://www.federalregister.gov/articles
/2014/02/24/2014-03830/agency
-information-collection-activities-pro-
posed-collection-public-comment-request).

This electronic survey (referred as an Information

Collection Request) is considered a pre-audit tool,
to determine suitability for a subsequent audit.

Return to Summary

“A survey will be sent to 1,200 organiza-
tions to assess the size, complexity, use of
electronic health records, number of loca-
tions, how many patient visits and most
importantly the fitness of the organiza-
tion to be audited.”

It also mentions that some software may need
to be installed to collect, validate and verify
information.

3.2 Methodology

This section will present the methodology from
the concrete experience of Brazil's SAl (TCU)
in survey-based audits. Surveys were made in
2007, 2010, 2012 and 2014 to collect informa-
tion on issues related to the procurement of IT
products and services, information security, IT
personnel, IT planning and the main govern-
mental systems and databases and general IT
governance related information.

3.2.1 Planning
One of the main benefits of periodic surveys is

to establish a time line in which the evolution of
different metrics can be observed and analyzed. In
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this way, results from a given survey are an essen-
tial input in the planning of the following survey.

Recognizing this fact, TCU surveys were conducted
in even years and their findings are confirmed, in
odd years, with audits on a sample of the surveyed
agencies that usually find only few inconsisten-
cies in the information provided by the agencies.

The survey process is represented in Figure 4.
More details can be found on the SAl-Brazil’s
case study (Chapter 3, Section 3):

IT governance profile survey
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3211 Creation /Improvement of the Survey
Questionnaire

The creation or improvement of the ques-
tionnaire aims to make this assessment tool
as didactic and clear in its concepts as possi-
ble, considering that one of the main objec-
tives of the survey is to induce in the surveyed
organizations a change in behavior, through
the emphasis on current legislation and best
practices and through signaling the SAls au-
diting priorities.

Survey planning
(previous year)

+ Field audits ’ Suryeyform
review

* Report findings + Tools arranging

» Best practices

identification + Timelines

definition

Monitoring
(previous year)

Survey review
(base year)
+ Answers
provided by
agencies » Improvement

opportunities
+ Reporton

governance
status

+ Planning the
next cycle

« Data analysis

Survey execution

(base year)
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The creation or improvement of the question-
naire must consider:

e criticisms and suggestions made in the pre-
vious survey;

e lessons learned from audits that validated
the answers to previous survey;

e good practices identified in other organiza-
tions or the scientific literature;

e contributions of experts in governance and
IT management.

The burden of answering the questionnaire
must be estimated and justified in view of the
expected benefits resulting from the survey.

There must be planned a phase to submit a
draft of the questionnaire to the public, so that
anyone can submit comments and suggestions
forimproving the document and the burden es-
timate. Then all raised considerations need to
be analyzed so that they may be incorporated
into the final questionnaire.

There must be an explicit mapping of each ques-
tion to a reference that supports it: legislation
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or other normative instruments, jurisprudence
from the SAI or other courts and models of
good practice recognized internationally such
as COBIT 5 (Control Objectives for Information
and related Technology) (ISACA, 2012a), the
ISO/IEC 27002 - Information Security (ISO/IEC,
2013) and the ISO/IEC 38500 — IT Corporate
Governance (ISO/IEC, 2008).

3.21.2 Creation / Selection of the Tools to Help
Participants Answer the Questionnaire

In order to assist answering the questionnaire,
the following support tools must be developed
and published: Glossary, with the definition
of key terms; References, with the theoretical
background of the questions; and Answers to
Frequently Asked Questions.

The use of automated collection techniques or
other forms of information technology to min-
imize the information collection burden has to
be evaluated.

3.21.3 Selection of Organizations
to be Evaluated

Devise the selection criteria to pick the organi-
zations that will be surveyed. These criteria may
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relate to budgetary importance, known involved
risks, critical functions etc.

Applying these criteria to listing of possible can-
didate organizations will result in a ranking of
priorities and a final selection according to the
desired number of survey participants.

The selected organizations may be combined
into thematic groups that may facilitate the
analysis of their answers and allow the orga-
nization to compare its performance to its seg-
ment grouping, upon receipt of their individual
report. Possible groupings may be state compa-
nies; executive, judiciary and legislative branch-
es; third sector.

3.2.2 Execution

The selected organizations must be formally in-
formed of the survey, of its objectives and dates
and will be requested to appoint an interlocutor
to be responsible of all subsequent communica-
tion with the surveying SAI.

It may be desirable to produce an event to present
the survey, explain its objectives, clarify the ques-
tionnaire, demonstrate possible answers in a case
study and gather feedback from the participants.
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To implement the survey, seeking to auto-
mate procedures for interacting with the
participants like a website hosting the ques-
tionnaire and related supporting documen-
tation may be necessary. To clarify doubts
and allow other direct communications the
email address of the survey team may need
to be published.

To collect the answers to the questionnaire,
taking advantage of survey software (such as
the free LimeSurvey, available at http://www.
limesurvey.org), which allows conducting sur-
vey with questionnaires created in the software
itself, on a web platform may be an option.

These software offer resources ranging from
the request, via email, of the responses to
the questionnaire, manage access control
by means of cryptographic resources and
provide statistical reports of the collect-
ed data. These tools also enable controlling
deadlines, generate reports on the status of
service requests and send messages to warn
users about the expired or expiring deadline.
The tools can also be used for data validation
in the surveyed user’'s computer through java
scripts that may prevent many errors in the
answers.

Return to Summary
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Depending on the length and complexity of
the questionnaire, the surveyed must be al-
lowed sufficient time to answer and have
means to request a deadline extension.

3.2.3 Reporting Results

Reporting the results of the survey is a key el-
ement of the methodology. Effective commu-
nication of audit findings allow stakeholders
understand the issue without deep or previ-
ous knowledge about the subject, as well as
allow the auditee capture what is needed to
put in place to solve the question.

Every participant in the survey must receive a
direct report with a feedback of its participa-
tion. In this report, it is desirable positioning
the participant within the overall universe of
the survey. The communication can be a for-
mal Audit Report, as well as other reporting
formats can be used.

Presenting survey results may take several
forms, depending on the nature of the data.
Usually, surveys lead to qualitative analysis
with some sort of categorization. Using bar
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charts with categories, frequency distribution
histograms or pie charts are common choices.
If statistical techniques are used, scattered
charts, regression charts and heat maps are
also useful tools.

The sections of the questionnaire usually di-
rect analysis and report presentation. Chart
dimensions comes from the questionnaire
sections, as well as the answer options drive
bar charts. If the survey have been repeated
from time to time, it is recommended to pres-
ent the evolution of any topic over time.

It is important to present, from the selected
list of participants, who participated and who
not participated in the answers. That gives a
good idea of the representativeness of the in-
formation in the report.

3.2.4 Example of Survey Sections

e Corporate and IT Governance
e Leadership of High Administration

For examples of survey questions, see Tables
1,2and 3.
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IT Governance Survey

Adoption level of the practice

Concerning the IT governance system: Not Initiated Partially | Entirely

adopted a:(ljzr;:o adopted | adopted

The organization defines and communicates formally
roles and relevant responsibilities to governance and IT
management.

The organization have an IT committee formally
established, composed by agents of its relevant areas.

The committee performs the expected activities on its
constitutive act.

The organization prioritizes the IT actions with the support
of the IT committee (or equivalent collegiate), which acts
as advisory instance for the high administration.
Adoption level of the practice

Initiated

Concerning IT risks: Doesn’t Not Partially | Entirely

aplanto
apply adopted adopt adopted | adopted

The organization formally defines directives to manage
IT risks to which the business is exposed.

The organization formally defines and communicates roles
and responsibilities for managing IT risks.

The organization formally defines levels of acceptable IT
risks on the attainment of its goals (appetite for risk).

The organization makes strategic decisions considering
defined IT risk’s levels.
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Information Security Survey

Concerning the corporate information
security management:

Policies and Responsibilities

The organization has an information security
policy formally instituted, such as a mandatory
compliance standard.

The organization has an information security committee
formally instituted, responsible for formulating and
conducting guidelines for the corporate information
security, composed of representatives from relevant areas
of the organization.

The organization has an information security manager
formally designated, responsible for the information
security corporate’s actions.

The organization has an access control policy, for access
to information, resources and IT services, that is formally
instituted as a mandatory compliance standard.

The organization has a backup policy formally established
as a mandatory compliance standard.

Controls and Activities

The organization performs an Asset Management
process, ensuring the definition of responsibilities and the
maintaining of assets’ inventory.

The organization performs an information
classification process.

The organization implements controls to ensure adequate
protection for the confidentiality degree of each class of
information.

The organization performs an Information Security
Management process.
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Adoption level of the practice

Not
adopted

Initiated
aplanto
adopt

Adopts
partially
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Adoption level of the practice

Initiated
aplanto
adopt

Concerning the corporate information
security management:

Not
adopted

Adopts
partially

Controls and Activities

The organization performs a technical vulnerability
management process, aiming to reduce the risk of
exploitation of known vulnerabilities.

The organization performs a process of monitoring the use
of IT resources, aiming to detect unauthorized activities.

The organization performs an information security incident
management process.

The organization holds, periodically, actions for raising
awareness, education and training in information security
for its collaborators.

The organization uses a cryptographic system of digital
certification (PKI), to ensure authenticity (authorship and
integrity) of information.

Return to Summary
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4. IT SELF-ASSESSMENT

4.1 Methodology Summary
4.1.1 What is the Method?

Self-assessment is a powerful way to under-
stand and improve organizational performance,
and covers any area of organization’s activity,
which is evaluated by an organization’s person-
nel with the help of a facilitator or moderator.

The goal of self-assessment is to help the or-
ganizations assess the likelihood of achieving
their objectives by using the knowledge of the
people responsible for meeting them.

This makes self-assessment different from
formal and rigid assessment or audit per-
formed by certified assessor or auditor.
Having greater risk due to inexperience of
self-assessment team and their personal in-
volvement in activities which they evaluate,
the positive element is greater knowledge
and practical experience about the area they
evaluate which helps to identify critical issues
and to find proper solutions.
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Therefore, it depends a lot on the self-assess-
ment team, on their rigidity and objectivity,
criticism towards functions they do perform,
commitment to recognize problems and im-
plement improvements.

The first methodological cornerstone is process
assessment model, which allows to evaluate
present process maturity/capability levels and
establish maturity/capability "gaps” needed to
cover by improvement activities aimed to achieve
established desirable maturity/capability.

Before 2011, for IT-related assessments, CMM-
based maturity model was mainly used, de-
veloped and published in 2000 in COBIT® 3%
Edition Management Guidelines (ISACF, 2000)
and used later in COBIT 4 (ITGI, 2005) and COBIT
41 (ITGI, 2007) with rich practical examples
provided in ITGI publication IT Governance and
Process Maturity (ITGI, 2008b).

ISO 15504-based Process assessment model
was introduced in ISACA publications initially
for COBIT 4.1 processes in 2011 (ISACA, 2011a)
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(ISACA, 2011b), and later, in 2013 for COBIT 5 pro-
cesses (ISACA, 2013a) (ISACA, 2013b).

Both models have their advantages and disadvan-
tages, but they can be used to measure present
process maturity/capability levels and set require-
ments for future process maturity/capability levels.

The second methodological cornerstone is the
Goals cascade, which allows linking business
goals with IT-related goals and with COBIT pro-
cesses. This works well as illustrative principle,
but in practice, due to specific organizations
and their business goals, complex relations with
specific IT-related goals and with COBIT process-
es (having different strength between different
bindings, for example) does not allow applying
the goals cascade in mechanical way:

“the first step an enterprise should always
apply when using the goals cascade is to
customise the mapping, taking into ac-
count its specific situation. In other words,
each enterprise should build its own goals
cascade, compare it with COBIT and then
refine it” (ISACA, 20123, p. 20).

Before the Goals cascade appeared in its final
form in COBIT 5, business goals, IT goals and their
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relations was a subject of research to find theirim-
portance and interrelations across different sec-
tors. For example, the publication “Understanding
How Business Goals Drive IT Goals*, (ITGI, 2008a)
examined business and IT goals over five dif-
ferent sectors, including Government, Utilities
and Healthcare Sector and provided prioritized
the lists, however strength of linking business
goals with IT goals was measured using discrete:
“Primary” or “Secondary” relations.

Developed by EUROSAI ITWG, Methodology for
IT self-assessment for SAIs (EUROSAI IT Working
Group, 2007):

» uses CMM-based COBIT process assessment
model:

e suggests how organization-specific Goals cas-
cade has to be built, exploring business goals,
prioritizing them, then linking appropriate
COBIT processes —those having major impact
on achievement of business goals —and ana-
lyzing process maturity issues.

This allows obtaining more precise links between
business goals and related COBIT processes, to
identify the most important COBIT processes in
order to address their maturity issues firstly.
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4.1.2 What are the Objectives?

The Self-assessment method for IT function
(or ITSA: IT self-assessment) was developed
by EUROSAI Information Technology Working
Group (EUROSAI ITWG, www.eurosai-it.org) as a
tooltoassess maturity of IT function at Supreme
Audit Institutions of EUROSAI Regional Working
Group. The goal of the project was to provide
management with some specific insight about
the current state of the IT support to their busi-
ness processes, and how to position future IT for
the challenges lying ahead.

The method consists of two parts:

e the Methodology for IT self-assessment
for SAIs, describing how to organize self-as-
sessment workshops, how to related busi-
ness and COBIT processes, how to measure
current and to set future maturity levels and
how to transform maturity gaps into mea-
surable IT projects intended to cover those
maturity gaps) and uses CMM-based COBIT
maturity model;

e Practical self-assessment workshops, mod-

erated by external experts where repre-
sentatives of business and IT functions of
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organization, following methodology, per-
formed required tasks.

Both — methodology and practical workshops —
were used to methodologically validate and prac-
tically achieve results in the following areas:

select and prioritize business goals according
to theirimportance to the organization;

« select COBIT processes, which have major in-
fluence to selected business goals, and priori-
tize them according their influence to organi-
zation’s business goals;

e assess selected COBIT processes using CMM-
maturity model;

» find gaps between the future (desired) matu-
rity and the present maturity levels;

» decide on the projects to cover gaps between
the present and the future maturity.

4.1.3 When to Use?
Facts and tendencies of the most important

business processes and their relations with
COBIT processes at the European Supreme
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Audit Institutions, validated through prac-
tical assessment events, indicates the main
strengths and weaknesses of business and
COBIT processes, advices how to feel and apply
their dependencies.

Method, which is used repeatedly since 2003
in practical IT self-assessment workshops at
EUROSAI Supreme Audit Institutions with sever-
al events which took place in SAls of ARABOSAI,
AFROSAI-E and AFROSAI-F, may be used be used
at any time at any SAIl of the INTOSAI.

Minimum requirement is some knowledge of
COBIT, distribution of IT-related activities over
COBIT processes and generic and specific crite-
ria for process maturity to achieve certain ma-
turity level.

Application of the self-assessment method
in practice allows increasing awareness and
competence in IT governance issues, to learn
how to apply COBIT for CMM-based assess-
ments, to get feeling how business is related
with IT and to strengthen it as long as it is ap-
plied in practice.

Even if self-assessment method for IT function
was developed for and targeted to Supreme
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Audit Institutions and their internal IT function,
the main instruments — linking business pro-
cesses with COBIT processes and COBIT CMM
maturity model — are not specific to Supreme
Audit Institutions only, and can be extended to
any organization and used not only for self-as-
sessment, but for formal assessment activities,
including IT audit.

At the National Audit Office of Lithuania IT
self-assessment practices, especially increas-
ingly used method of linking business process-
es with IT processes was one of successfully
applied instruments which was used in formal
IT audit function, performed at institutions of
public sector.

Therefore, not limiting itself to its initial pur-
pose — self-assessment of internal IT function,
the method can be used for building external IT
audit competence.

4.1.4 Pros / Limitations / Difficulties
4141 Pros

e The self-assessment method is universal

— it can be applied for any type and size of
organization;

Return to Summary
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Techniques used by the method — focus
on business processes and their links with
COBIT processes, selection of most critical
COBIT processes — can be adapted and used
for formal IT audits;

Focus on knowledge and expertise of repre-
sentatives from business and IT to choose
and rank the most critical organization’s
business processes;

Focus on knowledge and expertise of repre-
sentatives from business and IT to analyze
business processes and on their influence to
business processes — this allows to get more
precise relations with COBIT processes than
“Primary”or “Secondary” estimates, suggest-
ed in COBIT;

The method — if used repeatedly — provides
common tendencies and data for analysis —
the most critical business processes across
different sectors, most typical links with
COBIT processes, most significant maturi-
ty issues in COBIT processes, best practical
solutions to solve maturity issues;

Self-assessment  workshops,  attended
by business and IT people allows to get
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commonly agreed solutions, making IT peo-
ple better understand business needs, busi-
ness people —IT strong sides and limitations.

4142 Limitations

The method has no major limitations — the
main techniques of selecting and ranking busi-
ness processes, relating them to COBIT pro-
cesses, selecting most important COBIT pro-
cesses —may be used for any organization, and
integrated in any type of assessment — from
informal self-assessment to formal IT audit.

41.43 Difficulties

Requires knowledge of COBIT processes and
control objectives, sometimes it is a problem
for key business people;

Requires to know CMM assessment tech-
niques, aligning process-specific maturity
criteria to profile of organization (small or
big, public or private) and using generic ma-
turity criteria to get more reliable results;

Missing middle link (IT-related goals) of the
business — COBIT processes cascade makes
it difficult to link business processes with
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COBIT processes directly, especially to assess
their level of importance to any selected
business process;

e Requires external experienced moderator in
cases when self-assessment is performed
initially to keep self-assessment process in
line with requirements and to assure quality
of results.

4.1.5 Critical Steps / Minimal Requirements

Normally, IT self-assessment workshop is exe-
cuted over the following five agreed stages:

e Organization of the IT Self-assessment;

o Preparation for the pre-workshop meeting;
* The pre-workshop meeting;

e Preparation for the workshop;

e The workshop.

Composition of self-assessment team:

Self-assessment group should be around 12
people (2/3 from business units, 1/3 from IT),
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maximum 16 persons. Self-assessment work-
shop shall be facilitated by 1 or 2 moderators (ex-
perts), which could be external or internal, but
having sufficient experience and independence.

An important characteristic of IT self-assess-
ment supported by this methodology is the
crucial role of the discussion during almost
every stage between representatives from
the business processes (demand side) and IT-
function representatives (supply side).

4.2 Methodology

4.2.1 Planning

The planning covers first two (of seven) stages
of the IT self-assessment:

» Organization of the IT self-assessment;
» Preparation for the pre-workshop meeting.

4211 Stage 1: Organization of the IT
self-assessment

Purpose of the Organization stage is to en-
sure that everything is organized for the IT

Return to Summary
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self-assessment to take place. During this stage,
all seven steps (a-g) are executed by the orga-
nization performing IT self-assessment. The to-
do-list below will help IT self-assessment team

to include all the necessary arrangements.

a. Decide to perform IT self-assessment:

Top-management has to understand im-
portance of IT self-assessment and bene-
fits of it gives to organization; this helps
integrate findings of IT self-assessment
into regular strategies for IT develop-
ment of organization;

Decision to perform IT self-assessment
has to be taken by the top-management,
planning preliminary dates.

b. AppointIT self-assessment workshop owner:

IT self-assessment workshop owner
(“Owner”) should be appointed by the
top-management, having responsibility
for the tasks which are assigned by the
top-management activity;

The Owner can act as IT self-assessment
workshop leader on behalf of organization
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having responsibility for forming T self-as-
sessment group, and — in case of external
moderators —assures link with them and
provides necessary information related to
organization and it’s IT;

In case the Owner acts as IT self-assess-
ment moderator, he should have suffi-
cient independence from IT function;

The owner has responsibility to elabo-
rate agenda of the IT self-assessment
workshop.

. Appoint or invite moderators (1 or 2 —to be

decided, one moderator can be IT self-as-
sessment workshop owner):

Moderators shall assure quality and ob-
jectivity of IT self-assessment results;

Moderators may be external or internal;
Moderators should have good knowl-
edge of IT self-assessment approach and

methodology;

Moderators should be independent, in
case of internal moderator, sufficient
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independence from IT function should
be assured;

Moderators should speak local language;
if not—aninternational language should
be agreed spoken by moderator and par-
ticipants; in case it is not possible — in-
terpretation should be assured;

In case there are two moderators, tasks
of facilitating the IT self-assessment
workshop and documenting should be
split.

d. Fixthe dates of the IT self-assessment work-
shop and approving agenda:

Time should be fixed both for the
pre-workshop meeting (0.5 day) and for
the main workshop (1-1.5 days); time for
meeting with the top management (0.5-
1 hour) to report findings of the work-
shop has to be agreed,;

Pre-workshop meeting may take imme-
diate before the main meeting or some
time (2 weeks, for example) before; in
that case there will be time for efficient
preparation;
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e Time needed for preparation by IT self-as-
sessment owner, moderators and partici-
pants has to be allocated.

. Form IT self-assessment workshop group:

e IT self-assessment group should be
around 12 people (good proportion is 2/3
from business units, 1/3 from IT), maxi-
mum 16 persons;

o IT self-assessment group should
know business processes of their own
organization;

e Participants from business units should
know their business processes well; this
is important because they will be the
main source of information related of
business process needs which are ex-
pected to be delivered IT;

e Participants IT should understand busi-
ness processes and to know how IT can
support business goals;

o [T self-assessment group should be fa-

miliar with COBIT structure and assess-
ment models, and about business goals

Return to Summary
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— IT goals and IT processes relations
(goals cascade in COBIT 5).

Invite IT self-assessment workshop participants:

Sending IT self-assessment workshop
agenda;

SendinglT self-assessment methodology;

Sending COBIT and other relevant infor-
mation to IT self-assessment workshop
participants, indicating what are im-
portant points to read to prepare for the
workshop; at this stage its worth to men-
tion business processes and how IT can
support them.

. Prepare the meeting room and logistics:

Meeting room;

2 computers (1 connected to video pro-
jector for demonstration; 1 connected to
printer for documentation of results);

Flipchart and pens;

Handouts of presentations;
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» Copies of empty forms to be filled in by
the participants;

» Copies of evaluation forms;
e Lunch, coffee, tea etc.

4.21.2 Stage 2: Preparation for the
pre-workshop meeting

Purpose of the Preparation stage is to assure
that participants and moderators are well pre-
pared and have a common frame of reference
when the pre-workshop meeting starts.

a. Preparation by moderators:

o Get familiarized with the self-assess-
ment methodology;

» Toknow COBIT framework, processes and
control objectives, assessment models;
generic and specific metrics to measure
process maturity or capability;

e Study documents provided by the organi-
zation to understand the main business
processes and IT processes supporting
them, activities, risks and controls;
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Any other information related to policies,
plans, laws, regulations and contracts,
results of previous audits, problems
and challenges expected to arise in the
future;

Prepare or adapt PowerPoint presenta-
tion to be used during the self-assess-
ment workshop to introduce method to
the participants.

Preparation by participants:

To understand the main business

processes;

To understand COBIT framework and as-
sessment models;

To understand how IT processes support
business goals, understanding COBIT
goals cascade would be an advantage.

. Preparation by IT self-assessment workshop
owner:

If the Owner is moderator at the same
time, he has to be prepared as workshop
moderator;

4.2.2

A WGITA Guide for Supreme Audit Institutions

To know well the main information about
organization, its policies, plans, laws, reg-
ulations and contracts;

Any other information related to policies,
plans, laws, regulations and contracts,
results of previous audits, problems and
challenges expected to arise in the future;

To understand well the main business
processes, both primary and secondary;

To know COBIT framework and assess-
ment models;

To understand how IT processes support
business goals, understanding COBIT

goals cascade would be an advantage.

Execution

The execution part covers the following 3rd -5th
stages:

3. The pre-workshop meeting;

4. Preparation for the workshop;

5. The workshop.

Return to Summary
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4221 Stage 3: Pre-workshop meeting (4h)

Purpose of this stage is to ensure that the par-
ticipants become well informed about what
the IT self-assessment is about, that they
have the right expectations of its outcome
and that they are well prepared when the
workshop starts.

One of the main objectives is to stimulate the
participants to prepare themselves for the
workshop, outcome of this stage — an under-
standing by the participants of the background
of the IT self-assessment, its objectives and the
value of its results for their SAI.

Participants are aware of their role in a self -as-
sessment and of the role of the moderators.

During this stage, the following six steps (a-f)
are executed:

a. Introduction of moderator and participants
(30 min): participants and moderator are
expected to introduce themselves, men-
tioning their name, their position within
the SAI and their experience in areas like
auditing, IT and the use of COBIT;
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b.

Introduction of expectations and purpose
of the IT self-assessment workshop owner
(45 min): some participants are invited to
present their ideas about the importance
of IT governance for their SAl and about
the consequences of this importance.
This step includes a discussion between
participants;

Presentation of the various steps (45 min):

e Role and contribution of IT self-assess-
ment to institutional capacity building;

e Explanation about COBIT-based self-as-
sessment, how evaluating process pres-
ent and future maturity can facilitate IT
actions, supporting the main business of
the organization;

o |IT self-assessment: short presentation
of the various activities and the way in
which they are mapped into stages;

e Conclusions and questions.
Introduction of the Business Value Chain

(BVC) form and business processes (30
min): the various columns of the BVC form
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(Figure 5) are introduced so that the partic-
ipants will understand their meaning and
will be able to work on the assignments af-
ter the pre-workshop meeting:

e Business processes and related informa-
tion systems or development projects;

e Actual importance of IT for this process
(score 0 — 5): how strong business pro-
cess depends on IT at present; for exam-
ple: 0- IT is not important; 1- IT used on
Word/Excel level; 2- simple applications;
3- complex applications; 4- IT systems;
5- complex IT systems;

e Future importance of IT for this process
(score 0 — 5): what is expected depen-
dence of business process on IT in the
future;

e Actual quality of IT for this process
(score 0 — 5): low quality should indicate
low maturity grades of related COBIT
processes;

+ Kinds of experienced problems (score 0 —
5): problems may be caused by poor func-
tioning of IT, also may be other causes.

e.
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Introduction of COBIT framework with focus
on IT-processes (45 min): this step is extreme-
ly important, because after the pre-workshop
meeting the participants are expected to be
able to determine relevance of the various IT-
processes to business goals of organization.
Participants should have read at least intro-
duction to the framework to understand the
main concepts. However, it is desirable to ex-
plain structure of process domains and IT pro-
cesses, indicating for what specific process is
responsible and how to assess its maturity.

After this short introduction of COBIT, the var-
ious columns of the COBIT form (Figure 6) will
be explained:

e Importance of the process (score “not
known”, 1 —5): how strong IT process is
linked to one or some business process-
es, idea is like “primary” or “secondary”
relations in COBIT 5 goals cascade, but
more accurate measure of dependence
(from 1 to 5);

e Actual maturity level of this process
(score 0 — 5): maturity is measured us-
ing process specific CMM models using
0.5 maturity scale;

Return to Summary
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Desired (or future) maturity level of this
process (score 0 — 5): desired maturity
level will be set by the self-assessment
group, maturity is measured using pro-
cess specific CMM models using 0.5 ma-
turity scale;

Business processes that may be influ-
enced by a low actual maturity of IT pro-
cesses: links to identified business pro-
cesses which are already indicated in the
BVC-form.

f. Assignments to participants and closing
(15 min): Explaining how workshop partici-
pants should fill the BVC form (Figure 5) and
how to determine importance of COBIT pro-
cesses, filling the first column of COBIT form
(Figure 6).

4.2.2.2 Stage 4: Preparation for the Workshop

Purpose of this stage is to ensure that the par-
ticipants fill in their scores in BVC and COBIT
forms and pass the results to moderators,
which input them into consolidating spread-
sheets. Moderators will use those results during
the main part of workshop —discussions, matu-
rity assessment and gap analysis (discussion on
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actions to be taken to cover maturity gaps). The
following two steps are executed:

a. Preparation by workshop participants: Filling
in the BVC form (Figure 5), determining im-
portance of COBIT processes and filling the
first column of COBIT form (Figure 6);

b. Preparation by moderators:

e importing individual BVC form scores
into the BVC consolidation spreadsheet
(Figure 8);

» few statistics are calculated to provide
business process overview;

e importing individual scores related to
COBIT process importance to COBIT con-
solidation sheet (Figure 9);

» sorting Excel sheet based on the (de-
creasing) importance of the IT-processes.

4223 Stage 5: Workshop [7h30min; shall be
split in two days: (a)-(d) + (e)-(g)]

Purpose of this stage is to measure process
maturity, find out maturity gaps and design
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an action plan that covers the most important
gaps inthe IT function so that business process-
es in the future will be better supported by IT.

During this stage, the following seven steps
(a-g) are executed:

a. Introduction (15 min): a short recapitulation
of what has been done so far and a presen-
tation of the workshop agenda;

b. Presentation of the BVC-analysis and discus-
sion (60 min):

* Moderators analyze individual scores of
the BVC form and present some statis-
tics (arithmetical average is calculated)
(Figure 8);

« Group discussion related to the results:
a group consensus has to take place
during the workshop, in order to come
to an agreement about the scores.
Participants should express their opin-
ion and arguments in case their scores
are marginal;

e Documenting evidence related to the
agreed scores.
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The outcome of this phase is participants reaching
an agreement about the level of present and fu-
ture IT-support and about the quality of the pres-
ent IT support of the business processes. Moreover,
they become aware of which IT-processes directly
or indirectly support business processes.

c. Presentation of COBIT processes analysis
and discussion (45 min):

¢ Moderators analyze individual scores
(Figure 6) regarding importance of COBIT
processes and present some statis-
tics (arithmetical average is calculated)
(Figure 9);

e Group discussion related to the results: a
group consensus has to take place during
the workshop, in order to come to an
agreement about the scores. Participants
should express their opinion and argu-
ments in case their scores are marginal;

» Documenting evidence related to the
agreed scores.

The outcome of this phase is participants reach-

ing an agreement about the level of importance
of COBIT processes. A limited number of the

Return to Summary
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significant maturity gaps (difference be-
tween future and present maturity) are

most important COBIT processes (maximum of
15) is selected for future maturity analysis.

. Determining maturity levels of selected
COBIT processes (90 min):

e Each participant assesses all selected
COBIT processes to determine their ma-
turity using process-specific assessment
criteria (Figure 6);

e Group discussion related to the results:
a group consensus on the identified ma-
turity levels (Figure 9). For each COBIT
process, the following information is
recorded;

e Actual maturity level;

e Shortcomings: what is not fulfilled to
achieve higher maturity level;

e Risks associated with shortcomings;

e Business processes affected by COBIT
process investigated (“goals cascade”);

e Future maturity levels shall be discussed
(Figure 9), taking into consideration that
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NOTE: N

more expensive to cover (improvement
initiatives are longer and more difficult);

o After future maturity level is agreed, ma-
turity gaps are identified.

Maturity score may be either the arithmeti-
cal average of all participants’ scores or com-
monly agreed during discussion;

Metrics for maturity level may be different
and moderator should know different op-
tions of maturity measuring (level x means
that all criteria set for level x are fulfilled; or
level may be calculated as a (weighted) ar-
ithmetical average of all fulfilled criteria cal-
culated in all levels from 1 to 5). CMM ma-
turity metrics are described in (ISACA, 2003),
also in Maturity Toolkit attached to publica-
tion (ISACA, 2009);

Workshop owner or moderator should con-
sider using tools to assess maturity. Some
maturity assessment excel sheets attached
to that publication may be used or adapted.

J
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e. Design of the action plan (120 minutes):

the purpose is to produce a list of actions
(projects) for promoting improvements,
including documented evidence related to
priority-setting, based on benefits/advan-
tages and costs/drawbacks analyzes:

e Introducing the Findings and action
form (Figure 7) and what has to be
filled in;

e All maturity gaps are recorded using
the Findings and action form;

e Actions to cover maturity gaps are dis-
cussed and priorities (scale 0..10) are
assigned considering two components:
» 1) expected benefits (more import-
ant for business: higher priority);
and

» 2) implementation costs
cost: higher priority); priority is giv-
en to actions with higher sum of the
two components;

(lower

e Owners of actions are identified, risks
to implement those actions are dis-
cussed and deadlines for implementa-
tion of those actions are established;

f.
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e The action plan is made ready to be
presented to top management of the
organization.

Evaluation (30 min): the purpose is to get
an overview of the participants’ opinions
related to the various aspects of the work-
shop (experience, benefits, composition
of groups, difficulties etc.). A Feedback
form is distributed and filled in by the
participants.

. Communication of results (30 min): the

purpose is that top management be in-
formed about what has been done during
the workshop and what it delivered for their
organization. It is a presentation describing
the process of the IT self-assessment and
its findings.

The formal report has to be issued after the IT
self-assessment is done, documenting the pro-
cess and its outcomes, including relevant back-
ground, context and performance.

IT self-assessment should be considered as a
normal institutional activity and repeated as
a tool for continuous improvement of the IT
governance.

Return to Summary
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4.2.3 Main Documents / Forms Required for Self-assessment
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COBIT form
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Findings and actions form

Findings and Actions form
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Sample COBIT consolidation form
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he purpose of this chapter is to
present some case studies of ac-
tual audits performed by the par-
ticipating SAls. These case studies
were selected to demonstrate the
utilization of the four audit meth-
ods discussed in the previous chapter.

The corresponding audits were performed by
four SAls, as follows:

I.  An audit of a healthcare information system
(HIS) performed by the State Audit Bureau of
Kuwait using the “Individual Organization”
method;

Il. A state-level IT governance audit performed
by the National Audit Office of Lithuania us-
ing the “State-level” and “IT Self-assessment”
methods;

lll. A means of promoting IT governance per-
formed by the Federal Court of Accounts of
Brazil using the “Survey-based” method;

IV. Implementation of a corporate governance
of information and communication technol-
ogy policy framework performed by the Au-
ditor-General of South Africa using the “Indi-
vidual Organization” method.

Each case study starts with a summary and, after
a brief introduction describing the author SAl, is
presented in four sections:

The Challenge: describes the problem related
to IT governance;

«  What Was Done: depicts the SAl's approach
on IT governance evaluation and audit;

« Evolution: how the situation evolved after
the SAl's actions and what were the main
contributions resulting from the adopted ap-
proach;

« Key Messages: brings the main aspects that
could be generalized to help other SAls.

AN .
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1. STATE AUDIT BUREAU OF KUWAIT

“INDIVIDUAL ORGANIZATION” METHOD

1.1 Summary

The State audit Bureau of Kuwait has initiat-
ed an IT Governance audit on a healthcare in-
formation system (HIS) that is to be replaced.
The (HIS) belongs to a hospital that serves the
employees and their families of the country’s
national oil company and its 11 subsidiaries.
The IT Governance audit was performed in the
form of IT Performance Audit on the manage-
ment of information systems and with more
focus on (HIS) and the real reasons behind the
decision to replace it. The State Audit Bureau
work resulted in producing twelve major rec-
ommendations that are aimed at assisting the
new (HIS) procurement process and improving
the efficiency and effectiveness of the future
(HIS) by avoiding past pitfalls.

After 1 year, the State Audit Bureau conduct-
ed a follow-up study in order to investigate
the response that resulted from the initial
recommendations.

1.2 The SAI

The Constitution of the State of Kuwait, which
was issued on November 11, 1962, clearly pro-
vided for the establishment of a commission for
financial control in which its independence shall
be safeguarded by the law. Believing that public
funds, that form the State’s nerve and its corner-
stone for prosperity, should be safeguarded to
insure full collection of revenues, avoid any loss
or negligence and expend these revenues for the
welfare of the society without extravagance or
unreasonable economizing. The main objective
of SAB is to maintain an effective control over
the public funds to safeguard them, prevent any
misuse, and verify their proper utilization for the
purposes they have been allocated.

Through performance of its control activity,
SAB has concentrated on the creation of a full
conviction over the audited bodies. That is, SAB
is not looking for errors or deviations; instead,
it aims primarily at the maintenance of pub-
lic interests by safeguarding public funds and

Return to Summary
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efficiently utilizing them for the aspects they
have been allocated.

In order for SAB to actualize its objectives, two
different Audit procedures were developed to
serve as safeguard mechanisms, which are
practically deployed around two phases of a
commitment. One is practiced before a com-
mitment (Pre-Audit) and another after a com-
mitment (Post-Audit). A third type has also
been developed in order to serve as an empow-
erment and a support tool (Performance Audit)
and, in this type, the concept of Governance is
implemented.

Performance Audit for IT is oriented towards
studying areas of the IT universe, management,
control and governance. It may be described
as an independent auditing process aimed at
evaluating the measures instituted by manage-
ment, or the lack of these measures; ensuring
that resources have been acquired economically
and are utilized efficiently and effectively.

Such audits are specialized in the benchmarking
against international IT standards and guide-
lines. Thus, performance audits reports are fash-
ioned in a way to provide guidance to the auditee
on how to improve on the area under review.

Return to Summary

1.3 The Challenge

Through the initial audit, it was found that the
IT department in charge of (HIS) had no clear
work programs to measure its performance or
efficiency. This made it difficult to effectively
pursuit improving the system’s performance
by making the correct decisions in the right
time. Additionally, the department did not em-
ploy a mechanism to execute plans related to
performance measurements for the system or
any other project. Nor was there a method to
manage projects or evaluate their progress. All
of this evidently, was found to be the result of
the lack of policies surrounding the procure-
ment and management of IT systems. The
current (HIS) is now lacking desired function-
alities, inefficient, hard to manage and costly
to improve on.

Looking at the effort of the department for the
process of decision-making to replace the (HIS),
there was not even ad hoc procedures for risk
management or feasibility studies let alone any
officially adopted frameworks. In addition, the
future (HIS) RFP currently in the works lacks the
standard work of proper requirements study
that reflects communication with the users
here being the different medical departments
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while considering all their needed applications
and operational differences.

There was also an inherent problem to the es-
tablishment itself because it does not abide to
many of the public heath rules, regulations and
standards. The hospital was built to serve the
employees and their families of the company
and its 11 subsidiaries; thus, it is under a total
independent management from the Ministry of
Health that supervises the public hospitals. This
makes the hospital and its management iso-
lated and does not participate in any exchange
of experiences that naturally happen between
other public hospitals. In addition, it is a non-
profit hospital so it has no experience gained
through a commercial practice. This unique sit-
uation made the hospital lag behind other hos-
pitals in managerial experience and problem
solving skills. Naturally, this is reflected on (HIS)
and results in its current state.

1.4 What Was Done

The State Audit Bureau conducted an IT
Governance audit based on the General
Guideline of Performance Audit developed and
adopted internally. Much of the performance

A WGITA Guide for Supreme Audit Institutions

audit on IT in the guideline is derived from the
COBIT framework and adapted to governmen-
tal use. The audit was carried out through a se-
ries of reviews of the available documentations,
interviews with concerned parties, site visits, in-
spections and questionnaire evaluations.

The audit at first, focused on areas that can pro-
vide relevant results in understanding the situ-
ation around the current (HIS). Areas like, work
programs, project management and risk man-
agement were investigate. This resulted in the
following recommendations:

e Itis necessary to implement clear work pro-
grams in the IT department to measure the
performance and investigate the efficiency
that should assist in achieving an effective
follow-up, appropriate corrective actions and
improvement of performance in a non-reac-
tive way;

e The importance to adapt a mechanism/
standard to manage IT projects that should
make it more efficient to monitor and mea-
sure the performance of executing projects,
evaluate milestones, correct progress paths
and issue periodical reports on performance
and commitment to delivery;

Return to Summary
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e To prepare IT policies regarding the develop-
ment/procurement and monitoring of sys-
tems in order to insure positive outcomes;

e Toadapt a risk management program to dis-
cover and analyze risks resulting from the
use of developed/procured systems and as-
sist in implementing suitable controls.

Then the audit focus was further narrowed in or-
dertoassist the process of procuring the replace-
ment (HIS). Fortunately, the department was in
the stage of putting down the RFP for a tender.
The following recommendations were given:

« Prepare a ROI (return on investment) study
for the hospital in light of the projected
costs due to the use of the new advanced
technologies;

e Prepare a feasibility study on the (HIS) re-
placement project for the hospital while
keeping in mind the execution capabilities
in light of the desired objectives;

e Specify and document the requirements of
the different organizational units. Covering
systems, applications and electronic medi-
cal equipment necessary for operation while

Return to Summary

considering the different applications and
duties of medical units. Additionally, the
department needs to generate dataflow di-
agrams in order to better meet the user re-
quirements and assure proper data integra-
tion and effective operational controls;

To make use of the accumulated experience
from working with the current (HIS) and an-
alyze the current situation in order to pin-
point current major issues that necessitated
the replacement decision;

To coordinate with the Ministry of Health
and initiate an experience exchange pro-
gram to learn more about the use of infor-
mation technology in the public hospitals;

To coordinate with all concerned parties in
order to realize the desired benefits from the
new (HIS) while adhering to the assigned
budget and target deadline as much as
possible;

To employ an up-to-date operational meth-
od, data integration and exchange in a uni-
fied method across all medical units with-
in the hospital and to prepare appropriate
planning for the following:
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a. Data migration from the retired (HIS) to
the new one;

b. Integration of the planned (HIS) with
other systems, if needed;

c. Proper user acceptance testing process
with sufficient scenarios in coordination
with the user.

e To adapt and adhere to a periodical audit/
monitoring processes to ensure the maxi-
mum utilization of the new (HIS) and come
up with new recommendations.

1.5 Evolution

One year after providing the IT department
with the recommendations, a follow-up audit
was performed to evaluate the situation and
see how much of them were actually benefi-
cial. This time the audit was carried out again
through reviews of the available documenta-
tion, interviews with concerned parties, site vis-
its, inspections and questionnaire evaluations.

[t seems that the previous recommendation
have put the department on the right track
as it has went as far as establishing a quality
control unit under the information technology
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planning team. The department has also de-
veloped a work plan for the quality control unit
and currently going through the process of
acquiring the 1SO 9001:2008 qualification. In
addition, the department has developed and
demonstrated strategic, operational and work
plans that were found to be sufficient and re-
flect a decent maturation of the department.

As for project management, the department
supported many of its senior staff to become
PMP certified and in addition to that, it has
deployed and trained its staff on the use of
Microsoft Project Server. The department was
also keen enough to point out that this initia-
tive must only be considered as a starting point,
as it realizes that project management must
and will also be adapted to fit the special needs
of the organization.

The department has made a strategic decision
regarding acquiring software after it had real-
ized through an in-house initiated study that it
would be less costly, easier to support and more
efficient to procure over the shelf applications
and customize them rather than to develop its
own. This came by recognizing that the field
of information technology is an already ma-
ture field and offers even more than what the

Return to Summary




INTOSAI | Working Group on IT Audit

Chapter 03 - CASE STUDIES

department needs and allows it to focus on its
medical field. Therefore, the department pro-
ceeded to develop procurement standards that
are in parallel with its new project manage-
ment process.

Regarding risk management, it turned out that
the department has not addressed this area
yet. Nonetheless, it initiated a preliminary risk
analysis study on delaying work programs. Even
though this is considered a critical issue delay
but nonetheless, the department’s initiative
should lead to something better in the future.
Another area that the department have not
worked with yet is ROl studies as it has clearly
stated that such analysis are not a major con-
cern because the hospital is non-profit and ful-
ly funded by the government. The state Audit
Bureau sees this as a no excuse and ROl studies
are still highly recommended.

The department demonstrated that feasibil-
ity studies have become a standard practice;
again stemming from the new project man-
agement process. The State Audit Bureau have
received and reviewed the feasibility study
that was carried out for the replacement (HIS),
which is believed to have helped in a success-
ful new environment.

Return to Summary

The results of the State Audit Bureau recom-
mendations have proved to have a positive
propagating effect. Due to the department’s
strategic decision to avoid in-house develop-
ment of software, the recommendation for
documentation is now inherently adhered to
since ready-made software come with proper
full documentation.

During the follow-up audit, the department pre-
sented a full report on the situation of the previ-
ous (HIS), assessing the major issues and reasons
for replacement. At this point, it is necessary to
reference that the department also initiated an
experience exchange program with the Ministry
of Health. Site visits, meetings and workshops
were conducted with IT departments of public
hospitals. Both the study of the previous (HIS)
and the experience exchange were great assets
in helping deploying the new (HIS).

The department has also shown how the new
project management process is inclusive of
the requirement to coordinate with all con-
cerned parties surrounding a project. It had
provided the audit team with documents
showing that all concerned parties were in-
cluded and well communicated during the
course of new (HIS).
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As for the recommendation regarding oper-
ational methods, the department has not
taken much action nor did it provide any
feedback on it. The department sufficed with
pointing out that the project management
process already covers for that which is not
true. The Data migration, integration and ac-
ceptance testing are technical subjects and
cannot be covered by project management
only. It is possible, though, those such tech-
nical issues were trusted to the vendor since
the new (HIS) is an off-the-shelf product, sup-
ported by its supplier.

The department has implemented a periodic
process of independent audit and performance
monitoring for all the department’s systems.
Additionally, the department provided us with
a review report on the new (HIS) to confirm
achieving the desired goals. The review was
conducted six months after the deploying the
(HIS) and it shows success in both achieving re-
sults, relieving staff from unnecessary burden
and easing the users experience.

A WGITA Guide for Supreme Audit Institutions

1.6 Key Messages

In some situations, IT governance can be ap-
plied in a selective way with a narrow focus
in order to serve a more short-term or imme-
diate need;

IT governance concepts complement each
other and sometimes act as a catalyst of
change in many different areas. This was
the case when looking at how the project
management affected different aspects of
governance in the case study. Another ex-
ample was the strategic decision of acquir-
ing ready-made software and it's benefits
in providing inherent governance regarding
documentation and operations;

Experience exchange and exposure to rele-
vant industry is a key driver in the maturity
of ITin general;

The public sector has common difficulty
with the concept of ROI, especially when it
lacks providing services/products or if it is a
non-profit organization.

Return to Summary
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2. NATIONAL AUDIT OFFICE OF LITHUANIA — THE STATE CONTROL

“STATE-LEVEL” AND “IT SELF-ASSESSMENT” METHODS

2.1 Summary

The National Audit Office of Lithuania (the NAO
LT), accountable to the Seimas (the Parliament)
has the mandate to audit each level of the gov-
ernment, starting from institutional level up to
the state-level, when audit objective is extend-
ed to effectiveness and efficiency of implemen-
tation of IT policies, set by the Government. This
allows the NAO LT to be active and competent
adviser to the Government to suggest the best
IT governance practices, which are subsequent-
ly embedded to the national legislation.

The National Audit Office of Lithuania uses its
own IT function to test and apply best practic-
es, showing example to the public sector that
audit recommendations may be practical, as
well as practical is their implementation at
the NAO LT. Actively using COBIT since 2003,
the NAO LT brings the framework to the public
sector in its live form, sharing its own practic-
es starting from IT function gaps analysis for
IT strategies up to application of COBIT goals

Return to Summary

cascade to develop reliable IT goals and perfor-
mance criteria.

Having the wide audit scope, equipped with
modern IT governance methods and practices
which are tested and applied on the NAO LT be-
fore offered to the auditees, the competent IT
audit staff is able to suggest the best possible
options to improve IT governance at both insti-
tutional and the state levels. Acting this way,
the NAO LT becomes a competent adviser to
the Government.

2.2 The SAI

The National Audit Office (the State Control) of
Lithuania was established in 1919 and appoint-
ed the first State Controller Kostas Daugirdas.
After the Restoration of the Independent State
of Lithuania in March 1990, the National Audit
Office of Lithuania (then the State Control
Department) was restored in April 1990. In
October 1992, the Supreme Control Institution
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of the Republic of Lithuania (the State Control
Department) was admitted as a member of
INTOSAI (www.intosai.org).

Subsequent adoptions of the Law on the State
Control of the Republic of Lithuania brought
more power and independence. Having ad-
opted the Law on the State Control in 1995
and its amendments in 1998, the organi-
zational structure of the State Control was
further developed and new working meth-
ods based on the best international practic-
es were introduced. In 2001, The Law on the
Amendment of the Law of State Control was
adopted, defining the National Audit Office
as the supreme government audit institution,
accountable to the Seimas (the Parliament).
Public Auditing Requirements, based on
INTOSAl's and other international auditing
standards, were approved, shifting activities’
focus from control to audit and introducing
value-for-money auditing.

The topic of IT governance appeared at the
National Audit Office of Lithuania in 2002,
when the EUROSAI IT Working Group was
founded and the NAO was among the mem-
bers of the project “ITSA — Information
Technology Self-assessment as a management
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support instrument”, devised to create a meth-
odology for COBIT-based self-assessments and
to conduct moderated self-assessment work-
shops across the working group members.

The first self-assessment workshop of the ITSA
project (and the first one in the EUROSAI re-
gion) took place in Lithuania, in October 2003.
Based on maturity gaps, improvements to
NAO’s IT governance were made, such as the es-
tablishment of an IT Management Committee,
which meant hierarchy of business over IT
concerning IT-enabled business solutions. The
second self-assessment happened in 2006 and
identified maturity gaps — weak points to be
considered by the NAO’s IT strategy for the pe-
riod 2007-2011. The third self-assessment oc-
curred in 2015, analyzed maturity of the most
important COBIT processes, which appeared
in the NAO's IT strategy for 2015-2020, which
was worked out using COBIT philosophy and
goals cascade while deriving NAO’s IT goals
from NAO’s business goals (The National Audit
Office of Lithuania, 2014).

The IT Audit function and corresponding
structure were established in 2006, with
the proprietary IT Audit Guidelines, where
most of the procedures are linked to various
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COBIT guides and ISACA publications. Based
on practical audit experience, in 2012 the IT
Audit Guidelines were reworked, and IT Audit
Manual was released.

2.3 The Challenge

In the public sector, IT governance objectives
may not be achieved at each institution, even if
their own IT governance is efficient and effec-
tive. Working at different administrative levels
and being dependent on each other, activities
of institutions may be a part of a more gener-
al IT governance initiative and, if they are not
properly positioned (evaluated, directed and
monitored) by the higher level, IT governance
results at the lower level may be useless due to
incorrect direction taking.

Therefore, one should not evaluate a single
institution and its local results only, but, in-
stead, go to the highest possible level in order
toverify if the necessary legislation is enforced,
a proper IT governance framework is set, rele-
vant IT governance initiatives are released at
the highest level and results of IT governance
programs are adequately monitored to get les-
sons learned for new directions.

Return to Summary

Lithuania’s NAO addresses these questions during
its IT governance audits, as explained below.

2.4 What Was Done

According to the IT Audit Manual, IT governance
audit is performed at the following levels:

» IT governance issues of simple information
systems are assigned to financial auditors,
who assess them based on questionnaires
developed during their financial audits. This
contributes a lot to the efficiency of IT au-
diting: structured information brought by
financial auditors from hundreds of auditee
institutions gives an exhaustive picture of
the basic information systems control envi-
ronment in the public sector;

» T auditors use the findings obtained by fi-
nancial auditors, generalizing and testing
them in specialized IT audits of more com-
plex IT systems. In such audits, they try to
answer the questions below:

a. What are the auditee’s IT governance
problems/maturity issues?

b. Arethese problems related toinadequate
efficiency of IT governance?
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c. Arethere any legal obstacles preventing
the auditee from achieving its IT gover-
nance objectives?

e Once each 5-6 years, IT auditors perform
a supra-ministerial IT governance evalua-
tion, assessing if the state has adequate
legal and managerial capacities or mech-
anisms in place to assure an effective and
efficient IT governance framework is im-
plemented at the ministerial level. In this
case, audit recommendations go to the
Prime Minister's Office and the main issues
are related to legislation improvements
(imposing of better IT controls and bet-
ter structures/responsibilities for coordi-
nating IT governance functions, including
state-level IT programs defining, financing
and prioritization).

In that respect, COBIT philosophy was applied
and accordingly adjusted to the public sector’s
reality. Its main principles (business should get
value from IT investments, IT strategy should
be aligned to the business strategy etc.) re-
mained valid, while the auditor’s perspective
needed to shift from auditing an individual or-
ganization to auditing the whole government
(state-level audit).
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That was achieved by looking at the central
government as the overall “organization” and
at the ministries as different “business units”.
The central government’s existing commit-
tees and commissions were treated like “IT
Strategy” or “IT Steering” committees within
traditional organizations.

Planning and monitoring principles were ex-
tended from aninstitutionaltoa governmental
level. Principles regarding governance improve-
ment were adapted from ISO/IEC 38500:2008
and the COBIT 5 framework. Responsibility to
stakeholders was treated as responsibility to
citizens. The concept of “governance” was re-
located to the governmental (political) level,
since the government is equally required to
evaluate and monitor when setting direction
based on political initiatives.

Similarly to what happens within an individu-
al organization, when we talk about the public
sector as a whole, if IT governance is not car-
ried out according to evaluate-direct-monitor
principles, management processes may not
lead to the desired results, independently of
how effective and efficient they are.

Return to Summary
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Therefore, auditing IT governance at the su-
pra-ministerial level is important to suggest
mechanisms for proper IT governance at the
highest level.

2.5 Evolution

National Audit Office of Lithuania has started
with two IT governance state-level audits, one
in 2006 (“General Control of State Information
Systems. State and Institutional Levels”) and an-
otheronein 2007 (“Management of Information
Systems of Public Institutions in the Context of
E-Governance”).

The aim of both these audits was to evaluate
general controls at the state level, i.e. if the state
had adequate legal and managerial capacities
or mechanisms in place to assure an effective
and efficient IT governance.

Recommendations were issued and aimed at:

e Strengthening legal regulations regarding
IT governance (preparing a new law on gov-
ernance and management of information
resources and subsequent regulations stip-
ulated by this law);

Return to Summary

» Reviewing, updating and assuring compat-
ibility between long-term IT strategic doc-
uments, enforcing an IT strategic planning
culture and the necessary instruments (for
example, IT Strategy Committees);

e Providing ministries/governmental agen-

cies (those having responsibilities aspects of

state regulation) with the necessary powers
of administrative control and monitoring

(for example, assuring continuous monitor-

ing of IT investment projects, considering

their efficiency and effectiveness).

The outcome of these audits was the new Law
on Management of State Information Resources
(2011), which provided a framework for better
IT governance. Nevertheless, subsequent sec-
ondary legislation had still to be enforced.

In 2013, another audit (“Governance of State
information Resources”) was conducted, aim-
ing to evaluate the IT governance framework
enforced by the mentioned law and to suggest
improvements on legal and/or financial relat-
ed instruments.

issued to the

Recommendations  were

Government of Republic of Lithuania, aiming at:
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Improving the IT governance model by ap-
plying governance methods suggested by
Lithuanian and international best practices
standards and recommendations:

a.

developing a consistent classification
scheme regarding state information re-
sources, based on common principles;
complementing the implementation
plan of the Law on Management of
State Information Resources, including
provisions related to reviewing and con-
formity-assuring of existing legal acts;
developing and applying unified goals
and performance criteria for IT manage-
ment and security across all areas of the
government.

Assuring common policies for governance
of information resources:

a.

foreseeing measures for better coordi-
nation of the information resources po-
licies’implementation;

appointing an institution responsible
for coordinating classified information
and compiling an inventory of such
information;

A WGITA Guide for Supreme Audit Institutions

c. assuring priorities for IT investments are
established at the governmental level;

d. compiling and publishing information
on state-owned information networks.

e Assuring financial resources are efficient-
ly used and investments are aligned to
the main trends of IT development, to
elaborate:

a. regulatoryand control measures for cen-
tralized planning of the most important
IT projects; these measures should as-
sure cost-effectiveness, technological
compatibility, evaluation of impact and
monitoring at the state level;

b. requirements to evaluate the possibility
of adapting IT systems or solutions al-
ready existing at the public sector;

c. requirements for planning of IT financial
resources.

Most of these audit recommendations are al-
ready implemented, which created a new im-
proved legal framework for IT governance in
Lithuania.

Return to Summary
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Key Messages

Use widely known and open audit method-
ologies (COBIT, for example), as well as test-
ed parameters and largely accepted gover-
nance/management practices (not invented
by you) as criteria;

Recommend good practices tailored to the
auditee’s specific reality and context in or-
der to facilitate him to improve his IT gov-
ernance; preferably, try to make recommen-
dations that will effectively bring positive
changes rather than merely pointing out
compliance/non-compliance situations ac-
cording to legislation;

Recommend to the auditee practices, meth-
ods and tools you know well and, ideally,
have already applied in your own SAl; this
way, you demonstrate having practical (not
only theoretical) knowledge and expertise;

Continuously acquire knowledge and get
internationally recognized certificates (they
prove your competence);

Return to Summary

Conquer the auditee’s trust and confidence
by demonstrating your competence and pro-
posing tailored good practices and real-life
tested recommendations; show him you are
a partner, not an enemy, in his IT governance
improvement process;

Always test the highest possible IT gover-
nance levels, since the reasons of unsatisfac-
tory IT governance within the organization
may be external (for example, caused by
the inheritance of an unfavorable IT gov-
ernance framework or by the inability of
higher IT governance instances in evaluat-
ing, directing and monitoring IT governance
initiatives).
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3. FEDERAL COURT OF ACCOUNTS OF BRAZIL

“SURVEY-BASED” METHOD

3.1 Summary

The Federal Court of Accounts of Brazil (Tribunal
de Contas da Unido—TCU) has been playing an ac-
tive role on the promotion of IT governance within
Brazilian publicinstitutions and agencies. Through
an iterative process combining surveys, audits and
pedagogical actions, there is a growing perception
by the management space regarding the need for
stronger processes under the IT environment.

After four editions of the IT Governance Survey
conducted by TCU (2007, 2010, 2012 and 2014),
data collected shows that all these efforts have
effectively improved the results obtained by or-
ganizations, while reducing the risks that they
are exposed to.

3.2 The SAI

TCU audits the accounts of administrators and
other persons responsible for federal public
funds, assets and other valuables, as well as the

accounts of any person who may give cause to
loss, misapplication or other irregularities that
may affect negatively the public treasury.

TCU s a collegiate body made up of nine ministers
(six are chosen by the National Congress; three
are selected by the President of the Republic, upon
the Senate’s approval). The Court has a Secretariat
that provides the necessary technical and admin-
istrative support in order for it to carry out its con-
stitutionally and legally mandated attributions.
This Secretariat is divided into several technical
and executive units responsible for auditing the
use of federal funds, and these units are located in
Brasilia (Brazil's capital) and in the 26 States of the
Federation. One of these units is the Department
of External Control - IT (Secretaria de FiscalizacGo
de Tl — Sefti), created in 2006.

TCU has successfully endeavored to keep up with
the evolution of society’s demands and recent
changes in the public sector, as well as to stay up-
to-date with IT advances, continually improving
its systems to position itself as one of the leaders

Return to Summary
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in the application of modern resources and pro-
cedures applied to external control. Its objective
is to ensure the ongoing and effective adminis-
tration of public funds for the benefit of society.

3.3 The Challenge

The purpose of information technology gover-
nance is to ensure that IT projects are in line
with business objectives and add value to the
organization. The performance of IT depart-
ment should be measured; their resources
properly allocated; and their inherent risks miti-
gated. In this way, IT initiatives can be managed
and controlled in organizations to guarantee
returns on investment and improvements in
organizational processes. Appropriate infor-
mation technology governance in the federal
government allows the protection of critical in-
formation and contributes to the attainment of
organizations’ institutional goals. Nevertheless,
most audits showed recurring problems over
procurement, high vendor dependency, lack of
skilled personnel, lack of planning and failure of
IT projects due to deficiencies in IT governance.
Thus,in 2007, TCU needed to know how was the
maturity level in each IT governance aspect to
focus its audit efforts in most relevant issues.
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3.4 What Was Done

TCU’s goal is to audit the use and manage-
ment of IT resources in the federal govern-
ment and to promote improvements in IT
governance. To this end, it needs to obtain
information on IT governance in the federal
government to correctly identify what and
how to audit, and to enhance the efficiency
and efficacy of its actions.

In order to collect information on issues re-
lated to the procurement of IT products and
services, information security, IT personnel, IT
planning and the main governmental systems
and databases, an encompassing survey was
authorized to evaluate IT governance in the
federal government.

The first survey started in 2007 and conclud-
ed in 2008. After this first edition, surveys have
been conducted in even years and their find-
ings confirmed in odd years, through audits on
a sample of the surveyed agencies that usually
find only few inconsistencies in the informa-
tion provided by the agencies.

The survey process, as depicted in Figure 5 in
the previous chapter, consists of:
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1. Inoddyears, assessment audits based on the

previous survey are executed. A sample of
the agencies profiled is selected to be audit-
ed based on a risk analysis. Inputs from the
previous survey such as practices adopted,
agencies’ budget, projects’ results, and infor-
mation obtained outside the survey scope
are used to select the audit sample. The au-
dits are conducted, an encompassing report
is produced and individual and general rec-
ommendations are made;

. Based on the audits’ results, mapped best
practices, manager's feedback and the audit
findings are used to review and improve the
survey form. The required tools are arranged
(survey software, communication letters
are reviewed, questions review). A reviewed
draft of the survey is submitted to internal
and external request for comments. A time-
table is approved;

. In even years, the survey is then conducted.
The answers are provided by the agencies ac-
cording the defined schedule. An individual
and general report on IT governance status
is produced. General conclusions about the
IT Governance status of the government are
drawn based on data analysis;
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4. By the end of the survey execution, all the
survey process is reviewed. Improvements
opportunities are registered in order to help
the next cycle.

Main products from each activity of this process
are:

* Monitoring: mapping of effective benefits of IT
governance improvements; mapping of major
risks and deficiencies; best practices found;

e Survey planning: improved version of survey
form; timetable approved;

e Survey execution: iGovTl (IT Governance
Scoring) for each agency; feedback report ana-
lyzing the provided answers to the survey and
comparative results from other similar agen-
cies; final report on State IT governance status;

e Survey review: improvement opportunities
for the next cycle.

In2010, for IT Governance Survey (survey’s 2nd edi-
tion) TCU created an IT Governance score named
iGovTl. Although, the main goal of this score is to
measure improvements in IT Governance of pub-
lic sector, it has been worked as an extra stimulus

Return to Summary
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for the agencies to implement the best practices.
Comments from IT administrators reveal that the
control items presented in the survey are given
a greater importance in their agencies and that
top decision makers often benchmark overall
score between agencies which leads to the set-
ting of institutional goals over the iGovTl score
improvement.

This has the advantage of clarifying what are
important metrics in IT governance, helps to pri-
oritize intermediate goals in order to improve
governance and overall results, but it also has the
disadvantage of pushing different agencies to-
wards the same IT governance goals, irrespective
of their particular strategies, needs or capabilities.
This overemphasis on the final score of the iGovT!
is currently being moderated through the release
of intermediary scores that relate to different di-
mensions of governance and limited rankings
that contain only similar agencies in a given sec-
tor, such as state-owned companies on competi-
tive sectors, courts or administrative departments.

The effort to show best practices in IT governance
and the results of our audits and surveys to pub-
lic administrators has led to the publication of
guides and executive summaries, as well as ped-
agogical actions. Examples are the publishing in
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2012 of the “Guide to good practices in procure-
ment for information technology solutions” and
a technical note, in 2014, about “IT Governance
Systems conception”. On the other hand, several
presentations and seminars have been conducted
since the first survey in 2007. The last two semi-
nars were “International Seminar on Coordinated
Audit of IT Governance”, in July of 2014, and the
“Public Dialogue: IT Governance - External Control
in Action”, in May of 2014.

3.5 Evolution

Some improvement signs were already detected
in 2010, particularly the ones concerning the in-
crease in the number of agencies that had insti-
tutional strategic planning and had adopted an IT
career.

In 2012, it was found that half the institutions
evaluated got a mid-range IT governance capacity
degree, which represents a substantial increase if
compared to 2010, when only 38% of the agen-
cies were in this range. The ratio of institutions
considered to be in the advanced stage has risen
from 5% in 2010 to 16% in 2012. Other improve-
ments were also observed, such as the increase in
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agencies with a constituted IT committee and bet-
ter oversight on IT projects by top management.

Furthermore, some of the aforementioned evo-
lution can also be attributable to improvements
in the normative regulation of some dimensions
of IT governance such as IT procurement, infor-
mation security and corporate governance. Part
of this regulatory action was induced by SAI rec-
ommendations derived from the IT governance
evaluation effort. This high level normative direc-
tion was also detailed in guides and manuals pro-
duced by regulators, for example guides were pro-
duce on how to elaborate an IT plan, constitute an
IT committee, how to measure software projects
or establish a software developing process etc.

3.6 Key Messages

e It is fundamental to obtain information
about governmental agencies. The survey
can be the sole compilation of data regarding
IT governance for government agencies, but
it also allows the development of metrics to
evaluate IT performance. It enables following
the evolution of major indicators in IT gov-
ernance and testing the results of policies
aimed at improving IT governance;
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The survey also indicates best practices and
references in IT controls (such as COBIT) to
the management universe, especially the
less mature institutions. This compilation
may help them to improve their practices
and results;

It creates a virtuous cycle of improvements
in IT governance: evaluation of results;
benchmarking among entities; recognition
for best public administrators;

Providing adequate support for the public
administrators that will fill the survey is cru-
cial: fast response to doubts, FAQ, references
to legal documents and norms that support
the questions etc;

The feedback report has a great value:
non-technical language should be used so
that a wide audience can easily understand
the main conclusions; association of deficits
in controls to their associated risks shall be
made. On the other hand, comparisons of
results between similar entities may induce
improvements. Its information may also be
used as gap analysis done at scale for the
whole government.

Return to Summary
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4. AUDITOR GENERAL OF SOUTH AFRICA

“INDIVIDUAL ORGANIZATION” METHOD

4.1 Summary

As in any organization, the effective use of in-
formation technology (IT) in government is a
key success factor in its response to service de-
mands as it enables government to leverage the
agility of programs and related processes.

The important role that IT has to play in achiev-
ing government’s vision is acknowledged in the
South African public service regulations, which

require all government and public sector insti-
tutions to manage IT effectively and efficiently.
Figure 10 illustrates the principles of the ICT
house of values adopted to provide direction in
this regard.

To ensure the effective and efficient use of the
IT resources allocated, the regulations stipu-
late that the acquisition, management and
use of IT have to be informed by the principles
of Batho Pele (DPSA, 2014) and King Il (PwC,
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2010). In addition, those charged with gover-
nance are required by legislation to exercise
due care, diligence and appropriate disclosure
in the deployment of resources to programs
aimed at assisting government in achieving its
service delivery objectives. The Government of
South Africa, through the Department of Public
Service and Administration (DPSA), approved
the Corporate Governance of Information and
Communication Technology Policy Framework

CABINET (cabinet Memo and Resolutions)
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(CGICTPF) in December 2012 (DPSA, 2013a). On
a high level, the CGICTPF can be defined as a di-
rective that assists executive management and
leadership in government in establishing the
key IT governance processes in their organiza-
tions. These processes involve:

» IT-related decision-making structures;
e Accountability structures for IT;
e [T governance processes;

Oversight structure for corporate governance of ICT in public service

MINISTERIAL CLUSTER FOR GOVERNANCE
AND ADMINISTRATION/FOSAD/MINPORT
(To foster an integrated approach to governance; ensure proper coordination
of all government programmes at national and provincial levels)

MPSA

Responsible for information and
communication technologies in
the Public Service.

(To establish norms and standards; make
regulations, determinations and directives)

DPSA

To support the Ministry in
leading Public Service transfor-
mation and perform compli-
ance monitoring

PSICTM

Coordinate/support the imple-
mentation of ICT Governance
in the Public Service

AUDITOR GENERAL OF SA

Conduct audits and Report on findings

Create the necessary leadership,
organizational structures and
processes
+ Implement this framework/COBIT
« Monitoring and Reporting

<

Coordinate
- Advise

Create the necessary leadership,
organizational structures and
processes
+ Implement this framework/COBIT
« Monitoring and Reporting
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e IT reporting structures;

e IT policies and standards;

e IT compliance;

e IT controls and risk mitigation.

The implementation of the CGICTPF has paid
due consideration to the existing governance
structures, as depicted in Figure 11.

A directive was also issued to all depart-
ments and organs of state to implement
the CGICTPF in three structured phases over
three years and the final date for full imple-
mentation is March 2016 (DPSA, 2013b). The
CGICTPF implementation guidelines, together
with the conformance and performance as-
sessment standards, were developed by the
DPSA, in collaboration with the Department
of Performance Monitoring and Evaluation
(DPME). The deliverables of phase 1 were due
in March 2014.

The Supreme Audit Institution of South Africa
(SAI-SA) has been involved in the process since
its inception and continues to do so. This en-
sures that we remain abreast of the develop-
ments and are aware of the intricacies and
challenges that come with the implementa-
tion of the CGICTPF. The implementation of
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the CGICTPF is an essential component in en-
suring efficiency and security in government’s
business operations.

4.2 The SAl
4.2.1 Mandate and Functions

Chapter 9 of the Constitution of the Republic
of South Africa, 1996, establishes the Auditor-
General of South Africa as one of the state
institutions supporting constitutional de-
mocracy. The Constitution recognizes the im-
portance and guarantees the independence
of the Auditor-General of South Africa (AGSA),
stating that the AGSA must be impartial and
must exercise its powers and perform its
functions without fear, favor or prejudice.

The functions of the AGSA, as Supreme Audit
Institution of South Africa, are described in
section 188 of the Constitution and are fur-
ther regulated in the Public Audit Act, 2004
(Act No. 25 of 2004) (PAA), which mandates
the AGSA to perform constitutional and oth-
er functions. Constitutional functions are
those that the AGSA performs to comply
with the broader mandate described in the
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Constitution. Section 4 of the PAA makes a
further distinction between mandatory and
discretionary audits.

4.2.2 Accountability and Reporting

The AGSA is accountable to the National
Assembly in terms of section 181(5) of the
Constitution and section 3(d) of the PAA and
has to report on its activities and the perfor-
mance of its functions in terms of section 10 of
the PAA. The main accountability instruments
are the AGSA's budgetary and strategic plan and
its annual report, both of which are tabled an-
nually in the National Assembly.

The Standing Committee on the Auditor-
General (SCoAG), established in terms of sec-
tion 10(3) of the PAA, oversees the performance
of the AGSA on behalf of the National Assembly.

4.2.3 Products

The AGSA annually produces audit reports on
all government departments, public entities,
municipalities and public institutions. Over and
above these entity-specific reports, the audit
outcomes are analyzed in general reports that
cover both the Public Finance Management Act

A WGITA Guide for Supreme Audit Institutions

(PFMA) and Municipal Finance Management
Act (MFMA) audit cycles. In addition, the AGSA
also issues reports on discretionary audits, per-
formance audits and other special audits.

The AGSA submits reports to the legislature
with a direct interest in the audit, namely
Parliament, provincial legislatures or munici-
pal councils. These reports are then used in ac-
cordance with their own rules and procedures
for oversight.

4.3 The Challenge

It is a well-known phenomenon that the im-
plementation of government programs comes
with various challenges. These challenges, if
not addressed, may nullify the good intentions
and become a drain on government resources
aimed at ensuring the successful implementa-
tion of key interventions, such as implementing
the CGICTPF across all spheres of government.

SAI-SA, through its Information Systems
Auditing (ISA) business unit, participates in
various forums that oversee and establish pro-
cesses that help government to deploy and
derive value from the investment made in IT.

Return to Summary




INTOSAI | Working Group on IT Audit

Chapter 03 - CASE STUDIES

The purpose of SAI-SAs participation in these
forums is to advocate the use of best practices
and to highlight proactively the risks that gov-
ernment departments will face in the different
phases of implementing the CGICTPF.

The DPSA has moderated the implementation
of phase 1 at the national and provincial de-
partments. An assessment of the results of the
phase 1 deliverables, which were mainly aimed
at establishing enabling structures for the suc-
cessful implementation of the CGICTPF in the
environments of government entities, revealed
the following challenges:

e Generally, there was a lack of understanding
and application of governance principles as
articulated in the CGICTPF;

» Cognizance was not always taken of the as-
sessment standards and requirements;

o Teething challenges that related to co-
ordination and cooperation were experi-
enced at the provinces and some national
departments;

e ICT functions
capacitated;

were not adequately
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e Compliance and value delivery in terms of
the framework were not always well under-
stood, i.e. although the framework would go
a long way in ensuring compliance, its main
purpose remains to ensure value delivery.

4.4 What Was Done

During the revision of its strategy in 2008-09,
SAI-SA made a decision to put measures in place
to influence audit outcomes across all spheres
of government. At the time, the audit results
painted a bleak picture of matters relating to
governance, accountability, finance, human re-
sources and ICT. SAI-SA therefore prioritized the
problem areas and put a strategy in place that
focused on collaboration and more regular en-
gagement with its stakeholders throughout the
financial year, instead of only during the audits.

The development of the CGICTPF was a result
of quarterly stakeholder engagements aimed
at promoting a more constructive relationship
with auditees and facilitating more positive
audit outcomes, especially in the area of IT
audit findings, which were never remedied by
the executive and leadership of government
departments.
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4.5 Evolution

Government, through the Department of
Performance Monitoring and Evaluation (DPME),
has established performance measurement pro-
cesses to monitor constantly the following four
key management practices:

e Strategic management;
« Governance and accountability;
* Human resource management;
e Financial management.

Within the above practices there are 32 stan-
dards, which are based on existing policies and
regulations (DPME, MPAT Standards 2014, 2014).

The implementation of the CGICTPF is a per-
formance area covered under the key man-
agement practice of governance and ac-
countability. This process is facilitated by the
Management Performance Assessment Tool
(MPAT). According to the MPAT standards of
2014, the quality of management practice will
be assessed in three dimensions; concerning
documentation of management policies, sys-
tems and frameworks, actual application of
these in good management practice and the
extent to which management practice in each

A WGITA Guide for Supreme Audit Institutions

performance area contributes adequately to
improving organizational results.

Table 4 outlines the four levels of assessment of
the quality of management practice, which are
used to score the performance of departments.

The DPSA is responsible for ensuring compliance
with the CGICTPF and has compiled the follow-
ing action list, which was informed by the mod-
eration results of phase 1 of the implementation
of the CGICTPF:

e A compliance check list, developed and
aligned to the requirements of each assess-
ment level (DPME, DPME MPAT 1.4 2.8.1
CGICT tick list);

e Annual updating of the MPAT assessment
standards;

» National and provincial workshops on the
CGICTPF;

» Focused engagements with the departments
that require support on phase 2 deliverables;

o Collaboration with the ISA business unit of
the AGSA to gain an understanding of the

Return to Summary
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audit outcomes and to endorse the advoca- ~ The DPSA highlighted capacity issues as a major

cy of following best practice standards; problem in ensuring adequate oversight of the
processes aimed at facilitating effective imple-

e Expanding of the capacity of the DPSA and  mentation of the CGICTPF.

the moderation teams that oversee the im-

plementation of the CGICTPF in government.  The role of SAI-SA is to annually audit the con-
trol measures that government has put in place,
such as those outlined above (AGSA).

Assessment Levels

Level of compliance

with legal/regulatory Description Response
requirements (%)

Adepartment that has insufficient capability is largely
non-compliant, and is performing poorly in terms

of its management practices. It is not well placed to
address these weaknesses in the short to medium term
and needs additional action and support to improve
performance for effective delivery.

Intense support: diagnostic
assessment of the causes of the
problems and assistance with the
development, implementation and
monitoring of an improvement plan.

Under 25% - level 1

Adepartment that has improving capability is
partially compliant or improving its compliance, but

25%-50% - level 2 is performing below expectations in terms of its support similar tolevel one, but less

) intense.
management practices. There are no clear plans to
improve its performance and support action is required.
Adepartment that has sufficient capability is fully
50%-75% - level 3 compliant and its performance is adequate in terms of Monitor.

management practices. It has identified its capability
gaps and is well placed to address them.

Adepartment that has excellent capability is fully
compliant, and is performing above expectations. There

75%-100% - level 4 is evidence of learning and benchmarking against global
good practice, which confirms progress towards world-
class standard.

Develop and disseminate case
studies.
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4.6 Key Messages

SAI-SA, through its engagements at the differ-
ent forums, follows up and ensures that the
mandates, roles and responsibilities in terms
of IT governance are properly coordinated and
focused on putting processes and measures in
place for responding to the following key ques-
tions that the leadership in government should
continue to ask:

e Are adequate processes in place to provide
clarity and understanding of how IT deci-
sions are taken and who is accountable?

e Do the executive and leadership of gov-
ernment departments have the appetite
to adopt an IT governance framework that
defines and supports decision models, gov-
ernance structures, accountability and gov-
ernance processes?

e Do the executive and leadership of govern-
ment departments involve IT in strategic
business decisions and planning?

« Do the executive and leadership of govern-
ment departments understand the invest-
ment in IT and the benefits thereof?
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» Are processes in place to protect adequately
citizens’ information, clearly delineating in-
tellectual property and information?

¢ How do those charged with governance en-
sure compliance with IT laws, rules, codes,
standards and regulations?

e Do the executive and leadership of govern-
ment departments have processes to mea-
sure the value delivered by IT?

e How do the executive and leadership

deal with the IT risk of their government

departments?

e Is IT a regular item on the agenda of the
executive and leadership structures of

government?

An honest response to the above questions by
the executive and leadership of government
departments provides a basis for an action plan
that tracks and monitors the implementation of
the CGICTPF.
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